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We would like to express our gratitude to the many advisors and expert participants who have
supported this project since its inception. For research and writing in Space Security 2003 and
Space Security 2004, from which much was drawn for this year’s edition, we would like to

Space Security 2006 follows Space Security 2003 and Space Security 2004 as the third iteration
of the Space Security Index annual report. Although the date was changed this year to reflect
the year of publication, there exists no gap in the annual research. Space Security 2006
references developments from 1 January 2005 to 31 December 2005.

It is our hope that Space Security 2006 will improve the transparency of activity in outer space.
As with all security matters, perceptions and misperceptions are tremendously important. The
vulnerability of space assets, the high degree of secrecy in the activities of space actors, as well
as the often limited awareness of the space environment tend to generate mistrust among space
actors. Because Space Security 2006 is based entirely on open source information, it is
inevitably challenged by the limitations of secrecy. However, great effort was made to ensure
a complete, neutral, and accurate description of developments based on a critical appraisal of
the available information and consultation with international experts.

The pursuit of space security is plagued by certain contradictions. For example, the acquisition
of independent space access by more actors could aggravate environmental concerns in space.
Technologies that enable more effective use of space for some often have the inherent potential
to negate the secure use of space for others. Indeed, the same assets used for space surveillance
and collision avoidance could provide precision targeting of space assets. These contradictions
are commonly interpreted from the national security vantage points of individual space actors.
However, these concerns need to be explored and collectively managed, and, by their very
nature, require a common understanding of space security. We expect this report will provide
food for thought in this regard.

This project accepts the position that space is a global commons, as enshrined in the 1967
Outer Space Treaty, bordering every community on Earth. There is no doubt that national and
international security dynamics on Earth and space security are interlinked: space systems can
enhance national security by providing transparency and by supporting military operations
and international security concerns on Earth risk spilling over into the space environment.
However, our approach posits that there are policies that can enhance the security of all actors
in space. Space security need not be a zero-sum game but instead can be a path to prosperity
and a path to peace.

Space Security 2006 aims to provide a comprehensive and integrated assessment of the state of
space security. It is the third such annual evaluation of space security, which for these purposes
is defined as the secure and sustainable access to and use of space, and freedom from spacebased threats. The report examines international developments in space security according to
eight indicators, providing a comprehensive overview of the concerns of military, civilian, and
commercial space stakeholders from around the world.

The strategic environment of outer space is evolving rapidly. A growing number and diversity
of actors are accessing and using space; revenues from its commercial exploitation are growing;
satellite services affect daily life all over the world; and military space applications are
continually expanding. While demonstrating the vital importance of this environment,
intensifying space use creates governance challenges including management of space traffic,
orbital debris, and the distribution of scarce resources such as orbital slots and radio frequency.
It has become clear that technological and political developments are outstripping the existing
governance framework for outer space. These governance challenges will become increasingly
salient as states’ dependence on space for national security grows.

11

Introduction

INTRODUCTION

12

Mr. John Siebert

Dr. Ram Jakhu

Dr. William Marshall

Dr. Wade Huntley

Amb. Thomas Graham Jr.

While we have benefited greatly from the input of many experts in the development of Space
Security 2006, responsibility for any errors or omissions in this volume remains our own. The
views expressed in this volume represent those of the experts engaged throughout this process.
They do not necessarily reflect the views of the Spacesecurity.org partners – the McGill
University Institute of Air and Space Law, Project Ploughshares, the Simons Centre for
Disarmament and Non-proliferation Research, and the Space Generation Foundation – or the
Government of Canada or the Department of Foreign Affairs and International Trade.

This project would not be possible without generous support from our partners. For financial
and in-kind support, we would like to thank the Ford Foundation, The Simons Foundation,
the International Security Research and Outreach Programme at the Department of Foreign
Affairs and International Trade Canada, the Secure World Foundation, and the Nicolas
Mateesco Matte Fund for Space Law of the McGill University Institute of Air and Space Law.

For organizing the Space Security Working Group meeting on 1-2 May 2006, we would like
to express our gratitude to the McGill University Institute of Air and Space Law, and in
particular to Mr. Raja Bhattacharya, Dr. Maria Buzdugan, Ms. Maria D’Amico, and Dr. Paul
Dempsey.

Research for Space Security 2006 was carried out by Mr. Richard Bruneau, Ms. Jasmin
Cheung-Gertler, Ms. Jennifer Erickson, Mr. Scott Lofquist-Morgan, and Ms. Toby Schwartz.
For copyediting and layout, we would like to thank Ms. Wendy Stocker and Graphics at the
University of Waterloo. For comments on early drafts we would like to thank Mr. Phil Baines,
Dr. S. Chandrashekar, Mr. Simon Collard-Wexler, Mr. Phil Coyle, Mr. Richard DalBello, Mr.
Niklas Hedman, Mr. Bertrand de Montluc, Ms. Sarah Estabrooks, Air Marshall Lord Garden,
Dr. Tom Gillon, Ms. Theresa Hitchens, Dr. John Logsdon, Dr. Lucy Stojak, and Dr. S. Pete
Worden (Brig. Gen., USAF ret.). We would also like to thank all those who participated in
the on-line Space Security Survey and provided valuable input through the Space Security
Working Group meeting in Montreal (See Annex 2).

thank Mr. Phillip Baines, Mr. Michel Bourbonnière, Mr. Simon Collard-Wexler, Ms. Jessy
Cowan-Sharp, Ms. Sarah Estabrooks, Dr. Nicole Evans, Ms. Theresa Hitchens, Mr. Maciek
Hawrylak, Dr. Andrew Latham, Dr. Robert Lawson, Mr. Robert McDougall, Dr. David
Mutimer, Mr. Robert Schingler, Mr. Gabriel Stern, Dr. Lucy Stojak, and Mr. George
Whitesides.
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Demand for radio frequencies continued to increase in 2005. To respond to these challenges,
regional organizations such as the Association of Southeast Asian Nations (ASEAN) and the
EU worked on common regional radio frequency allocation policies. The US conducted a
review of its policies to enhance efficient and effective management and use of the radio
frequency spectrum. Radio frequency interference and piracy are of growing concern to
commercial space actors. One thousand, three hundred and seventy-four incidents of satellite
radio frequency interference were reported in 2005, although only one percent of these
incidents were intentional.

Growing demand for radio frequencies
Expanding satellite applications are driving growing demand for radio frequencies. The
number of satellites operating in the 7-8 gigahertz band commonly used by GEO satellites has
been increasing. Satellite operators now spend about five percent of their time addressing
frequency interference issues, including the US and European Union (EU) disagreement over
frequency allocation for the proposed EU Galileo navigational system. The growth in military
consumption of bandwidth has also been dramatic: the US military used some 700 megabytes
per second of bandwidth during Operation Enduring Freedom in 2003, compared to just 99
megabytes per second during Operation Desert Storm in 1991.

In 2005, the Space Debris Working Group of the Scientific and Technical Subcommittee of
COPUOS reached agreement that the intentional destruction of any orbiting object that
could generate “long-lived” orbital debris should be avoided. In the US, the Federal
Communications Commission (FCC) enacted rules which require orbital debris mitigation
plans to be submitted by any entity requesting FCC space station authorization.

Increasing awareness of space debris threats and continuing efforts to develop
international guidelines for debris mitigation
There is widespread recognition, in light of tracking efforts and recorded on-orbit collisions,
that space debris is a growing threat. Since the mid-1990s, many space-faring states, including
China, Japan, Russia, and the US, and the European Space Agency have developed national
debris mitigation standards. In 2001, the United Nations Committee on the Peaceful Uses of
Outer Space (COPUOS) mandated the Inter-Agency Debris Coordination Committee
(IADC) to develop a set of voluntary international debris mitigation guidelines.

In 2005, the space debris population grew by 2.1 percent, a modest rate increase compared
with those of recent years. The new space debris was partially attributable to five incidents of
satellite fragmentation and two accidental collisions in orbit over the past year. New research
in 2005 indicated that global warming, and the consequent contraction in the thermosphere,
could cause space debris to be more persistent and space collisions more common.

Growing debris threats to spacecraft, but annual rate of new debris production
decreasing
The number of objects in Earth orbit has increased steadily and there are an estimated 35
million pieces of space debris in orbit today. Approximately 13,000 orbiting objects large
enough to seriously damage or destroy a spacecraft – over 90 percent of which are space debris
– are being tracked. However, the annual growth rate of tracked orbital debris has been
decreasing since the early 1990s, due in large part to national space agency debris mitigation
efforts.

The Space Environment
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In 1981, the UN General Assembly (UNGA) adopted a resolution that states refrain from
actions contrary to the peaceful use of outer space, calling for negotiations within the
Conference on Disarmament (CD) on a multilateral agreement on the Prevention of an Arms

Progressive development of legal framework for outer space activities
Since the signing of the Outer Space Treaty (OST) in 1967, the international legal framework
related to space has grown to include the Astronaut Rescue Agreement (1968), the Liability
Convention (1972), the Registration Convention (1979), and the Moon Agreement (1979),
as well as a range of other international and bilateral agreements and relevant customary
international law. This legal framework establishes the principle, primarily through the OST,
that space should be used for ‘peaceful purposes’ and is not subject to claims of national
sovereignty. The OST prohibits the stationing of nuclear weapons or any other weapons of
mass destruction anywhere in space. The abrogation of the Anti-Ballistic Missile Treaty in
2002 eliminated a longstanding US/USSR-Russia prohibition on space-based conventional
weapons, stimulating renewed concerns about the potential for space weaponization.

Laws, Policies, and Doctrines

In 2005, the US expanded its space surveillance and space situational awareness capabilities
by modernizing its Michigan Orbital Debris Survey Telescope and Ground-Based ElectroOptical Deep Space Surveillance system, continuing to pursue a Space-Based Surveillance
System, and announcing plans for a space situational awareness nanosatellite in GEO. China
established its first Target and Debris Observation and Research Center, while actors in
Europe explored the possibility of setting up a space surveillance network by pooling existing
ground-based radars and optical telescopes with new capabilities.

Space surveillance capabilities to support collision avoidance slowly improving
The US Space Surveillance Network uses 31 sensors worldwide to monitor over 9,000 space
objects in all orbits, supporting collision avoidance and debris re-entry. Since 2004, the US
has moderated public access to the two-line elements to registered users out of concern for
national security. Russia maintains its Space Surveillance System with 14 sensors, and
monitors some 5,000 objects (mostly in LEO), but does not widely disseminate data. The EU,
Canada, China, France, Germany, and Japan are all developing new space surveillance
capabilities.

Demand on orbital slots continued to increase in 2005, leading certain COPUOS delegates
to express the view that GEO orbital slot positions should be shared equitably among states.
Iran became the 45th state to acquire indirect access to space, launching a satellite using
Russian launch services. In 2005, cooperation and competition over scarce orbital slots in
GEO continued to mark relations among commercial space operators.

Growing demand for orbital slot allocations
There are more than 620 operational satellites in orbit today: about 46 percent in LEO, 6
percent in MEO, and slightly more than 47 percent in GEO. Increased competition for
orbital slot assignments, with greatest demand for GEO orbital slots where most
communications satellites operate, has caused occasional disputes between satellite operators.
The International Telecommunications Union (ITU) has been pursuing internal reforms
designed to address slot allocation backlogs and related financial challenges.

Space Security 2 0 0 6

Growing focus within national military doctrine on the security uses of outer space
A growing number of states, led by China, Russia, the US, and key European states,
increasingly emphasize the use of space systems to support national security. Dependence on
these systems has led several states to view space assets as critical national security
infrastructure. US military space doctrine has also begun to focus on the need for
“counterspace operations” to prevent adversaries from accessing space.

New space policies were adopted in China, Europe, Japan, Kazakhstan, Russia, and the US in
2005. The European Commission (EC) unveiled a plan to spend more than $5-billion on
“Security and Space” programs for 2006-2013 and to double its budget for space-related
research programs. Russia approved a new Federal Space Program with the stated objective of
retaining status as a leading space power. Japan’s 20-year space plan outlined manned flights
to the moon by 2025 as a first step to explore the solar system. Stated objectives of China’s
new space plan include launching four space flights, the first of which will feature China’s first
spacewalk in 2007. Finally, China released a White Paper in 2005, which reiterated its position
that effective preventative measures, including international legal instruments, are needed to
prohibit the deployment of weapons in outer space and the threat or use of force against
objects in outer space, and ensure that outer space is used purely for peaceful purposes.

Space-faring states’ national space policies consistently emphasize international
cooperation and the peaceful uses of outer space
All space-faring states emphasize the importance of cooperation and the peaceful uses of space,
including the promotion of national commercial, scientific, and technological progress. The
US has recently announced plans for peaceful space exploration of the Moon and Mars, while
there is growing interest in manned space programs. Brazil and India tend to focus on the
utility of space cooperation for social and economic development.

The CD deadlock persisted in 2005, without any formal work on PAROS. However, two
informal sessions on PAROS were organized for CD delegates, as well as a number of
international conferences on space security. At COPUOS debate emerged on the possible
introduction of topics pertaining to the militarization of space. An aborted effort was also
made to create four open-ended ad hoc committees under UNGA First Committee auspices
to address PAROS and other priority issues.

COPUOS remains active, but the CD deadlocked since 1998
A range of international institutions, such as UNGA, COPUOS, ITU, and CD, have been
mandated to address space security issues. However, the CD has been deadlocked since 1998
and unable to address the PAROS mandate to develop an instrument relating to space security
and the weaponization of space.

In 2005 there was a noteworthy shift in the PAROS debate, when Israel and the US voted
against the PAROS resolution – the first opposition votes in the resolution’s history. Also,
Russia tabled a new resolution, inviting states to provide input on measures to promote
transparency and confidence building in outer space. Continuing efforts to stimulate
discussion on PAROS, China and Russia submitted a non-paper to the CD on Definition
Issues Regarding Legal Instruments on the Prevention of Weaponization of Outer Space.

Race in Outer Space (PAROS). Voting patterns have demonstrated nearly unanimous support
for the PAROS resolution, suggesting a consistent and widespread desire on the part of states
to expand international law to include prohibitions on weapons in space.
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In 2005 most space-faring states, except Japan, experienced modest increases in civil space
budgets. With a budget of $16.5-billion, NASA continues to be the world’s dominant civil
space investor. China, Japan, Russia, and the US announced plans to develop manned
spacecraft in the coming decades. The asteroid interception missions completed by civil space
agencies in Japan and the US represent a significant achievement in engineering, although the
results of the Japanese mission remain uncertain and the technologies could have dual-use
functions.

Changing priorities and funding levels within civil space programs
The general trend in recent years has seen civil space expenditures increase in India and China
and decrease in the EU, Japan, Russia, and the US. The budget of the Indian Space Research
Organisation (ISRO) grew over 60 percent in real terms between 1990 and 2000, while the
US NASA and European ESA budgets dropped by 25 percent and nine percent respectively
between 1992 and 2001. The annual number of civil space missions has generally held steady
for the past decade, with a decreasing number of manned missions, and an increasing number
of missions involving small satellites and microsatellites. Civil space programs increasingly
include security and development applications. India has designed 19 telecommunications
and remote sensing satellites for development applications; and Algeria, Brazil, Chile, Egypt,
Malaysia, Nigeria, South Africa, and Thailand are all placing a priority on satellites to support
social and economic development.

In 2005 China, Russia, and the US launched 24 civil spacecraft, of which nine were manned.
Europe and Japan fielded new launch vehicles and Iran became the 45th state to launch a
satellite. There were also a number of qualitative advances in space propulsion with the testing
of “double layer thrusters” by the European Space Agency (ESA) and continued work on
nuclear electric power and propulsion technologies by NASA.

Growth in the number of actors gaining access to space
By 2004, 10 actors had demonstrated an independent orbital launch capacity. Forty-four
states have accessed space independently or with the launch services of others. In the 1990s,
the rate of increase doubled from just less than one new actor to just less than two per year,
mostly for civil space programs. In the last 12 years Surrey Satellite Technology Ltd. of the UK
has enabled seven countries to build their first civil satellites. Iran and South Korea have
announced plans for civil space programs. China recently joined Russia and the US as the only
space powers with demonstrated manned spaceflight capabilities.

Civil Space Programs and Global Utilities

Building on existing trends, in 2005 actors that included the EU, India, Israel, and Japan
placed more emphasis on the national security applications of space. Israel and Japan
introduced plans to boost surveillance capabilities from space. India’s Air Force urged the
government to set up a Strategic Aerospace Command to better develop military space
capabilities. A European Panel of Experts on Space and Security urged the development of a
security-related space strategy as well as a balance between the civil and military uses of space.
The US was expected to release a new military space directive that, according to certain media
reports, would depart from current policy by explicitly calling for development of certain
space systems negation capabilities to ensure that space systems or services cannot be used for
purposes hostile to US national interests.
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Continued overall growth in the global commercial space industry
The commercial space sector, including manufacturing, launch services, space products, and
operating insurance, accounted for an estimated $2.1-billion in revenues in 1980 and
exceeded $100-billion by 2004. This growth is being driven by the satellite services industry,
including telecommunications, which accounted for 60 percent of 2003 commercial space
revenues in spite of some decline within the manufacturing and launch sectors. Major
commercial satellite telecommunications companies today include PanAmSat, Loral, SES
Americom, Intelsat, and News Corporation.

Commercial Space

The expansion of global utilities, particularly in the area of satellite navigation, continued in
2005. The EU launched the first of its constellation of Galileo navigation satellites, while
India, Israel, Morocco, Saudi Arabia, and Ukraine announced their participation in the
project. In a significant reversal of policy, Russia required the fitting of GLONASS satellite
navigation systems on a wide range of Russian space, air, land, and sea vehicles. It also made
plans to cooperate with China and India on GLONASS. India also started development of its
own separate civilian satellite navigation system called GAGAN.

Dramatic growth in global utilities as states acknowledge strategic importance
of satellite-based navigation systems
The use of space-based global utilities, including navigation, weather, and search-and-rescue
systems, has grown substantially over the last decade. For example, GPS unit consumption
grew by approximately 25 percent per year between 1996 and 1999, generating sales revenue
of $6.2-billion in 1999. These systems have spawned space applications that are almost
indispensable to the civil, commercial, and military sectors, as well as most modern
economies. The number of actors developing satellite-based navigation capabilities has grown,
from two (Russia and the US) in 1990, to five in 2004 with the addition of China, the EU,
and Japan. Currently, there are 88 navigation satellites in orbit, of which between 60 and 80
are operational. The strategic value of satellite navigation was underscored by the conflict over
frequencies for Galileo and GPS, which was resolved in 2004.

Continuing the trend of international civil space cooperation, Russia reached agreements with
Brazil, Canada, China, Egypt, ESA, India, Indonesia, Iran, Kazakhstan, and South Korea in
2005. The US established agreements with India, Japan, Russia, and Sweden. ESA, a regional
space agency that embodies the benefits of international cooperation, signed agreements with
China, India, Morocco, Russia, and Ukraine. Eight regional partners – Bangladesh, China,
Indonesia, Iran, Mongolia, Pakistan, Peru, and Thailand – signed an agreement to form the
Asia Pacific Space Cooperation Organization.

Steady growth in international cooperation in civil space programs
International civil space cooperation efforts over the past decades have included the US-USSR
Apollo-Soyuz docking of manned modules, Soviet flights to the MIR space station with
foreign representatives, the Hubble Space Telescope, and joint NASA-ESA projects such as
Skylab. The most prominent current example of international cooperation is the International
Space Station (ISS), involving 16 partner states, 44 launches, and an estimated cost of over
$100-billion. International civil space cooperation has played a key role in the proliferation of
technical capabilities for states to access space.
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Government subsidies and national security concerns continue to play
an important role in the commercial space sector
The 1998 US Space Launch Cost Reduction Act and the 2003 European Guaranteed Access
to Space program provide for significant government subsidization of the space launch and
manufacturing markets, including insurance costs. The US and European space industries also
receive important space contracts from government funds. The 1987 Missile Technology
Control Regime (MTCR), designed to restrict the proliferation of missile technology, has
encouraged actors outside the regime to develop space systems using components that are
restricted by the regime itself. In 1999, the US placed satellite export licensing on the State
Department’s US Munitions List, bringing satellite product export licensing under the
International Traffic in Arms Regulations (ITAR) regime and significantly complicating the
way US companies participate in international collaborative satellite launch and
manufacturing ventures.

Demand for commercial launchers stayed flat in 2005 and the US continued to lose market
share to Europe and Russia. European and multinational commercial space launchers saw
strong growth in 2005, with the European Ariane 5G vehicles experiencing a record year.
Japan successfully tested a new launcher in 2005 and China announced its imminent return
to commercial space launch. The embryonic space tourism sector advanced in 2005. More
than 20 companies are developing a suborbital, reusable launch vehicle for space tourism.
Scaled Composites and Virgin Galactic announced a joint venture, The Spaceship Company,
which plans to build a fleet of commercial suborbital spacecraft and equipment to be deployed
in commercial space flights by the end of 2008. Despite these promising developments, the
space tourism industry continued to face the twin challenges of supply constraint and
uncertain liability regulation in 2005.

Declining commercial launch costs support increased commercial access to space
Commercial space launches now account for about one-third of the 60 to 70 annual space
launches. The costs to launch a satellite into GEO have declined from an average of about
$40,000/kilogram in 1990 to $26,000/kilogram in 2000, with prices still falling. In 2000,
payloads could be placed into LEO for as little as $5,000/kilogram. The European and
Russian space agencies are the most active space launch providers. Today’s top commercial
launch providers include Lockheed Martin and Boeing Launch Services in the US,
Arianespace in Europe, Energia in Russia, and two international consortia – Sea Launch and
International Launch Service. With the launch of Mojave Aerospace Ventures’ SpaceShipOne
in 2004, the private sector entered the suborbital manned spaceflight sector. Cheaper space
access has also been key to the growth of high-resolution commercial satellite imagery.

In 2005 there were 17 commercial launches, an increase over 2004. Commercial space
revenues for the year were expected to reach $115-billion. Twenty new commercial satellites
were launched. Providers of commercial space services had a watershed year; some satellite
radio companies doubled subscriptions. The general trend to privatize government-owned
telecommunications agencies continued in 2005 with the first initial public stock offerings of
New Skies Satellites and Inmarsat. There was ongoing consolidation in the commercial space
industry with Intelsat purchasing PanAmSat, SES Global purchasing New Skies, the
European Aeronautics Defence and Space Company (EADS) acquiring Dutch Space BV,
Alcatel Alenia merging with Telespazio, and SpaceDev merging with Starsys Research
Corporation.
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China provides military communications through its DFH series satellite, and has deployed a
pair of Beidou navigation satellites to ensure its navigational capability. China also maintains
three ZY series satellites in LEO for tactical reconnaissance and surveillance functions, has
deployed three military reconnaissance satellites, and is believed to be purchasing additional
commercial satellite imagery from Russia to meet its intelligence needs.

More states developing military space capabilities
Declining costs for space access and the proliferation of space technology are enabling more
states to develop and deploy their own military satellites using the launch capabilities and
manufacturing services of others, including the commercial sector.

With a budget currently 30 times less than that of the US, Russia continued to face setbacks
in its military space programs. In 2005, Russia launched six military satellites: four navigation
satellites, one communication satellite, and one reconnaissance satellite. However, it also saw
three failed launches and the loss of two military satellites. Russia announced future funding
and growth for a military space program that includes the launch of six military satellites in
2006 and the future orbiting of an entire constellation of high-resolution space radars.

Nineteen dedicated military space satellites were launched in 2005. The US launched seven
military satellites: two signals intelligence satellites, two reconnaissance satellites, two
technology satellites, and one navigation satellite. However, 2005 also saw significant cutbacks
to a number of US military space programs. The Future Imagery Architecture, the SBIRSHigh program, the TSAT system, and the Space Radar were all plagued by delays and cost
overruns and saw funding cutbacks.

The US has dominated the military space arena since the end of the Cold War. It currently
spends roughly 95 percent of all the money spent on global military space expenditures and
has approximately 135 operational, military-related satellites – over half of all the military
satellites in orbit. Russia is believed to have some 85 dedicated military and 18 multi-purpose
satellites in orbit. The US is, by all major indicators, the actor most dependent on its space
capabilities. The 2001 Report of the Commission to Assess United States National Security
Space Management and Organization warned that US dependence on space systems made it
uniquely vulnerable to a “space Pearl Harbor” and recommended that the US develop
enhanced space control (protection and negation) capabilities.

The US and Russia lead in developing military space systems
By the end of the Cold War, the US and USSR had developed extensive military space systems
to provide military attack warning, communications, reconnaissance, surveillance,
intelligence, navigation and weapons guidance. By the end of 2003, the US and USSR/Russia
had together launched more than 4,800 military satellites, while the rest of the world had
launched only 70 to 80.

Space Support for Terrestrial Military Operations

Government continued to play a central role in commercial space in 2005. The US
Department of Defense remained the single largest commercial space client. At the same time,
commercial space actors such as the International Space Business Council cited ITAR as the
“industry’s most serious issue.” High insurance premiums also continued to represent a barrier
to growth in the industry. As a result, a number of commercial space actors have stopped
insuring their in-orbit assets and/or purchased spare satellites.
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The US and Russia lead in general capabilities to detect rocket launches, while
the US leads in the development of advanced technologies to detect direct
attacks on satellites
US Defense Support Program satellites provide early warning of conventional or nuclear
ballistic missile-based attacks. The US is also developing capabilities to detect in-orbit attacks
on satellites through its Rapid Attack Identification, Detection, and Reporting System
(RAIDRS) program. Russia began rebuilding its aging missile launch warning system in 2001
by replacing its Oko series satellites with three early-warning satellites. France is due to launch

Space Systems Protection

The Middle East saw a proliferation of military space capabilities with the launch of Iran’s
Sina-1 satellite, which, although officially civil, has been claimed to have dual-use remote
sensing functions. Israel, for its part, announced its intention to launch the Ofeq-7 and
TechSAR surveillance and reconnaissance satellites. In North Amrica, Canada announced its
intention to launch a radar surveillance satellite called RADARSAT-2 as part of Project Polar
Epsilon.

In 2005, France continued development of the most advanced and diversified independent
military space capabilities in Europe with the launch of the Syracuse 3A military
communications satellite and ongoing work on the Spirale early-warning and Melchior
military communications satellites. Spain launched the XTAR-EUR communications satellite,
and the UK launched a dual-use imagery microsatellite called TopSat.

International military space programs were active in 2005. Ongoing regional tensions drove
military space development in Asia. China launched the Beijing-1 (Tsingshua-1) Earth
observation microsatellite amid speculation that China’s continued participation in the
Galileo navigation system might eventually be used to improve the accuracy of its missiles.
Taiwan announced plans to launch a $300-million Follow-On RSS reconnaissance satellite.
In an effort to improve satellite images of North Korea’s nuclear and missile facilities, Japan
began research in 2005 on scaling down the size of reconnaissance satellites to enhance their
maneuverability. Pakistan began construction of a remote sensing satellite.

Israel operates a dual-use Eros-A imagery system as well as the military reconnaissance and
surveillance Ofeq-5 system. India maintains its Technology Experimental Satellite and a naval
satellite, both of which provide military reconnaissance capabilities. Japan operates the
commercial Superbird satellite, which also provides military communications and has two
reconnaissance satellites – one optical and one radar. In cooperation with a French company,
Thailand will soon produce its first intelligence and defense satellite.

EU states have developed a range of military space systems. France, Germany, Italy, and Spain
jointly fund the Helios 1 military observation satellite system in LEO, which provides images
with a one-meter resolution. France, Germany, and Italy are planning to launch six low-orbit
imagery intelligence systems to replace the Helios series by 2008. The UK maintains a
constellation of three dual-use Skynet 4 communications satellites in GEO. France operates
four signal intelligence satellites. The EU Galileo satellite navigation program, initiated in
1999, is intended to operate for civil and commercial purposes, but will have an inherent dualuse capability.
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To reduce the vulnerability of satellites to natural and manmade threats in orbit, the US
improved radiation hardening in 2005. The US Defense Threat Reduction Agency, the Air
Force Research Laboratory, and Honeywell have been working to mainstream radiation-

Protection of satellites against some direct threats is improving, largely through
radiation hardening, system redundancy, and greater use of higher orbits
Both the range of actors employing satellite protection capabilities and the depth of these
capabilities are increasing. China and Japan are developing navigation satellites that will
increase the global redundancy of such critical systems. The EU and the US have agreed to
make their navigation systems interoperable. Increasingly, states are placing military satellites
into higher orbits, where they are less vulnerable to attacks than in LEO, due to greater
warning times and difficulty of access. Most key US, European, and Russian military satellites
are already hardened against the effects of a high-altitude nuclear detonation. The US is
reportedly developing a stealth satellite with the ability to evade detection by the terrestrial
space surveillance systems of other actors. Reflecting concerns about the protection of
commercial satellites, in 2002, the US General Accounting Office recommended that
“commercial satellites be identified as critical infrastructure.”

In 2005, the US successfully tested the GPX airborne pseudo-satellite, employing an
unmanned aerial vehicle to boost power of GPS satellite signals and overcome jammers. In
addition, researchers at the University of Surrey in the UK, the Turkish research the TubitakBilten institute in Turkey, Pennsylvania State University, and the US Naval Research
Laboratory have each been conducting research on more robust encryption of satellite
communications.

Protection of satellite ground stations is a concern, while protection of satellite
communications links is poor but improving
Many space systems lack protection from attacks on ground stations and communications
links. Typically with only one operations center and one ground station each, most
commercial space systems are vulnerable to negation efforts. While many actors employ
passive electronic protection capabilities, such as shielding and directional antennas, more
advanced measures, such as burst transmissions, are generally exclusive to the military systems
of more technically advanced states. China and the US have been aggressively pursuing a
variety of jamming protection capabilities.

The US maintained its lead in space situational awareness capabilities in 2005 with
developments in a number of new programs. The Autonomous Nanosatellite Guardian for
Evaluating Local Space (ANGELS) program is intended to provide the continuous
monitoring of areas in the immediate proximity to assets in GEO. The Space Surveillance
Telescope (SST) is designed to complement existing space surveillance systems with advanced
ground-based optical searching and tracking of objects in GEO. The Deep View radar is
supposed to provide high-resolution images for objects in deep space as well as critical
monitoring of activities in GEO. And the Large Millimeter Telescope is expected to be the
world’s largest and most sensitive single-aperture telescope when it is completed in 2008.

two missile-launch early-warning satellites, Spirale-1 and 2, in 2008. Most actors have a basic
capability to detect a ground-based electronic attack, such as jamming, by sensing an
interference signal or by noticing a loss of communications. Directed energy attacks move at
the speed of light, making advance warning very difficult to obtain.
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The US leads in the development of space situational awareness capabilities
that could support space negation
Several space actors are increasing investments in space surveillance capabilities for debris
monitoring, satellite tracking, and near-Earth object detection. The US and Russia maintain
the most extensive space surveillance capabilities. China and India also have satellite tracking,
telemetry, and control assets essential to their civil space programs. Canada, France, Germany,
and Japan are all actively expanding their ground-based space surveillance capabilities. While
this technology enhances transparency and enables space collision avoidance, it can also

In 2005 Libya and Iran carried out state-sponsored jamming of satellite communications.
China continued to be a major target of satellite jamming. Significantly, the APSTAR VI
communications satellite, designated “jam-proof” by China, was jammed in 2005, allegedly
by the Falun Gong.

Proliferation of capabilities to attack ground stations and communications links
Ground segments and communications links remain the most vulnerable components of
space systems, susceptible to attack by conventional military means, computer hacking, and
electronic jamming. A number of intentional jamming incidents targeting communications
satellites have been reported in recent years and Iraq’s acquisition of GPS-jamming equipment
for use against US GPS-guided munitions during Operation Iraqi Freedom in 2003 suggests
that jamming capabilities are proliferating. The US leads in developing doctrines and
advanced technologies to temporarily negate space systems by disrupting or denying access to
satellite communications, and has deployed a mobile system to disrupt satellite
communications without inflicting permanent damage to the satellite.

Space Systems Negation

The US and Russia conducted research on responsive lift technologies in 2005. SpaceX
Corporation continued research on several low-cost launch vehicles of small, medium, and
high capacity while Lockheed Martin completed a successful test-firing of a hybrid motor as
part of the Small Lift Vehicle program. Russia continued research on air launch capacbilities
with a potential Ishim rocket system to be launched from a MiG-31 fighter jet and the Polyot
vehicle to be launched from an Antonov carrier.

Russia and the US lead in capabilities to rapidly rebuild space systems following
a direct attack on satellites
Russia and the US are able to responsively re-constitute satellite systems. The US is supporting
two responsive initiatives: the Force Application and Launch from CONUS (CONtinental
US) or FALCON program seeks to develop a rocket capable of placing 100-1,000 kilograms
into LEO within 24 hours; and the RASCAL program seeks to deliver 50-130 kilograms into
LEO on short notice. The US is also supporting the High Frequency Active Auroral Research
Program that looks at measures to mitigate the environmental impact of a nuclear attack in
space, and could help facilitate recovery.

hardened semiconductors that will improve resistance to various types of radiation. To
facilitate the use of MEO, the Air Force Research Laboratory, the Defense Advanced Research
Projects Agency (DARPA), and NASA were developing a Demonstration and Science
Experiments satellite to characterize the radiation environment in MEO.
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Enabling capabilities for space-based negation continued to proliferate in 2005. In the US, the
XSS-11 and DART microsatellites demonstrated dual-use rendezvous and surveillance
capabilities. Indeed, the DART satellite unexpectedly collided with its target satellite, sending

Proliferation of space-based negation enabling capabilities
Space-based negation efforts require sophisticated capabilities, such as precision in-orbit
maneuverability and space tracking. Many of these capabilities have dual-use potential. For
example, microsatellites, which provide an inexpensive option for many space applications,
could be modified to serve as kinetic-kill vehicles. The US leads in the development of most
of these enabling capabilities, though none appear to be integrated into dedicated space-based
negation systems.

In 2005, more advanced work on ground-based kinetic kill weapons was conducted in China,
Russia, the UK, and the US. The US conventional kinetic-energy ASAT program was awarded
a contract to develop three advanced kill vehicles. The US continued to research and develop
its Ground-based Midcourse Defense system and Russia upgraded the A-135 anti-ballistic
missile system. China, EADS, and the UK conducted basic research into kinetic kill vehicles
for missile defense. Such kinetic kill interceptors could serve as ASATs.

In 2005, the US and China continued to work on directed energy technologies. The US is
pursuing lighter, smaller, and more durable solid state laser designs, which have not yet been
able to generate the same level of continuous power as other types. The existing American
Starfire laser range was fitted with a sodium-beacon laser with possible ASAT applications.
Northrop Grumman and Raytheon continued development of the advanced high-power
chemical oxygen-iodine laser for the MDA Airborne Laser project. Research in China
continued on laser frequencies and adaptive optics, which can help to maintain laser beam
quality over long distances. Though not a dedicated program, this basic research could
eventually support ground-based and airborne ASATs.

Ongoing proliferation of ground-based capabilities to attack satellites
A variety of US and USSR/Russian programs during the Cold War and into the 1990s sought
to develop ground-based ASAT weapons employing conventional, nuclear, and directed
energy capabilities. The capability to launch a payload into space to coincide with the passage
of a satellite in orbit is a basic requirement for conventional satellite negation systems. Twentyeight states have demonstrated suborbital launch capability; of those, 10 have orbital launch
capability. As many as 30 states may already have the capability to use low-power lasers to
degrade unhardened satellite sensors. The US leads in the development of more advanced
ground-based kinetic-kill systems with the capability to directly attack satellites. It has
deployed components for a ground-based ballistic missile defense system and is developing an
airborne laser system, both of which have inherent LEO satellite negation capabilities.

The US increased its lead in space situational awareness technologies in 2005 with research
and development into ANGELS and the Deep View radar. These dual-use systems could
facilitate targeting for space systems negation. Some actors in Europe have begun discussions
on the option of pooling existing space surveillance capabilities as well as developing
additional independent capabilities of their own, to be less reliant on US data.

provide capabilities for targeting satellites and space negation. For example, the US has
explicitly linked its development of enhanced space surveillance systems to efforts to enable
offensive counterspace operations.
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Both the number of such technologies being pursued in non-SBSW programs and the
number of actors doing so are increasing. For example, China, India, and Israel are developing

A growing number of actors are developing SBSW precursor technologies
outside of SBSW programs
The majority of SBSW prerequisite technologies are dual-use. They are not related to
dedicated SBSW programs, but are sought through other civil, commercial, or military space
programs. While there is no evidence to suggest that states pursuing these enabling
technologies intend to use them for SBSW systems, their development does bring these actors
technologically closer to such a capability.

In 2005, no space-based weapons were tested or deployed. In the US, the question of whether
the MDA should deploy and test a “kill vehicle” for NFIRE once again came under
Congressional scrutiny. Despite the recommendation made by the US Senate Appropriations
Committee, the MDA has removed the kill vehicle portion of the planned test, saying it posed
a risk of technical failure.

US research and development efforts associated with the SBI program declined in the 1990s,
but were revived in 2000. The Near-Field Infrared Experiment (NFIRE), originally due for
launch in 2006, was planned to be the first fully integrated SBSW spacecraft with a sensor
platform and kinetic-kill vehicle. Further MDA plans include the deployment of a test-bed of
three to six integrated SBIs by 2011-2012. The annual SBI budget is estimated to be only
about $100-million of the $10-billion MDA budget However, even at these funding levels,
the timeline for developing the technical capabilities for SBI appears to be decreasing. While
such a system would have limited strategic utility, deploying weapons in space would represent
a significant departure from current practice.

While no space-based strike weapons (SBSW) have yet been tested or
deployed in space, the US continues to develop a space-based interceptor
for its missile defense system
Although the US and USSR developed and tested ground-based and airborne ASAT systems
between the 1960s and 1990s, there has not yet been any deployment of space-to-Earth or
space-to-missile SBSW systems. Under the Strategic Defense Initiative in the 1980s, the US
invested several billion dollars in the development of a space-based interceptor (SBI) concept
called Brilliant Pebbles, and tested targeting and propulsion components for such a system.
The US and USSR were both developing directed energy SBSW systems in the 1980s,
although today these programs have largely been halted.

Space-Based Strike Weapons

it several kilometers off orbit. Both Japan and the US conducted asteroid interception
missions in 2005 which used key negation-enabling capabilities such as tracking, firing, and
monitoring. Robotic technologies for on-orbit servicing such as the Robotic Components
Verification on ISS (ROKVISS) system were demonstrated on the International Space Station.
DARPA expressed interest in developing capacity for in-orbit servicing, repair, and orbit
manipulation using space robotics. China, Europe, and the US conducted research,
development, and testing of homing sensors which could be used for a range of space systems
negation applications.
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Upgrades were made in 2005 to the US and Russian global missile tracking and warning
systems – foundational technologies for any future space-based missile interceptor. The US Air
Force is seeking Congressional approval to begin work on a new space-based missile warning
satellite to capitalize on new sensor technologies. As part of the modernization of its missile
attack warning system, Russia plans to test a new early-warning radar station near St.
Petersburg. While lagging far behind Russia and the US on missile tracking, China conducted
basic research on how to obtain greater missile-tracking precision and real-time accuracy.
China, the EU, India, Russia, and the US continued research and development on global
positioning systems, a precursor technology of use in certain SBSW systems.

In 2005, the US, Russia, China, and Europe maintained research and development on reentry technologies relevant to potential orbital bombardment systems. Russia announced that
its military had tested a hypersonic missile system capable of precision re-entry to evade missile
defenses. The US Air Force Space Command sought to apply similar principles to make US
missiles maneuvrable. The US also continued work on the Common Aerothermodynamic
Vehicle. The EU has begun work on the aerothermodynamic research program called
European Experimental Re-entry Testbed. Researchers in Chinese academic institutions
continued research on re-entry techniques for “space-based ground attack weapons systems.”
However, the scope, funding, and political support for such basic research remain unclear.

precision attitude control and large deployable optics for civil space telescope missions. Thirtytwo states have developed or are involved in developing independent high-precision satellite
navigation capabilities. In the last 12 years, nine states have deployed a first small or
microsatellite – a key SBI precursor technology. China and the EU are developing re-entry
technologies which are also required for the delivery of mass-to-target weapons from space to
Earth.
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The total amount of space debris in orbit is growing each year, although the annual amount
of new debris created each year is declining. LEO is the most highly contaminated orbit. Some
debris in LEO will fall back to Earth and burn up in the atmosphere, but debris in orbits above
600 kilometers will remain a threat for decades and even centuries. There have already been a

Space is a harsh environment and orbital debris represents a growing threat to the security of
access to, and use of, space. Due to very high orbital velocities of 36,000 kilometers per hour
in Low Earth Orbit (LEO), debris as small as 10 centimeters in diameter carries the energy of
a 35,000-kilogram truck moving at 190 kilometers per hour. While objects have lower relative
velocities in Geostationary Orbit (GEO), debris at the speed of about 1,800 kilometers per
hour is still moving as fast as a bullet. No satellite can be reliably protected against this kind
of destructive force.

Space Security Impacts

Because under the Outer Space Treaty space is considered open to everyone and not subject
to sovereign claims, the distribution and use of these two scarce resources has to be negotiated
among space-faring states. This chapter assesses the trends and developments related to the
demand for orbital slots and radio frequencies, as well as the conflict and cooperation
associated with the distribution and use of these key space environment resources. This
includes compliance with existing norms and procedures to manage the distribution of orbital
slots and radio frequencies developed by the ITU.

Actors who wish to place a satellite in orbit must obtain an ‘orbital slot’ in which to do so and
secure a portion of the radio spectrum to carry their satellite communications. Both radio
spectrum and orbital slot assignments are coordinated through the International
Telecommunication Union (ITU) and recognized by the ITU Constitution as “limited
natural resources,” given their finite number.

A growing awareness of the impact of space debris upon the security of space assets has
encouraged space actors to take steps to mitigate the production of new debris through the
development and implementation of national and international debris mitigation guidelines,
also examined by this chapter. This chapter does not address natural phenomena such as solar
flares and near-Earth asteroids, except in cases where technologies and techniques are developed
to mitigate their impact.

All space missions inevitably create space debris – rocket booster stages are expended and
released to drift in space and exhaust products are created. The testing of anti-satellite (ASAT)
weapons has also created hundreds of pieces of space debris, some 500 of which were
reportedly still in orbit in 1994 from USSR ASAT tests in the 1960s, 1970s, and 1980s.1

Space debris, both naturally generated and manmade, represents a growing threat to spacecraft.
The impact of space debris upon space security is related to a number of key issues examined
by this chapter, including the amount of space debris at various orbits; space surveillance
capabilities which track space debris to enable collision avoidance; and efforts to reduce existing
space debris populations.

This chapter assesses trends and developments related to the space environment with an
emphasis upon space debris and space resource issues such as the registration of orbital slots
and the allocation of radio frequencies.

The Space Environment
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The US Space Surveillance Network (SSN) is the only system that comprehensively tracks and
catalogues space debris. Since 1957, the US has registered more than 27,000 large and
medium-sized objects orbiting Earth; of the approximately 13,000 known objects in orbit
today, six to seven percent are operational satellites.2 At the beginning of January 2005, 9,233
of these known objects had been catalogued. The total number of catalogued objects had
increased in 2003, when the US Cobra Dane collateral sensor radar that had been taken
offline in 1994 was reinstated in the SSN.3 Figure 1.2 provides an overview of the number of
catalogued objects in orbit.

TREND 1.1: Growing debris threats to spacecraft, but rate of new debris
production decreasing

Key Trends

FIGURE 1.1: Types of Earth orbits

New measures to increase the number of available orbital slots and frequency bands, such as
technology to reduce interference between radio signals, can reduce competition pressures and
increase the availability of these scarce resources. There are strong incentives for space actors
to cooperate in the registration and use of spectrum and orbital slots – namely confidence in
the sustainability of their use. Cooperation in this area can also strengthen support for the
application of the rule of law to broader space security issues.

Resource distribution, including the assignment of orbital slots and radio frequencies to space
actors, has a direct impact on the abilities of actors to access and use space. Growing numbers
of space actors, particularly in the communications sector, have led to more competition and
sometimes friction over distribution.

The development of surveillance capabilities to track space debris and enable collision
avoidance clearly provides significant space security advantages. Efforts to mitigate the
production of new debris through compliance with national and international regulations can
also have a positive impact on space security. Other space environment threats include
radiation surges caused by solar flares which damage on-board satellite microchips, interrupt
short-wave radio transmissions, and cause errors in navigation systems.

number of highly destructive and costly incidents involving space debris collisions with civil,
commercial, and military spacecraft. Although a rare occurrence, the re-entry of very large
debris can also cause considerable damage to Earth-based objects.
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Hypervelocity space debris particles one to two millimeters or larger constitute a serious
hazard to the security of spacecraft, threatening unprotected fuel lines and other sensitive
components.7 Protection against particles one to 10 millimeters in size can be achieved by
shielding spacecraft bodies, while protection against larger debris can only really be achieved
through collision avoidance procedures. Debris fragments between one to 10 centimeters “will
penetrate and damage most spacecraft,” according to the Center for Orbital Re-entry and
Debris Studies. Moreover, “if the spacecraft bus is impacted, satellite function will be
terminated and, at the same time, a significant amount of small debris will be created.8

FIGURE 1.2: Number of catalogued objects in Earth orbit by object type6

The highest concentration of space debris is found in LEO, where more debris-producing
activities take place. The overwhelming majority of debris in LEO is smaller than 10
centimeters, too small to be reliably tracked and catalogued. Space scientists estimate that
there are tens of millions of objects between one and 10 centimeters in size (i.e., larger than a
marble), and an even greater number under one centimeter. Space debris can remain in orbit
for very long periods of time, depending on the altitude and mass of the object. While debris
in parts of LEO will fall back to Earth over periods of days to months due to atmospheric drag,
at altitudes greater than 600 kilometers debris can remain in orbit for “tens, hundreds, or even
thousands of years.”5

While the total debris population continues to increase, a decrease in the annual amount of
new debris production appears to be related in large part to international debris mitigation
efforts, which increased significantly in the early 1990s. A global decline in the absolute
number of launches per year has also contributed to the decreased rate of debris production.
However, debris mitigation techniques associated with specific launches, rather than the shortterm decrease in the number of launches, are what need to be examined as an indicator of
sustainable debris mitigation.

Two key factors affecting debris production are the number of objects in orbit and the number
of new satellites being launched each year. Growth in the debris population increases the
probability of interdebris collisions that have the potential to create even more debris. Space
debris in LEO could be created by ground- and space-based midcourse missile defense systems
currently under development or other weapons testing in space.4 Between 1961 and 1996, an
average of approximately 240 new pieces of debris were catalogued each year, due in large part
to fragmentation and the presence of new satellites. Between 8 October 1997 and 30 June
2004, only 603 new pieces of debris were catalogued, representing a noteworthy decrease from
the previous rate of debris generation.
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Growing awareness of space debris threats has led to the development of a number of
international and national debris mitigation guidelines. The Scientific and Technical
Subcommittee of the United Nations Committee on the Peaceful Uses of Outer Space
(COPUOS) began discussions of space debris issues in 1994 and published its Technical
Report on Space Debris in 1999. In 2001, COPUOS asked the Inter-Agency Space Debris
Coordination Committee (IADC) to develop a set of international debris mitigation
guidelines. The IADC brings together representatives of the space agencies of China, Europe
(ESA), France, Germany, India, Italy, Japan, Russia, Ukraine, the UK, and the US.

TREND 1.2: Increasing awareness of space debris threats and continued
efforts to develop international guidelines for debris mitigation

The Long Duration Exposure Facility, a school bus-sized satellite, recorded more than 30,000
impacts by debris or meteoroids during six years in orbit.

In 1985, a US kinetic energy ASAT test produced over 250 pieces of catalogued debris, some of
which came within 1.3 kilometers of the International Space Station. The last piece of debris
generated from this test de-orbited almost 20 years later in 2002.

The Russian Kosmos 1275 military navigation satellite experienced an unexpected breakup in
July 1981, generally thought to have been a result of space debris.

The 10-year-old Hubble Space Telescope, which orbits in LEO, has a three-quarter-inch hole
in its antenna that is believed to have been created by debris.

The Space Shuttle has been hit several times by particles bigger than one millimeter, and the first
33 Shuttle flights sustained debris damage to some of the tiles on the Shuttles’ undersides.

The French military satellite Cerise had its stabilization arm severed in 1996 by a briefcase-sized
portion of an Ariane rocket, and was temporarily put out of commission.

Space Debris Incidents

FIGURE 1.3: Space debris incidents14

However, the same study noted that “although the current hazard to most space activities from
debris is low, growth in the amount of debris threatens to make some valuable orbital regions
increasingly inhospitable to space operations over the next few decades.”11 According to
NASA models, without further implementation of orbital debris mitigation measures, the
number of objects 10 centimeters and greater in orbit – which can be fatal to an average-sized
satellite – could grow rapidly in the second half of this century.12 Indeed, some experts at
NASA believe that collisions between space assets and larger pieces of debris will remain rare
only for the next decade, although there is ongoing discussion about this assessment.13
However, it is clear that the consequences of collisions between space debris and spacecraft can
be disastrous. While major collisions have so far been rare, as noted in Figure 1.3 below, there
have been several incidents of varying severity.

Today, collisions between space assets like the International Space Station and very small pieces
of debris are a daily but manageable problem, and occur in LEO.9 A 1995 US National
Research Council study found that within the orbital altitude most congested with debris
(900-1,000 kilometers), the chance of a typical spacecraft colliding with a large fragment was
only about one in 1,000 over the spacecraft’s 10-year functional lifetime, with even larger odds
against impact in higher orbits.10
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For technical reasons, most satellite communication falls below 60 gigahertz, meaning actors
are competing for a relatively small portion of the radio spectrum, with competition
particularly intense for spectrum below three gigahertz.29 Additionally, the number of
satellites operating in the seven-to- eight gigahertz band, commonly used by GEO satellites,
has grown rapidly over the past two decades.30 Since many satellites vie for this advantageous
orbit, there is increased risk of incidents of jamming.

China, although a member of the IADC, has not formally adopted debris mitigation
guidelines, but is reportedly working to adopt national guidelines in line with those
recommended by the IADC. At the 2003 COPUOS annual meeting, China committed to
“undertake the study and development of Chinese design norms to mitigate space debris, in
conformity with the principles appearing in the space debris mitigation guidelines developed
by the Coordination Committee.”22

Growth in the number of operational satellites in space at any given time has led to a
corresponding increase in the demand for bandwidth with which to communicate. For
example, during Operation Enduring Freedom in 2001, the US military used some 700
megabytes per second of bandwidth, compared to about 99 megabytes per second during
Operation Desert Storm in 1991.31 It is reported that during Operation Desert Storm certain
air tasking orders and time-sensitive intelligence information were delivered by hand, due to
a lack of available bandwidth.32 The Wideband Gapfiller Satellite system is being designed to

The radio frequency spectrum – the part of the electromagnetic spectrum that allows the
transmission of radio signals – is divided into portions known as frequency bands, measured
in hertz. Higher frequencies are capable of transmitting more information. Communications
satellites tend to use the L-band (one to two gigahertz) and S-band (two to four gigahertz) for
mobile phones, ship communications, and messaging. The C-band (four to eight gigahertz) is
widely used by commercial satellite operators to provide services such as roving telephone
services, and the Ku-band (12-18 gigahertz) is used to provide connections between satellite
users. The Ka-band (27-40 gigahertz) is now being used for broadband communications. It is
US policy to reserve the Ultra-High Frequency, X-, and K-bands (240-340 megahertz, eight
to 12 gigahertz, and 18-27 gigahertz, respectively) for the US military.28

TREND 1.3: Growing demand for radio frequency spectrum

The progressive development of international and national debris mitigation guidelines has
been complemented by research into practical debris mitigation technologies. For example,
progress is being made in the development of electro-magnetic “tethers” that could help safely
de-orbit non-operational satellites and small ion-propelled spacecraft that could fuel spacecraft
to extend their operational life.27

In April 2004, the IADC released a revised debris “Protection Manual” describing design
measures for spacecraft survivability against debris.24 In addition, a subcommittee of the
International Organization for Standardization started working on a set of standards
incorporating elements of the IADC guidelines.25 In 2004, space situational awareness topped
the list of EU security research, in recognition of the importance of environmental awareness
in collision avoidance.26

FIGURE 1.5: Space debris in LEO23
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Japan and Russia also appear to strongly support the mitigation of space debris production.
While there are some differences among national debris mitigation guidelines, they are
broadly consistent. For example, all national guidelines address issues related to the
minimization of debris released during normal operations. Most states require residual
propellants, batteries, flywheels, pressure vessels, and other instruments to be depleted or made
passive at the end of their operational lifetime.20 All major national debris mitigation
guidelines address the disposal of GEO satellites, typically in graveyard orbits some 235
kilometers above the GEO orbit, and most seek the removal of dead spacecraft from LEO
within 25 years.21

At the national level, NASA issued guidelines on limiting orbital debris in the August 1995
NASA Safety Standard 1740. The 1996 US National Space Policy makes it the policy of the
US to “seek to minimize the creation of space debris.”16 In December 2000, the US
Government issued formal orbital debris mitigation standards for space operators developed
by the Department of Defense (DOD) and NASA. In 2004, the FCC initiated requirements
of satellite operators to move geostationary satellites at the end of their operating life into
“graveyard orbits” some 200 to 300 kilometers above GEO.17 ESA first introduced a space
debris mitigation effort in 1998. The ESA Space Debris Mitigation Handbook was published in
1999 and revised in 2002.18 Also in 2002, ESA issued the European Space Debris Safety and
Mitigation Standard19 and in 2003, it announced new debris mitigation guidelines.

FIGURE 1.4: Density of space objects by altitude15

Space Security 2 0 0 6

32

International negotiations over radio frequency allocations have become politicized, involving
bargaining over systems and capabilities which can take years.42 There is growing concern
within the US that the open discussion of certain system characteristics and positioning
information necessary to identify and resolve frequency and interference disputes among
systems could compromise the security of the systems in question. The Aerospace Corporation
noted in 2002 that “the spectrum-management community is moving toward more
confidentiality, including the use of generic or non-identifying names instead of actual
program names for registration submissions.”43

Originally adopted in 1994, the current version of the ITU Constitution40 governs
international sharing of the finite radio spectrum and orbital slots used to communicate with
and house satellites in orbit. Article 45 of the Constitution stipulates that “all stations (…)
must be established and operated in such a manner as not to cause harmful interference to the
radio services or communications of other members.”41 Military communications are exempt
from the Constitution, though they must nonetheless observe measures to prevent harmful
interference.

An official at New Skies Satellites noted, however, that while interference is common, “satellite
operators monitor their systems around the clock and can pinpoint interference and its source
fairly easily in most cases.”37 The simplest way to reduce such interference is to ensure that all
actors have access to reasonable and sufficient bandwidth. To this end, in July 2002, the US
agreed to release a portion of the military-reserved spectrum from 1,710-1,755 megahertz to
the commercial sector by 2008, to free up space for commercial third-generation (3G) wireless
communications.38 Significantly, in 2004, the US and EU reached a long sought agreement
over frequency allocation and interoperability between the US GPS and the EU’s proposed
Galileo navigational system.39

Today, issues of interference arise primarily when spacecraft either require the same frequencies
or when their fields of view overlap. While interference is not currently at epidemic
proportions, it is a daily fact of life for satellite operators. For example, AsiaSat’s general
manager of engineering has noted that “frequency coordination is a full-time occupation for
about five percent of our staff, and that’s about right for most other satellite companies.”36

There is also significant research being conducted on the use of lasers for communications,
particularly by the US military. Lasers transmit information on precise frequencies as opposed
to less focused radio waves, allowing higher bit rates and tighter placement of satellites to
alleviate some of the current congestion and concern about interference. The main proposed
system to make use of such technology is the US military Transformational Satellite
Communications System; however, it is not expected to be fielded before 2012. The planned
US NeXt Generation Communications Program would allow several users to share one band
of frequency, with their respective devices intelligently searching through the allocated band
for unused portions for transmission.35

While crowded orbits can result in signal interference between satellites, new technologies are
being developed to address the need for greater frequency usage, allowing more satellites to
operate more closely together without interference. Frequency hopping, lower power output,
laser technology, digital signal processing, frequency-agile transceivers, and software-managed
spectrum have the potential to significantly improve bandwidth use and, it is hoped, alleviate
certain existing and potential conflicts over bandwidth allocation. Present-day receivers are
also being produced with higher tolerance for interference than those created decades ago,
reflecting the need for increased frequency usage and sharing.34

provide transmission capacity of up to 2.4 gigabits per second per satellite, more than 10 times
the capacity of the most advanced Defense Satellite Communications System satellite.33
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Compounding these issues to some extent have been ITU revenue shortfalls and disputes over
satellite network filing fees. In 2002, the ITU predicted a $16-million shortfall for 20042007. Since 1999, it has been implementing a cost recovery scheme for processing satellite
network filings, charging members a filing fee. While these fees were intended to quell “paper
satellite” filings, a growing percentage of the cost recovery revenues have been moving into the
ITU’s general operating budget. Average cost recovery fees have grown from about $1,126 in
2000, to $13,146 in 2002, and $31,277 in 2003, and member states are increasingly skeptical
that the high fees actually represent the cost of processing the filings. The result has been
patterns of non-payment, causing tensions between satellite operators and the ITU. In 2002,
an Ad Hoc Group on Cost Recovery for Satellite Network Filings was formed to consider the
methodology behind satellite network filing charges, and to make recommendations to the
ITU Council.54

Increased demand has resulted in greater competition, motivating some actors to file requests
for orbital slots prematurely and/or in greater quantity than necessary, creating a backlog of
work at the ITU and long delays for those with legitimate requests. For example, Pakistan
orbited a Paksat-1 satellite in 2002 essentially to reserve the orbital slot for a future satellite.53

There are measures which can help reduce the problem of competition for orbital slots and
mitigate signal interference. First, the US FCC’s two-degree spacing requirement only applies
to satellites that wish to use the same frequency. Satellites with different frequencies can be
spaced as little as one-tenth of a degree away from one another.50 Second, some satellite
operators – primarily direct-to-home video suppliers – have begun stacking satellites in the
same orbital slot (often known as “hot bird” slots) to be able to provide more service.51 For
example, the 91-92 degrees West slot in GEO houses a Brazilsat, two Galaxy satellites, and a
Canadian Nimiq satellite.52 Lastly, satellite operators have begun swapping or sharing orbital
slots with other space actors in order to better respond to their operational needs.

GEO satellites must generate high-power transmissions to deliver a strong signal to Earth, due
to distance and the use of high bandwidth signals for television or broadband applications.48
According to an AsiaSat official, true spacing to avoid interference should be five degrees, as
the two-degree stipulation is based on restrictions on the size of the satellite’s antenna and the
power of the transmission. Current US FCC policies require US direct broadcast satellites to
be spaced nine degrees apart.49

The ITU Constitution states that radio frequencies and GEO “must be used efficiently and
economically so that countries or groups of countries may have equitable access to both.”46 In
the case of the GEO orbital slots registered by the ITU, the principle has been interpreted as
meaning that such positions should be made available on a first-come, first-served basis. In
order to avoid radio frequency interference, GEO satellites are required to maintain at leasttwo
degrees of orbital separation, depending on the band they are using to transmit and receive
signals and the field of view of their ground antennas.47 This means that no more than
approximately 180 satellites could occupy the prime equator (0 degree inclination) orbital
path. In the most desired equatorial arc around the continental US, there is room for only 38
satellites.

Prime GEO slots are located above or close to the equator to maximize the communications
footprint, since satellites inclined too far north of the equator may not be able to communicate
with parts of the southern hemisphere. The orbital arc of interest to the United States lies
between 60 and 135 degrees west longitude because satellites in this area can serve the entire
continental US;45 these desirable slots are also optimal for Canada, Mexico, and parts of Latin
America. Similar limitations are true for all geographic regions.

TREND 1.4: Growing demand for orbital slots
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The EU maintains information from the SSN its own Database and Information System,
DISCOS, which also takes inputs from Germany’s FGAN Radar and ESA’s Space Debris
Telescope in Tenerife, Spain. The Space Debris Telescope, a one-meter Zeiss optical telescope,
focuses on observations in GEO and can detect objects down to approximately 15 centimeters

Other states, France and Germany in particular, have emphasized surveillance for debris
monitoring. Since 1999, France has operated the Graves radar, which tracks satellites over
French territory below 1,000 kilometers. The development of this system was reportedly
motivated by a desire for independence from US and Russian space surveillance capabilities.67
The German Defense Research Organization also operates the FGAN Tracking and Imaging
Radar (TIRA). The 34-meter-diameter antenna carries out observations in the L- and Kubands and can see objects as small as two centimeters in diameter at altitudes of 1,000
kilometers.68

Russia also has a Space Surveillance System (SSS), which functions using Russia’s early
warning radars in space and more than 20 optical and electro-optical facilities at 14 locations
on Earth.62 The main optical observation system, Okno, allows detection of objects to an
altitude of 40,000 kilometers,63 although its capacity to detect smaller objects is unclear. The
Russian Academy of Sciences also participates in the SSS.64 The system cannot track satellites
at very low inclinations and the operation of Russian surveillance sensors is reportedly
erratic.65 The network as a whole carries out some 50,000 observations daily, contributing to
a catalogue of approximately 5,000 objects, mostly in LEO.66 While information from the
system is not classified, Russia does not have a formal structure to widely disseminate
information about observations.

The broader category of space situational awareness, within which space surveillance is a
primary capability, remains one of the “most urgent space security shortcomings” of the US
according to leading experts.57 Therefore, it has been bolstering such capabilities. The US
Deep View program plans to develop a high-resolution radar-imaging capability to
characterize smaller objects in Earth orbit.58 The US Space Surveillance Telescope program
will “demonstrate an advanced ground-based optical system to enable detection and tracking
of faint objects in space, while providing rapid, wide-area search capability.”59 Also under
development are the SBSS, set for launch in 2007, and the Orbital Deep Space Imager. Both
surveillance systems are expected to have inherent capabilities for identifying and tracking
orbital debris in GEO, but are being developed as part of the broader US space control
mission (see Space Systems Negation).60 The Naval Fence was transferred to Air Force control
in 2004 when it was renamed the Air Force Space Surveillance System. The oldest US space
surveillance system, it consists of three transmitters and six receivers capable of making some
5-million detections each month of objects larger than a basketball.61

Space surveillance capabilities are vital to the mitigation of environmental hazards. The
American SSN is the only network that systematically tracks and catalogues orbital debris. The
system is comprised of radars and optical sensors at 31 sites worldwide, as well as one dedicated
on-orbit satellite.55 The SSN can track objects in LEO with a radar cross-section of five
centimeters in diameter or greater. The US system uses a tasked sensor approach, which means
that not all of orbital space is searched at all times, and thus objects may be observed and then
lost again. The system makes up to 80,000 observations daily. Objects one to five centimeters
in size, which cannot be dealt with by protective shielding on satellites, are not detectable by
the system. Since 2004, the US has begun restricting access to its SSN, citing concerns that the
information could be used for adversarial purposes.56

TREND 1.5: Space surveillance capabilities to support collision avoidance
slowly improving
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Canada’s Microvariability and Oscillations of STars (MOST) micro-satellite hosts a space
telescope and was a technology demonstrator for future space surveillance efforts.78 Canada is
also developing the SAPPHIRE system, which will feature a space-based sensor that will
provide observations of objects to high Earth orbits (6,000 to 40,000 kilometers). It is
anticipated that the data will be included in the US space catalogue, maintained by the North
American Aerospace Defense Command (NORAD), to contribute to space situational
awareness.79 Canada’s planned Near Earth Orbit Surveillance Satellite asteroid discovery and
tracking mission also has space surveillance capabilities.

Since 2004, Japan has operated a radar station in Okayama prefecture dedicated to the
observation of space debris to support manned space missions. The Kamisaibara Spaceguard
Center radar can detect objects as small as one meter in diameter to a distance of 600
kilometers, and track up to 10 objects at once.76 Two optical telescopes at the Bisei
Astronomical Observatory – a 0.5 meter tracking telescope and a 1.01 meter reflecting
telescope capable of viewing objects to 30 cm77 – are dedicated to space debris surveillance in
GEO.

China, since joining the IADC in 1995, also maintains its own catalogue of space objects,
using data from the SSN to perform avoidance maneuver calculations and debris modeling.72
Space surveillance is an area of growth for China, which announced new investments in
optical telescopes for debris monitoring in 2003. Prior to the launch of the Shenzou V in
2003, it was revealed that the spacecraft had a debris ‘alarm system’ warning of potential
collisions.73 In 2005, the Chinese Academy of Sciences established a Space Object and Debris
Monitoring and Research Center at Purple Mountain Observatory that employs researchers
to develop a debris warning system for China’s space assets.74 In support of its growing space
program, China has established a tracking, telemetry and control (tt&c) system consisting of
six ground stations in China and two on foreign soil, in Namibia and Pakistan, as well as a
fleet of four Yuan Wang satellite tracking ships.75 These assets provide the foundation for space
surveillance but have limited capacity to track uncooperative space objects.

in diameter in that orbit.69 Other optical sensors, including three Passive Imaging Metric
Sensor Telescopes operated by the UK Ministry of Defence, the Zimmerwald one-meter
telescope at the Astronomical Institute of the University of Berne in Switzerland, and the
French SPOC system and ROSACE telescope, contribute to debris surveillance in GEO.70
ESA’s Space Operations Centre in Germany has begun to provide a Space Debris Avoidance
Service using data from DISCOS for satellite operators.71
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Several satellite fragmentation and debris collision events took place in 2005. By October, five
cases of satellite fragmentation had been recorded and two new accidental collisions identified.
On 17 January, a US rocket body collided with a fragment from a Chinese launch vehicle that
exploded in 2000. Two Russian motors also broke-up in 2005 – the first, on 23 April, was a
Russian Proton launch vehicle launched as part of the Kosmos 2224 Mission in 1992. The
second breakup occurred on 1 June and was associated with the Russian Kosmos 2392 mission
launched in mid-2002. As many as 40 objects were initially detected from the second
fragmentation, five of which were catalogued by the SSN. On 30 June, that same motor
experienced another fragmentation and 50 fragments were initially catalogued. On 21 June, a
Russian meteorological observation system generated one small piece of debris. And on 22
June, a Russian Kosmos 3M rocket body released a single piece of debris. The event is believed
to have been caused by a collision between the rocket body and a small piece of orbital debris
or a meteoroid.85

CIS (2 680)

China (310)

France (300)

India (111)

Japan (55) ESA (33)

FIGURE 1.6 Debris creation by launching state in 200584

International efforts to mitigate debris production in the mid-1990s succeeded in reducing the
rate of debris production. However, recent data suggests the rate of debris production is
increasing once again. This trend could be the result of a possible increase in interdebris
collision, but could also be related to increasing occurrences of satellite fragmentation and
space launches.

2005: Space debris population increases by 2.1 percent
By the end of 2005 the number of large and medium-sized objects in orbit tracked by the US
SSN stood at 9,428.80 This number represents an increase of 195 objects or 2.1 percent when
compared with yearend data for 2004.81 The 2005 increase is also slightly larger than that of
the previous year in which 176 pieces of debris representing a 1.9 percent increase were
catalogued.82 Of the total increase in space debris from 2004 to 2005, US space activity
accounted for almost 45 percent, Commonwealth of Independent States countries accounted
for approximately 25 percent, and France accounted for almost 10 percent (see Figure 1.6).83
Most space debris orbits within 2,000 kilometers of the Earth’s surface, with areas of
concentration found near 800, 1,000, and 1,500 kilometers of altitude. Smaller amounts of
debris orbit in both MEO and GEO (see Figure 1.4).

TREND 1.1: Growing debris threatens spacecrafts as rate of new
production increases
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2005 DEVELOPMENTS

Net assessment:
Developments in space debris had a mixed impact on space security during 2005. On the one
hand, developments in debris mitigation technology such as space tethers and CX-OLEV
could potentially have a positive effect on space security by reducing the amount of space
debris, ensuring that satellites remain in their allocated positions, and limiting the number of
inactive satellites in orbit that could pose threats to operational spacecraft. On the other hand,
these mitigation technologies have yet to be proven, let alone in any cost effective way. In the

2005: New research finds carbon dioxide emissions could increase
space collisions
In 2004, scientists at the US Naval Research Laboratory found that greenhouse gasses are
causing the cooling and contraction of the thermosphere over 80 kilometers in altitude above
the Earth. While this thermospheric cooling may allow operational satellites to remain in orbit
for longer periods of time by reducing atmospheric drag, it appears that rising carbon dioxide
levels will also make space debris more persistent.90 In 2005, scientists at the University of
Southampton found that rising carbon dioxide levels, and the resulting decreases in
atmospheric density, could cause an increase in space collisions. In addition, if satellites are
launched and destroyed at the existing rate, the researchers predicted a 17 percent increase in
the number of collisions and a 30 percent increase in the number of objects more than one
centimeter in diameter by the end of the 21st century.91

Lastly, on 27 October 2005 the US DOD hosted the official meeting for the Large Area
Debris Collector (LAD-C). Presently under development, the LAD-C will characterize and
collect micro-meteoroids and orbital debris using a rigid low-density foam called aerogel on
the International Space Station (ISS). The LAD-C is currently scheduled for launch in mid2007, and is expected to be deployed for a one-year period, after which it will be returned to
Earth.89

The ConeXpress Orbital Life Extension Vehicule (CX-OLEV) project headed by the Dutch
Space Agency continued in 2005. The project is developing a space tug, expected to be
launched by 2008, capable of prolonging the life of satellites for up to 10 years by propelling
them to remain in their orbital positions. The CX-OLEV will attach to an orbiting satellite,
using its thrusters to provide the necessary orbital control to maintain correct position. This
technology will prevent satellite drift, prolong satellite operational lifespan, and prevent
collisions with other spacecraft. Therefore, this technology may help prevent certain satellites
from becoming effective space debris. The space tug could also be used for rescue missions, to
store a satellite near the geostationary orbit for contingency purposes, or even to remove an
inactive spacecraft, propelling it to a graveyard orbit where it would not pose a threat to
operational satellites in GEO.88

2005: Pursuit of debris mitigation technologies continues
Advances were made in 2005 in the development of electromagnetic tethers that could be
deployed after a satellite becomes non-operational. Space tethers are essentially cables made of
conductive material and attached to a satellite while passing through the Earth’s magnetic
field. The motion generates electric current along the tether, providing propulsion for orbital
objects, like satellites. This propulsion can be used to alter the object’s orbit. When a satellite
reaches the end of its operational lifetime a tether could be released to de-orbit the satellite,
eventually causing it to burn up in the atmosphere.86 The NASA orbital debris program office
has been conducting analyses and testing of different tether designs at various altitudes with
possible use for debris removal. These tests are ongoing and progress has been made in
determining survival probabilities of the various designs.87
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On 19 October 2005, the US Federal Communications Commission (FCC) orbital debris
mitigation rules went into effect. These new rules require that any satellite system operator
requesting FCC space station authorization, or any entity requesting a Commission ruling for
access to a non-US-licensed space station under the Commission’s satellite market access
procedures submit an orbital debris mitigation plan to the Commission regarding spacecraft
design and operation.98

Media reports about a forthcoming NASA study reveal that the risk posed by orbital debris to
spacecraft may be higher than previously thought. Leaked information from the study suggests
that shuttles now face a 1-in-54 to 1-in-113 chance of being destroyed by space debris. This
is much greater than the stated NASA program goals of a 1-in-200 chance.95 In addition,
NASA found that space debris accounts for half of the risk associated with spaceflights and
collisions with space debris account for 11 of the 20 problems that could be most fatal to a
shuttle and its crew.96 Because there is disagreement within NASA as to the likelihood of a
fatal collision between space debris and the shuttle, NASA officials plan to conduct further
study to provide more clarity.97

2005: NASA and FCC introduce debris mitigation measures
In February 2005, NASA revealed plans to implement the ISS Continuous Improvement
actions. In a report entitled “NASA’s Implementation Plan for International Space Station
Continuing Flight,” the Agency introduced plans to increase inspections of the orbital outpost
as well as install more protective shielding to prevent damage from space debris. The report
also discussed plans to prevent debris buildup in the orbital path of the ISS, including tests of
a space tether launched on an expendable rocket to ensure that if the tether broke the resulting
debris would not threaten the space station. NASA is also engaged in assessing the “potential
risks to the ISS from future planned Missile Defense Systems managed by the U.S.
Department of Defense” and stated its intentions to provide comments on the Missile Defense
Agency’s draft Environmental Impact Statement.94

2005: Space debris mitigation guidelines drafted at UN COPUOS meeting
During the meeting of the Space Debris Working Group of the Scientific and Technical
Subcommittee of COPUOS, delegates from several member states discussed drafting a set of
space debris mitigation guidelines, based on those of the IADC. Brazil, Canada, China, Japan,
India, Russia, the US, and EU member states provided suggestions for developing the
guidelines. The Committee achieved consensus on the adoption of Guideline 4: “Avoid
intentional destruction and other harmful activities.” Submitted by Canada, this guideline
stipulates that the intentional destruction of any orbiting object that could generate “longlived” orbital debris is to be avoided. Although the guidelines were originally supposed to be
approved in 2004, concerns raised by a number of delegations, most notably India and Russia,
slowed progress on the issue, and the 2005 version has been cited as a less technically specific
version of IADC guidelines.92 The committee hopes to adopt finalized space debris mitigation
guidelines by 2007, and is expected to discuss the issue further during the working group
meeting in February 2006.93

TREND 1.2: Increasing awareness of space debris threats and continued
efforts to develop international guidelines for debris mitigation

case of space tugs, these technologies could have dual-use potential for space systems negation.
Furthermore, the continued increase in space debris, rebounding increase of the rate of debris
production, and the cooling of the thermosphere represent more deeply rooted and persistent
concerns for space security.
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2005: GAO completes review of FCC commercial spectrum license policy
In accordance with the Commercial Spectrum Enhancement Act, the US Government
Accountability Office conducted a review of the FCC commercial spectrum license policy
from March to August 2005, reporting its results on 10 November. Specifically, the review
sought to address concerns that spectrum allocation is dominated by a “command-andcontrol” process whereby the government in effect dictates spectrum use. Industry
stakeholders and expert panelists offered a number of suggestions for improving spectrum
management. Notable suggestions included re-examining the distribution of spectrum bands

Building on the 2002 EU Radio Spectrum Decision, the European Commission (EC) released
its second annual report to the European Council and European Parliament on the EU’s radio
spectrum policy. The report, entitled “A Forward Looking Radio Spectrum Policy for the
European Union,” also advocated the establishment of a coordinated spectrum policy for the
EU in accordance with the Commission’s 2010 initiative, which seeks to encourage the
development of a digital economy in the EU. The report emphasized the need for a reform in
policy and regulatory approaches to spectrum access and management, to allow for greater
efficiency, flexibility, and responsiveness.102 The March 2005 Panel of Experts Report on
Space and Security also recommended that the EC undertake to coordinate frequency
allocations and requirements between various parts of the security sector in Europe.103

2005: Regional efforts to harmonize radio frequency utilization in Europe and
Southeast Asia
In response to greater utilization of space assets and demand for radio frequencies, regional
political bodies have sought to harmonize regulation and use of this global common. In
September 2005, the Association of Southeast Asian Nations (ASEAN) agreed to begin work
on establishing a common radio frequency allocation, expected to be completed by 2006.100
The move would allow for the deployment of radio frequency identification, an automatic
identification system that receives and responds to radio frequency communication, within
the 860-960 megahertz band. At the ASEAN Telecommunication Regulators Council
meeting in Vietnam, ASEAN representatives agreed on allocating two frequencies within the
100-megahertz range.101

2005: Over one thousand cases of radio frequency interference reported
Radio frequency interference and piracy are becoming a growing concern to commercial space
actors. According to the Satellite Users Interference Reduction Group, there were 1,374
satellite radio frequency interference incidents reported in 2005, more than one-third caused
by equipment malfunction, another 15 percent by human error, while the causes of more than
20 percent of incidents were unknown. Adjacent satellites were responsible for less than 7
percent of the incidents and 10 interferences were caused deliberately, representing less than 1
percent of the total number. Less than 1 percent of the interference occurrences were caused
by terrestrial services and another 13 percent occurred during cross-polarization – when
satellite dishes are being aligned to receive signals from the satellite (see Figure 1.7). Most
incidents were reported over the continental US.99

TREND 1.3: Growing demand for radio frequency spectrum

Net assessment:
The adoption of debris mitigation guidelines by COPUOS bodes well for space security
although at present these guidelines remain voluntary and do not encompass any
implementation, verification, or compliance measures. The development of new measures by
NASA and the FCC may also help to reduce the production and risk of debris.
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2005: Increasing number of states acquiring satellites
The year 2005 saw more states access space. Iran’s first satellite was launched with the help of
Russia in October, making Iran the 45th space-faring state.106 The same launch put the
NCUBE-2, Norway’s first domestically developed satellite, into orbit, to be used to track
reindeer and ship movements.107 Kazakhstan had planned the launch of its first satellite for
25 December 2005, but the launch was delayed until 2006 by unspecified technical
difficulties.108 Reports in February 2005 announced that Sudan planned to have its first
satellite launched before the end of 2005, but the launch did not take place.109 In December
2005 the New Zealand government approved plans to have the country’s first satellite
launched in 2010.110 In addition, the Prime Minister of Vietnam formally requested that
authorities consider allowing the country to have its own satellite by 2008. Vietnam Posts and
Telecommunications Corp was asked to begin bidding for the “Vinasat” satellite, which would
occupy the 132 degrees East GEO orbital slot. Vietnam has until the second quarter of 2008
to put a satellite into GEO before it loses rights to the orbital slot it reserved several years ago
with the ITU.111

TREND 1.4: Growing demand for orbital slot allocations

Net assessment:
While growing demand for radio frequency allocation continued to challenge the
sustainability of broader access to and use of space, regional efforts to harmonize the allocation
of radio frequencies promised to help manage the demand on this limited resource. Radio
frequency competition and interference, whether accidental or deliberate, also continued to
represent a serious challenge to space security in 2005. Efforts by the private sector to
coordinate their response to interference could play some role in helping to mitigate conflicts
in the use of this global common.

Human
Error 16%

Crosspolarization
14%

Terrestrial
Services 1%
Adjacent Satellite
Services 7%

FIGURE 1.7: Causes of radio frequency interference in 2005105

to enhance efficient and effective use, ensuring clearly defined rights and flexibility in
commercially licensed spectrum bands, and extending and modifying the FCC’s auction
authority.104
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2005: Expansion of US space surveillance and space situational awareness
capabilities
The US continued to pursue the world’s most robust space surveillance system in 2005. The
US Air Force Research Laboratory announced plans to develop an experimental Autonomous
Nanosatellite Guardian for Evaluating Local Space (ANGELS) and released a solicitation
notice for innovative technology solutions for the project in December 2005.116 Along with
a host satellite, ANGELS is scheduled to be launched in 2009 to monitor the host’s
surrounding space environment by orbiting in close proximity. It is expected to be capable of
monitoring space weather conditions, detecting anti-satellite weapons, and diagnosing
technical problems with the host spacecraft. The Air Force Research Laboratory also
announced plans to develop an experimental space-based optical telescope, to be mounted on
a larger satellite, capable of monitoring distant objects in space.117

TREND 1.5: Space surveillance capabilities to support collision avoidance
slowly improving

Net assessment:
Developments in 2005, including competition for GEO slots, demonstrated the governance
challenges associated with secure and sustainable access to and use of space. It also illustrated
one of the central dilemmas of space security. While the increasing number of states seeking
to acquire satellites is may allow greater access and use of space for some, the corresponding
strain on the availability of orbital slots may reduce the sustainability of space use.

2005: ITU’s Ad Hoc Group on Cost Recovery for Satellite Network Filings implements changes to resolve cost recovery issue
In order to recover administrative costs and to deter the filing of “paper satellite” applications,
the ITU has been charging its members filing fees. At the ITU Council meetings in July 2005,
delegates agreed to modifications of the cost recovery methodology, including new fees
effective 1 January 2006. As per Decision 482 (modified 2005), the 2005 ITU Council
implemented a new fee schedule, recommending that the 2006 ITU Council meetings revisit
the issue and possibly revise it further. The revised text also encourages member states to
implement policies that will minimize occurrence of non-payment and resulting revenue loss
on the part of the ITU.115

2005: Competition and cooperation in the allocation and use of orbital slots
Some delegates attending the 2005 COPUOS meetings expressed the view that, owing to
limited space resources, geostationary orbital slot positions should be shared equitably among
states.112 In August 2005, US-based PanAmSat and Japan-based JSAT agreed on a joint
venture to launch the Horizons-2 Satellite in the 74 degrees West longitude orbital slot over
the US. PanAmSat also signed an agreement with France-based Alcatel to acquire multiple
European orbital slots and a satellite with coverage over Africa, Asia, Europe, and the Middle
East. According to the terms of the agreement, PanAmSat will acquire both the 45 and 47.5
degrees East longitude orbital positions.113 However, competition for orbital slots also
continued in 2005 with both US-based EchoStar and Mobile Satellite Ventures (MSV)
seeking the 101 degrees West longitude orbital slot. While MSV is first in line for the position,
which overlooks the central US, EchoStar has also applied for extended Ku-band frequencies
in that slot. In May, the US FCC authorized MSV to operate a second generation Mobile
Satellite Service satellite in that location and in July, it denied EchoStar's second-in-line
application for extended Ku-band frequencies at the slot. EchoStar has since petitioned the
FCC to reconsider its denial order.114
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Canada continued development of its SAPPHIRE system in 2005. The surveillance system is
expected to feed into the activities of North American Aerospace Defense Command
(NORAD) and provide an additional data source for the US Space Surveillance Network.123
The SAPPHIRE system is currently in a nine-month design phase and, if the design is
accepted, will proceed for full implementation and delivery by 2009 or 2010.124

FIGURE 1.8: Ground-based space surveillance sites

Growing concerns about the potentially adversarial use of US satellite and space debris
tracking data led US authorities to place new restrictions on the public availability of such
information, as mandated in the 2004 Defense Authorization Act.121 A review found that
available data could be employed to damage or jam satellites or to strategically move space
assets to avoid detection. In accordance with stipulations in the US Defense Authorization Act,
as of 3 January 2005 such information is only available on a new site requiring access
permissions, and users are prohibited from sharing any information without prior approval by
appropriate DOD authorities.122 For approved users, and in some cases at a fee, more precise
data on satellite coordinates is available. Questions and concerns regarding the implementation
and effectiveness of the new restrictions on tracking data continue to be raised, particularly by
scientists and astronomers whose research depends on unrestricted access to data.

Progress on the development of the Space-Based Surveillance System (SBSS) continued
throughout 2005, with the completion of the preliminary design review for the SBSS
Pathfinder satellite; critical design review is slated to reach completion by FY2007, with
Pathfinder ready for launch by FY2009. The Pathfinder satellite will be equipped with a nonimaging sensor to track manmade objects in space, and will be used primarily to monitor
communications, intelligence, surveillance, and reconnaissance technology in space, but will
also be employed by the US DOD to detect and track orbital debris.120

The US continued efforts throughout 2005 to update space situational awareness systems for
monitoring orbital objects including space debris. The Michigan Orbital Debris Survey
Telescope, used to produce statistical observations of the GEO debris environment, was
completely modernized in March 2005.118 In addition, the Ground-Based Electro-Optical
Deep Space Surveillance system, a set of ground-based telescopes that form part of the Space
Surveillance Network, is being upgraded with a new “Deep Stare” telescope to enhance image
resolution.119
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Net assessment:
The international improvement of space surveillance and space situational awareness
capabilities in 2005 may have a positive effect on space security by providing improved and
redundant tracking of space objects. However, the development of space situational awareness
and the drive for independent space tracking systems indicate broader mistrust, and the
technology holds dual-use potential for space negation purposes.

France was expecting its GRAVES space surveillance radar to be fully operational before 2006,
capable of monitoring space objects, including orbital debris. This radar will also be able to
observe satellites up to 1,000 kilometers in altitude and follow more than a quarter of total
satellites, particularly those that France considers “the most threatening.”129 France has also
cited the necessity of developing this system to decrease reliance on US surveillance
information, and to ensure the availability of data in the event of a data distribution
blackout.130 The Belgian Federal Parliament also indicated the importance it places on space
surveillance by adopting a law on the activities of launching, flight operations, and guidance
of space objects on 28 June 2005. The law establishes a National Register of Space Objects
and a system of liability-sharing for damage caused by space debris.131

2005: European actors consider developing independent space
surveillance network
In 2005, members of a Panel of Experts on Space and Security submitted a report to the EC
recommending, among other things, that Europe develop an independent space surveillance
network.126 Other sources indicated that the Panel members, whose views do not reflect
official EC or EU member state policy, had recommended a single network linking existing
ground radars and optical telescopes with other European systems already in place or under
development. Such a network could integrate France’s GRAVES and Monge systems with
Germany’s FGAN Tracking and Image Radar system, and would require the European
Automated Transfer Vehicle, an unmanned spacecraft used to transfer equipment, food, air,
and water to the ISS, to be fitted with technology for space-based surveillance.127 While the
report garnered support from all EU member states, many officials pointed out that the
network could be construed as a means of facilitating a missile defense system, which some
EU members currently oppose.128 To examine a scenario for a European civil network for
space surveillance, ESA ordered a pre-feasibility study to be conducted by the French
aerospace research institute ONERA.

In March 2005, the Space Target and Debris Observation and Research Center of the Chinese
Academy of Sciences was established to monitor and research space debris. The Center plans
to develop a database of micro-space debris, as well as capabilities that allow personnel to trace
space debris in real time, identify undiscovered space debris, and establish a risk assessment
system. The Center is also expected to erect an advanced near celestial body telescope capable
of tracking most space debris passing above Chinese territory.125
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National and international law directly impact space security since this legal framework
establishes key space security parameters, such as the common access to space, prohibitions
regarding the placement of certain weapons in orbit, and the obligation to ensure that space
is used for peaceful – meaning non-aggressive – purposes. International law can improve space
security by restricting activities that infringe upon actors’ secure and sustainable access to, and
use of, space, or that directly or indirectly result in space-based threats. International law, when
applied, promotes predictability and transparency among space actors and helps overcome

Space Security Impacts

This chapter also examines national military space policies and doctrines through which
national space policies are translated into military space programs and capabilities. Reflecting
the fact that space is increasingly being used to support military operations, some space actors
also have designated national military space doctrines that support the development of military
space applications such as navigation, communications, intelligence, surveillance,
reconnaissance, or meteorological capabilities.

National space security policies include authoritative national policy statements regarding the
principles and objectives of space actors with respect to the access to, and use of, space. Such
policies provide the context within which national civil, commercial, and military space actors
operate. For the most part, states continue to emphasize international cooperation and the
peaceful uses of space in their national space policies. National civil and commercial space
developments are examined in the Civil Space Programs and Global Utilities and Commercial
Space chapters.

This chapter also assesses trends and developments related to space security-relevant
multilateral institutions mandated to address the international uses of space, such as the UN
Committee on the Peaceful Uses of Outer Space (COPUOS), the UN Conference on
Disarmament (CD), and the UN General Assembly (UNGA). While COPUOS tends to
focus exclusively on commercial and civil space issues, the CD has attempted to address
military space challenges through its work on the Prevention of an Arms Race in Outer Space
(PAROS). The International Telecommunication Union (ITU) and the Inter-Agency Space
Debris Coordination Committee (IADC) also address space issues regarding radio frequency
spectrum, orbital slots, and space debris. These institutions are examined in the Space
Environment chapter.

Space security-relevant international law has become progressively more extensive and now
includes, among other agreements discussed below, the 1967 Outer Space Treaty, the 1968
Astronaut Rescue Agreement, the 1972 Liability Convention, the 1975 Registration
Convention, and the 1979 Moon Agreement. These treaties establish the fundamental right
of access to space, as well as state responsibility to use space for peaceful purposes. They also
restrict space from national appropriation and prohibit certain military space activities, such
as placing in outer space objects carrying nuclear weapons or any other kinds of weapons of
mass destruction.

This chapter assesses trends and developments related to space security-relevant national and
international laws, multilateral institutions, national space security policies, and military space
doctrines.

Space Security Laws, Policies,
and Doctrines
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CHAPTER TWO

Outer Space Treaty - Often referred to as the Magna Carta of outer space, the Outer Space
Treaty (OST) represents the primary basis for legal order in the space environment (see Figure
2.1). However, the OST has several gaps. It contains no verification or enforcement
provisions, does not expressly prohibit conventional weapons in outer space, nor does it prohibit
ground-based anti-satellite weapons (ASATs). Article IV of the OST has been cited by some to
argue that all military activities in outer space are permissible, unless specifically prohibited by
another treaty or customary international law.2

The UN Charter establishes the fundamental objective of peaceful relations between states,
including their interactions in space. Article 2(4) of the Charter prohibits the threat or use of
force in international relations, while Article 51 codifies the right of self-defense in cases of
aggression involving the illegal use of force by another state(s).1

The web of national and international laws, regulations, and treaties that govern the use of
space has become progressively more extensive. The international legal framework that
governs the use of outer space includes space-specific UN treaties, customary international
law, bilateral treaties, and other space-related international agreements.

TREND 2.1: Progressive development of legal framework for outer space
activities

Key Trends

National space policies and military doctrines may have adverse effects on space security if
they promote policies and practices designed to constrain the secure use of space by other actors
or advocate space-based weapons. Policies and doctrines that remain ambiguous on these
counts may nonetheless have a negative impact on space security if they are misperceived by
peer competitors as threatening, and stimulate the development of policies, doctrines, and
capabilities to counterbalance these assumed threats. Furthermore, military doctrines that rely
heavily on space can have mixed impacts on space security by both underscoring the need for
the secure and sustainable use of space, and pushing states to develop protection and negation
capabilities to protect valuable space systems.

National space policies and doctrines both reflect and inform space actors’ use of space, as well
as their broad civil, commercial, and military priorities. As such, the relationship of policies
and doctrines to space security varies, depending whether or not a specific policy or doctrine
promotes the secure and sustainable use of space by all space actors. Some space actors
maintain explicit policies on international cooperation in space with the potential to enhance
transparency and exert a related positive influence upon space security considerations. Such
international cooperation frequently supports the diffusion of capabilities to access and use
space, increasing the number of space actors with space assets and thus an interest in
maintaining peaceful and equitable use of space.

Multilateral institutions play an essential role in space security, providing a venue to discuss
issues of collective concern, mediate potential disagreements over the allocation of scarce space
resources in a peaceful manner, and develop new international law as necessary. Ongoing
discussion and negotiation within these institutions also help build a degree of transparency,
and therefore confidence, among space-faring states.

collective action problems. National legislation and international space law also play an
important role in establishing a framework necessary for the sustainable commercial uses of
space.
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Mankind has an interest in maintaining the exploration of space for peaceful
purposes.

Outer space, including the Moon and other celestial bodies, is “the province of
all mankind” and “shall be free for the exploration and use by all states without
discrimination of any kind, on a basis of equality.”

Outer space, including the Moon and other celestial bodies, is not subject to
national appropriation by claim of sovereignty.

General principles of terrestrial international law are applicable to outer space.

It is prohibited to place in outer space objects carrying nuclear weapons or any
other kinds of weapons of mass destruction.
The Moon and other celestial bodies are to be used exclusively for peaceful
purposes. Military fortifications and the testing of any other kind of weapons on
the Moon are prohibited. However, the use of military personnel and hardware
are permitted, but for scientific purposes only.

States are internationally responsible for national activities in outer space,
including activities carried on by non-governmental entities.

Parties to the Treaty shall be guided by the principles of cooperation and
mutual assistance in the exploration and use of outer space.
State parties are to undertake international consultations before proceeding
with any activity that would cause potentially harmful interference with the
peaceful exploration and use of outer space.

Preamble

Article I

Article II

Article III

Article IV

Article VI

Article IX

Liability Convention
This Convention establishes a liability system for activities in outer space, which is
instrumental in addressing threats from space debris and other spacecraft. The Convention
specifies that any damages to a state’s surface, air, or space assets as a result of another state’s
space activities are to be compensated by the state that launched the offending object. The
Convention reiterates that state parties remain responsible for the activities of their nationals
and non-governmental entities. The commercialization and growing military uses of space are
challenging the structure of the Liability Convention. For example, the growing number of
private and international actors undertaking space launches is confusing the definition of the
term “launching state.”

Key provisions

Article

International cooperation in space should be carried out for the benefit and in the interest of all states, with particular attention
to the needs of developing states.

Declaration on Outer Space Benefits (1996)

Nuclear power may be necessary for certain space missions, but safety and liability guide lines apply to its use.

Principles on Nuclear Power Sources (1992)

Remote sensing should be carried out for the benefit of all states, and remote sensing data should not be used against the legitimate
rights and interests of the sensed state.

Principles on Remote Sensing (1986)

All states have the right to carry out direct television broadcasting and to access its technology, but states must take responsibility
for the signals broadcasted by them or actors under their jurisdiction.

Principles on Direct Broadcasting by Satellite (1982)

Space exploration should be carried out for the benefit of all countries. Outer space and celestial bodies are free for exploration and
use by all states and are not subject to national appropriation by claim of sovereignty. States are liable for damage caused by
spacecraft and bear international responsibility for national and non-governmental activities in outer space.

Declaration of Legal Principles Governing the Activities of States in the Exploration and Uses of Outer Space (1963)

FIGURE 2.2: Key UN space principles

Moon Agreement
This Agreement generally echoes the space security language and spirit of the OST in terms
of the prohibitions on aggressive behavior on and around the Moon, including the installation
of weapons and military bases, as well as other non-peaceful activities.9 The Moon Agreement
is not widely ratified and lacks support from major space powers.10 Objections to its
provisions regarding an international regime to govern the exploitation of the Moon’s natural
resources; differences over the interpretation of the Moon’s natural resources as the “common
heritage of mankind”; and the right to inspect all space vehicles, equipment, facilities, stations,
and installations belonging to any other party appear to have kept most states from ratifying
this Agreement. These issues of contention could be magnified by renewed interest in lunar
missions.

Lack of compliance remains a problem for the Registration Convention. While information
is to be provided “as soon as practicable,” it might not be provided for weeks or months, if at
all. For example, by 2001, the US had failed to register 141 of its over 2,000 satellite payloads.
The compliance of other signatories is equally poor.8 To date, not one of the satellites
registered has ever been described as having a military function. Nor does the Convention
require a launching state to provide appropriate identification markings for its spacecraft and
its component parts. Various proposals have been advanced at the CD to resolve the
enumerated shortcomings of the Registration Convention.

State practice over the past 40 years has generally supported the view that “peaceful purposes”
does mean “non-aggressive” purposes. Thus, while space assets have been used extensively to
support terrestrial military operations, actors have stopped short of actually deploying
weapons in space. This said, it is also noteworthy that there is no widely accepted definition
of the term “space weapon.” Various definitions have been advanced around the nature, place
of deployment, location of targets, and scientific principle of weapons, as well as debates about
whether ASATs and anti-ballistic missile weapons constitute space weapons.6

FIGURE 2.1: Key provisions of the Outer Space Treaty7

Registration Convention
This Convention establishes a mandatory system of registration of objects launched into
space. Mandatory reporting to the Secretary-General of the UN on several data points is
required, such as the date and location of the launch, changes in orbital parameters after the
launch, and the recovery date of the spacecraft. This central registry’s purported benefits are,
in theory, effective management of space traffic, enforcement of safety standards, and
attribution of liability for damage. Furthermore, the Convention acts as a space security
confidence-building measure (CBM) by promoting transparency.
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The lack of definitional clarity in the OST presents several challenges. Although the prevailing
view holds that space begins at 100 kilometers above the Earth, the definition of outer space
remains unclear in the OST. This issue has been on the agenda of both the Legal and the
Scientific and Technical Subcommittees of COPUOS since 1959, and remains unresolved.3
There has also been debate regarding the expression “peaceful purposes.” The position
maintained by the US is that the OST’s references to “peaceful purposes” mean “nonaggressive.”4 The interpretation initially favored by Soviet officials equated “peaceful purposes”
with wholly non-military ones.5
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12
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83

88
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4

4

25

25
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Signatures

Multilateral and bilateral arms control and outer space agreements
Since space issues have long been a topic of concern, there are a range of other legal space
security-relevant agreements that have attempted to provide predictability and transparency in
the peacetime deployment or testing of weapons that either travel through space or can be
used in space. For example, one of the key provisions of some arms control treaties, beginning
with the 1972 Strategic Arms Limitation Treaty I (SALT I) agreement, has been a recognition
of the legitimacy of space-based reconnaissance – or National Technical Means (NTMs) – as
a mechanism of treaty verification, and a related prohibition of interference with these space
assets.13 A claim can be made, therefore, that a norm of non-interference with NTMs, early
warning satellites, and certain military communications satellites has been accepted as
conforming to the OST’s spirit of populating space with systems “in the interest of
maintaining peace and international security.”14 A summary of the key space security-relevant
provisions of these agreements is provided below in Figure 2.4.

1967

1968

Outer Space Treaty

Date

Treaty

FIGURE 2.3: Signature and ratification of major space treaties

PAROS resolution
Since 1981, the UNGA has passed an annual resolution asking all states to refrain from
actions contrary to the peaceful use of outer space and calling for negotiations in the CD on
a multilateral agreement to support the Prevention of an Arms Race in Outer Space
(PAROS).11 PAROS resolutions have generally passed unanimously in the UNGA, with only
four abstentions on average, demonstrating a widespread desire on the part of the
international community to expand international law to include prohibitions against weapons
in space.12 However, the US is one state that has consistently abstained from voting on the
resolution since 1995, along with Israel and a few others.

UN space principles
In addition to treaties, five UN resolutions known as UN principles have been adopted by the
General Assembly for the regulation of special categories of space activities (see Figure 2.2).
Though these principles are not legally binding instruments, they retain a certain legal
significance by establishing a code of conduct recommended by the members of the UNGA,
and reflecting the conviction of the international community on these issues.

Astronaut Rescue Agreement
This Agreement accords astronauts a form of diplomatic immunity and requires that
assistance be rendered to astronauts in distress, whether on sovereign or foreign territory. The
Agreement requires that astronauts and their spacecraft are to be returned promptly to the
launching authority should they land within the jurisdiction of another state party.
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Bans, for use as a weapon, modification techniques
having widespread, long-lasting, or severe effects
on space19
Acceptance of, and prohibition of interference with,
national technical means of verification
Prohibits fractional orbital bombardment
systems (FOBS)20
Notification and sharing of parameters in advance
of any launch of a strategic ballistic missile21
Acceptance of, and prohibition of interference with,
national and multinational technical means of
verification22
Acceptance of, and prohibition of interference with,
national technical means of verification23
Acceptance of, and prohibition of interference with,
national technical means of verification24

Anti-Ballistic Missile Treaty (1972)*†
Environmental Modification Convention
(1977)
Strategic Arms Limitation Treaty II (1979)*

Launch Notification Agreement (1988)*
Conventional Armed Forces in Europe
Treaty (1990)
Strategic Arms Reduction Treaty I (1991)*
Intermediate-Range Nuclear Forces
Treaty (1997)

Other laws and regimes
Coordination among participating states in the Missile Technology Control Regime (MTCR)
adds another layer to the international space law framework.26 The MTCR is not a treaty but
rather a voluntary arrangement between 34 states to apply common export control policy on
an agreed list of technologies, such as launch vehicles which could also be used for missile
deployment (see Commercial Space).27 Another related effort is the International Code of
Conduct against Ballistic Missile Proliferation – also referred to as the Hague Code of
Conduct – which calls for greater restraint in developing, testing, using, and proliferating
ballistic missiles.28 To increase transparency and reduce mistrust among subscribing states, it
introduces CBMs such as the obligation to announce missile launches in advance.

* Indicates a bilateral treaty between US and USSR/Russia
† Abrogated in 2002

Exchange of information on missile launches

Prohibition of space-based anti-ballistic missile systems18

Hotline Modernization Agreement
(1973)*

Memorandum of Understanding establishing
a Pre- and Post-Missile Launch Notification
System (2000)*

Sets up direct satellite communication between the
US/USSR17

Strategic Arms Limitation Treaty I (1972)*

Exchange of information obtained from respective
early warning systems25

Acceptance of, and prohibition of interference with,
national technical means of verification
Freezes the number of intercontinental ballistic
missile launchers16

Limited Test Ban Treaty (1963)

Memorandum of Understanding establishing
a Joint Data Exchange Center (2000)*

Space security provisions
Prohibition of nuclear weapons tests or any other
nuclear explosion in outer space15

Agreement

FIGURE 2.4: Multilateral and bilateral arms control and outer space agreements
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In the late 1990s, after the collapse of the PAROS ad hoc committee because of the CD
agenda crisis, Canada, China, and Russia contributed several working papers on options to
prohibit space weapons. In conjunction with the delegations of Vietnam, Indonesia, Belarus,
Zimbabwe, and Syria, Russia and China submitted a joint working paper to the CD in 2002
called “Possible Elements for a Future International Legal Agreement on the Prevention of
Deployment of Weapons in Outer Space.”35 The paper proposed that state parties to such an
agreement undertake not to place in orbit any object carrying any kind of weapon and not to
resort to the threat or use of force against outer space objects. Parties would also declare the
locations and scopes of launching sites, the properties and parameters of objects being

During the 1980s, several states tabled working papers in the CD proposing arms control
frameworks for outer space, including the 1985 Chinese proposal to ban all military uses of
space. India, Pakistan, and Sri Lanka made proposals to restrict the testing and deployment of
ASATs. Canada, France, and Germany contributed to the space security debate in the CD by
exploring definitional issues and verification measures.34 In 1989, France proposed the
creation of a shared space surveillance system consisting of radar and optical sensors for the
international community to track the trajectory of space objects. The proposal presented in
the CD became known as the international trajectography centre (UNITRACE).

Space Security Proposals
The last 25 years have seen a number of proposals to address gaps in the space security regime,
primarily within the context of the CD. At the 1981 UN General Assembly, the USSR first
proposed a “Draft Treaty on the Prohibition of the Stationing of Weapons of Any Kind in
Outer Space.” The proposed treaty was to ban the orbiting of objects carrying weapons of any
kind and the installation of such weapons on celestial bodies or in outer space in any other
manner. States would also undertake not to destroy, damage, or disturb the normal
functioning of unarmed space objects of other states. A revised text, the “Draft Treaty on the
Prohibition of the Use of Force in Outer Space and From Space Against the Earth.”
introduced to the CD in 1983 had a broader mandate and included a ban on ASAT testing
or deployment, as well as verification measures.33

Lastly, the Third United Nations Conference on the Exploration and Peaceful Uses of Outer
Space (UNISPACE III), held in 1999, adopted the Vienna Declaration on Space and Human
Development. The Vienna Declaration established an action plan calling for the use of space
applications for environmental protection, resource management, human security, and
development and welfare. The Vienna Declaration also called for increasing space access for
developing countries and the promotion of international space cooperation.

The emergence of space commerce and the potential for space tourism has led at least 20 states
to develop national laws to regulate space activities.30 While the proliferation of national
legislation may increase compliance with international obligations and reinforce responsible
use of space, in practice it has occasionally led to divergent interpretations of treaties.31

Finally, the treaties which have an impact on space security during times of armed conflict
include the body of international humanitarian law composed primarily of the Hague and
Geneva Conventions – also known as the laws of armed conflict (LOAC). Through the
concepts of proportionality and distinction, they restrict the application of military force to
legitimate military targets and establish that the harm to civilian populations and objects
resulting from specific weapons and means of warfare should not be greater than that required
to achieve legitimate military objectives.29 Therefore, attacks on satellites, it could be argued,
may violate LOAC through direct or collateral damage on civilian satellites and/or the
satellites of neutral parties.
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Legal Subcommittee

International
Telecommunications Union (TTU)

Inter-Agency Space
Debris Coordination
Committee (IADC)

Scientific and Technical Subcommittee

Committee on the
Peaceful Uses of Outer
Space (COPUOS)

UN General Assembly

UN

The CD was established in 1979 as the primary multilateral disarmament negotiating forum.
The CD presently has 66 Member States plus observers that meet in three sessions on an
annual basis and conduct work by consensus under the chair of a rotating Presidency. The CD
has repeatedly attempted to address the issue of the weaponization of space. In 1982, The
People’s Republic of Mongolia put forward a proposal to create a committee to negotiate a
treaty to that effect.41 After three years of deliberation, the CD Committee on PAROS was
created and given a mandate not to negotiate but “to examine, as a first step (…) the

Committee on the
Prevention of an Arms Race
in Outer Space

Conference on
Disarmment (CD)

FIGURE 2.5: International space security-relevant institutions

The UNGA created COPUOS in 1958 to review the scope of international cooperation in
the peaceful uses of outer space, develop UN programs in this area, encourage research and
information exchanges on outer space matters, and study legal problems arising from the
exploration of outer space.39 There are currently 67 COPUOS Member States. The IADC
was established in 1993 as a stand-alone agency composed of the space agencies of major space
actors, and has played a key role in developing and promoting space debris mitigation
guidelines. The group submitted recommendations for limiting debris to the COPUOS
Scientific and Technical Subcommittee in 2002 (see The Space Environment).40

An overview of the relationships among key space security-relevant institutions is provided in
Figure 2.5. The UNGA is the main deliberative organ of the United Nations and issues of
space security are often debated within the UNGA First Committee (Disarmament and
International Security). While the decisions of the Assembly are not legally binding, they are
considered to carry the weight of world opinion. The UNGA has long held that the
prevention of an arms race in outer space would make a significant contribution to
international peace and security.

TREND 2.2: COPUOS remains active, but the Conference on Disarmament
has been deadlocked on space weapons issues since 1998

Non-governmental organizations (NGOs) have also contributed to this dialogue on gaps in
the international legal framework. For example, the Union of Concerned Scientists drafted a
model treaty banning ASATs (1983).36 More recently, the Henry L. Stimson Center proposed
a code of conduct (2003) on dangerous military practices in space.37 Since 2002, the UN
Institute for Disarmament Research has convened expert meetings to examine space security
issues and considered a range of options to address them.38

launched into outer space, and notify others of launching activities. Since then, China and
Russia have presented several Non-Papers on verification measures for such a treaty and on
existing international legal instruments on the topic of space weapons.
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Russia is deeply engaged in cooperative international space activities, arguing that
international cooperation is more efficient in the field of space exploration than breakthroughs
by individual states.47 The International Space Station (ISS) and the Russian-American
Observation Satellite Program (RAMOS) for detection of missile launches are examples of this
strategy, although RAMOS was cancelled in 2004 (see Space Support for Terrestrial Military
Operations).48 Russia has also undertaken cooperative space ventures with Bulgaria, Canada,
China, the EU, France, Germany, Hungary, India, Israel, Pakistan, and Portugal on various

The US has the most to offer to international cooperative space efforts, but at the same time
is the least dependent upon such efforts to achieve its national space policy objectives. US
national space policy declares an intention to “pursue greater levels of partnership and
cooperation in national and international space activities and work with other nations to
ensure the continued exploration and use of outer space for peaceful purposes.”45 Such
cooperation aims to promote cost-sharing and provide benefits to the US by increasing access
to foreign scientific and technological data as well as foreign research and development
facilities. It also seeks to enhance relations with US allies and Russia, while supporting
initiatives with emerging space-faring states. US national space policy also notes that space
cooperation must protect the commercial value of American intellectual property and ensure
that technology transfers do not undermine US competitiveness and national security.
Overall, it is clear that US space efforts have played a central role in the dissemination of space
access and use capabilities to other states.46

The national space policies of all space-faring states explicitly support the principles of
peaceful and equitable use of space. Similarly, almost all emphasize the goals of using space to
promote national commercial, scientific, and technological progress, with countries such as
China, Brazil, and India emphasizing economic development. Virtually all space actors
underscore the importance of international cooperation in their space policies.

TREND 2.3: Space-faring states’ national space policies consistently
emphasize international cooperation and the peaceful uses of outer space

Extension of the PAROS committee mandate faltered in 1995 over an agenda dispute that
linked PAROS with other agenda items. By 1998 the CD agenda negotiations were at a
complete standstill and without a plan of work; the CD has been inactive since that time. The
US has prioritized the negotiation of a Fissile Material Cut-off Treaty (FMCT) over action on
PAROS, while China has prioritized the reverse, with the result being a stalemate on both. In
2000, then President of the CD, Ambassador Amorim of Brazil, attempted to break the
deadlock by proposing the creation of four subcommittees, including one to “deal with”
PAROS and another to “negotiate” the FMCT.44 The 2002 Five Ambassadors Initiative again
attempted to resolve the blockage, proposing an agenda that decoupled the establishment of
an ad hoc PAROS committee from any eventual treaty on the non-weaponization of space. At
the end of the third session in 2003, China agreed to support the Five Ambassadors Proposal
and concede to discussions on PAROS without a negotiation mandate, leaving only the US
to agree to this work plan. In 2004, during an informal closed session on PAROS held by the
CD, several states called for the establishment of a CD expert group to discuss the broader
technical questions surrounding space weapons, although there is still no consensus on a
program of work to proceed with discussions.

prevention of an arms race in outer space.”42 From 1985 to 1994, the PAROS committee met,
despite wide disparity among the views of key states, and in that time made several
recommendations for space-related confidence-building measures.43
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While there is a specific hierarchy in US military space doctrine documents, there is,
nonetheless, a growing interest in space control, defined as the “freedom of action in space for
friendly forces while, when directed, denying it to an adversary.”54 It also remains US policy,
under Joint Publication 3-14 and Department of Defense (DOD) Space Control Policy, to
emphasize tactical denial, meaning that denial should have localized, reversible, and temporary
effects.55 Related to concerns about the vulnerability of US space assets, there is a robust
debate within the US on how to best assure the security of these assets. Some advocate the
development of space control capabilities, including enhanced protection, active defense
systems, and space-based counterspace weapons. The 2003 US Air Force (USAF)
Transformation Flight Plan in particular calls for on-board protection capabilities for space
assets, coupled with offensive counterspace systems to ensure space control for US forces.56
The 2004 USAF Counterspace Operations doctrine document, for its part, makes explicit
mention of military operations conceived “to deceive, disrupt, deny, degrade, or destroy
adversary space capabilities.”57

Fueled by the revolution in military affairs, the military doctrine of a number of states
increasingly reflects a growing focus on space-based applications to support military force
enhancement functions (see Space Support for Terrestrial Military Operations). Related to this
trend is a tendency among China, Russia, the US, European states, and several emerging space
powers to view their space assets as an integral element of their national critical infrastructure.

TREND 2.4: Growing focus within national military doctrine on the security
uses of outer space

International cooperation is one key focus of the national space policies of European actors.
Another focus is autonomy, as exemplified by the Ariane and Galileo programs. France,
Germany, Italy, and the UK all have extensive cooperative ventures with the US. The
European Space Agency (ESA) facilitates European space cooperation by providing a platform
for discussion and policymaking for the European scientific and industrial community.53
Many see this cooperation, and the resultant European excellence in space, as one of the most
visible achievements of European cooperation in science and technology. The principles of
space activity advanced by France have emphasized free access for all peaceful applications,
maintenance of the security and integrity of orbital satellites, and consideration for the
legitimate defense interests of states. However, it is also clear that Europe currently lacks the
resources to meet its stated space policy. For this reason, it continues to pursue cooperation
with the larger space powers, specifically the US and Russia.

China maintains a public commitment to the peaceful use of outer space in the interests of all
mankind.50 While China actively promotes international exchanges and cooperation, it has
stated that such efforts must encourage independence and self-reliance in space capabilities.
The Chinese White Paper on space also emphasizes that, while due attention will be given to
international cooperation and exchanges in the field of space technology, these exchanges must
operate on the principles of mutual benefit and reciprocity. China has emphasized Asia-Pacific
regional space cooperation, which in 1998 led to the signing of the Memorandum of
Understanding on Cooperation in Small Multi-Mission Satellite and Related Activities with
Iran, Mongolia, Pakistan, South Korea, and Thailand.52 China has also pursued space
cooperation with at least 12 states, and is collaborating with Brazil on a series of Earth
resources satellites.52

occasions.49 Thus, like the US, Russian space cooperation activities have tended to support
broader access and use of space.
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China’s military space doctrine, should it exist, is not made public. China’s White Paper on
Space Activities, released in 2000, identified national security as a key element of China’s space
program. As part of the modernization of its armed forces, the 2004 National Defense White
Paper describes China’s plans to develop technologies, including “dual purpose technology” in
space, for civil and military use.71 The official Chinese position is that space security will be
undermined rather than enhanced by the weaponization of space, that weaponization will lead
to a costly and destabilizing arms race in space, and that this would be detrimental to both
Chinese and global security. As a result, China has proposed a multilateral treaty banning all
weapons in space and has pressed its case for such a multilateral treaty within the PAROS talks
at the CD.72

In all of its military doctrine documents since 1992, Russia has expressed concern that attacks
on its early warning and space surveillance systems would represent a direct threat to its
security63. Therefore, a basic Russian national security objective is the protection of Russian
space systems, including ground stations on its territory.64 These concerns derive from Russia’s
assessment that modern warfare is becoming increasingly dependent on space-based force
enhancement capabilities.65 In 2001, Anatoliy Perminov, then Commander-in-Chief of the
space corps, stated that the international trend of armed force modernization demonstrates
“the continuously rising role of national space means in ensuring the high combat readiness
of troops and naval forces.”66 In practical terms, Russian military space policy appears to have
two main priorities. The first is transferring to a new generation of space equipment
capabilities, including cheaper and more efficient information technology systems.67 The
second priority is the upgrade of the Russian nuclear missile attack warning system. Together,
these recent developments are seen as having a critical role in guaranteeing Russia’s secure
access to space.68 Russia has expressed concern about the potential weaponization of space and
the extension of the arms race to outer space, especially in light of the development of US
missile defense systems.69 Thus, Russia has actively argued for a treaty prohibiting the
deployment of weapons in space. In the interim, Russia has pledged not to be the first to
deploy any weapons in outer space and has encouraged other space-faring nations to do the
same. However, various Russian officials have also threatened retaliatory measures to any
country that attempts to deploy weapons in space.70

Interest in developing an anti-ballistic missile system in the US has also fuelled discussion and
plans for space-based interceptors and space-based lasers. Most notable was President Reagan’s
Strategic Defense Initiative proposed in 1983. While not explicitly mentioning particular
land-, sea-, or space-based systems, the 1996 National Space Policy calls for the development
of national missile defense. In addition, the National Missile Defense Act of 1999 makes it the
policy of the US to “deploy as soon as is technologically possible an effective National Missile
Defense (…) against limited ballistic missile attack.”61 More recently, the US Missile Defense
Agency called for the placement of a test-bed for missile interceptors in outer space by 2012
(see Space-Based Strike Weapons).62

Others in this debate advocate enhanced protection measures, but oppose the deployment of
weapons in space.58 Much official US military space doctrine has remained focused primarily
on force enhancement, as reflected in the US DOD 1999 Space Policy.59 The authoritative US
joint doctrine on such matters, Joint Publication 3-14, as well as the 2004 USAF Posture
Statement reflect a continuing emphasis on using space assets for traditional force
enhancement or combat support operations, as well as other passive measures such as space
systems protection and responsive space access.60
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Emerging space-faring states have also begun to emphasize the security dimension of outer
space. India’s army doctrine, released in 2004, noted plans to make extensive use of spacebased sensors for what it predicts will be short and intense military operations of the future.78
Finally, recent Canadian Air Force doctrine documents have highlighted the importance of
space systems in support of terrestrial military operations, space situational awareness, and
space systems protection.79

The EU European Space Policy Green Paper and the subsequent European Space Policy White
Paper also suggest that the EU will work to strengthen and enforce international space law.75
At the national level, French military space doctrine recognizes the primordial role of space
support for terrestrial military operations. At the national level, French military space doctrine
recognizes the primordial role of space support for terrestrial military operations and the
Ministry of Defense has emphasized the role of space power in maintaining sovereignty.76 UK
military space doctrine calls for greater satellite use for communications and intelligence. For
its part, ESA has traditionally focused on civil uses of space, a role mandated by the reference
in its statute to “exclusively peaceful purposes.”77

The space policies of EU member states recognize that efforts to assume a larger role in
international affairs will require the development of space assets such as global
communications, positioning, and observation systems.73 While most European space
capabilities have focused on civil applications, there is an increasing awareness of the need to
strengthen dual-use capabilities. According to a European think-tank proposal, creating an
intergovernmental agency in the field of defense capacities development, research, acquisition,
and armament represents a cornerstone for the development of security technologies, and thus
for space activities as well.74 In 2004, an EU Council meeting took note of a draft proposal
advocating progress towards a more interoperable space policy.
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Net assessment:
While the vast majority of states remained committed to expanding space security governance
throughout 2005, lack of consensus among key international players on PAROS and eventual
treaty implementation could have a negative impact on space security. The UNGA resolution
on transparency and confidence-building measures should provide an opportunity for official
dialogue on ideas to promote predictability and trust in international space activities.

2005: New space security proposals tabled
A number of proposals addressing perceived gaps in space security cooperation were put
forward in 2005. On 12 October, Russia sponsored a draft resolution in the UNGA First
Committee entitled “Measures to promote transparency and confidence-building in outer
space” inviting states to inform the UN Secretary-General on transparency and confidencebuilding measures related to activities in space. The resolution was adopted by the First
Committee, with 158 votes in favor, 1 vote against (US), and 1 abstention (Israel).85 Building
on efforts in recent sessions and earlier proposals to advance the PAROS discussion, Russia
and China submitted a “food for thought” Non-Paper to the CD entitled “Definition Issues
Regarding Legal Instruments on the Prevention of Weaponization of Outer Space.”86 The
Non-Paper proposed specific definitions of key space terms and was intended to encourage
further discussion on PAROS.

For its part, China expressed concern that certain warfare concepts, including control over and
occupation of space, were becoming codified. At the CD, China warned that as research and
development of space weapons continue, the danger of the weaponization of outer space is
becoming increasingly imminent. It encouraged CD members to negotiate an appropriate
agreement to codify preventative measures with respect to deployment of space weapons to
ensure that they cannot be used to wage war or seek military superiority.84

In spite of the blockage at the CD, informal channels were used to advance discussions on
space security themes in a deliberate effort by several states to lay the groundwork for possible
future treaty negotiations. In June 2005, the then Norwegian President of the CD announced
a series of informal discussions on key issues, including a meeting dealing with PAROS.
Twenty-two states addressed the 30 June session.91 Representatives from Brazil, Canada,
Germany, Malaysia, South Africa, and Sri Lanka commended the efforts of China and Russia
in submitting thematic Non-Papers on PAROS. Several countries, including Pakistan,
Germany, and Canada, applauded efforts to establish single-topic informal plenary discussions
to address issues, including PAROS, outside the CD. The Russian delegate’s statement
reiterated its commitment to not be the first state to deploy any weapons in outer space, a
pledge it first announced in 2004 First Committee meetings. He warned, however, that “if
someone starts to place weapons in outer space we will have to react accordingly” – reiterating
a position made by the Russian Defense Minister on 2 June.92

2005: Continued focus on informal discussion of space security issues in the CD
The CD has been deadlocked since 1998, and remained unable to achieve consensus on an
agenda which prevented any formal progress on the PAROS issue in 2005. Language for a
draft resolution entitled “Initiating work on priority disarmament and non-proliferation
issues,” designed to proceed with substantive discussions on CD issues in spite of the current
stalemate, was circulated among First Committee delegates. The proposal, jointly sponsored
by Canada, Brazil, Kenya, Mexico, New Zealand, and Sweden, called for four open-ended ad
hoc committees to be convened under UNGA First Committee auspices to address the widely
agreed priority issues for the CD, including PAROS.89 However, this proposal was withdrawn
under pressure from, among others, the US, which distributed a memo warning that the
proposal would undermine the CD and that the US would boycott any discussions outside
the CD.90

2005: Proposal to expand COPUOS mandate put forward
During the 48th session of COPUOS, debate centered on the possible introduction of
additional topics in the space field, namely those pertaining to the militarization of space.
Some states were supportive of the Committee’s considering all issues affecting the peaceful
uses of outer space, including the militarization of space. The US, however, held that the
Committee had been created exclusively to promote international cooperation in the peaceful
uses of outer space and that non-armament aspects of outer space were more appropriately
dealt with in other forums, including the First Committee of the UNGA and the CD. In
addition, some delegations expressed support for the establishment of a comprehensive UN
convention on space law to ensure that space is used solely for peaceful purposes.87 One of the
most significant developments emerging from COPUOS was the proposal submitted by Dr.
Karl Doetsch, former head of the Scientific and Technical Subcommittee, to establish a
“Long-Term Planning Working Group.” The proposal called for the modification or extension
of the COPUOS mandate to properly reflect its desired role in advancing international space
activities. While many delegations, including India and China, were very supportive of Dr.
Doetsch’s proposal, others, while agreeing with the proposal in principle, regarded these efforts
as part of a move to change the COPUOS mandate to allow for discussion of space weapons
issues. Consensus on this issue was not achieved during the main 2005 COPUOS sessions and
this matter is likely to be discussed further during upcoming 2006 meetings.88

2005: Greater stalemate in PAROS debate
The year 2005 saw a noteworthy shift in the PAROS debate. While in the last several years
the PAROS resolution in the UNGA has passed with strong international support, no
opposition, and the abstention of only a few of states, in 2005 the US and Israel became the
first countries ever to oppose the resolution. US officials maintained a long-held position that
there is no arms race in space and that the existing multilateral arms control regime adequately
deals with the non-weaponization of space. The resolution passed in the First Committee with
a vote of 160 in favor to 1 against (US) and with 1 abstention (Israel).80 In the General
Assembly, Israel joined the US in opposing the PAROS resolution.81 In a speech to the
“Conference on Future Security in Outer Space,” on 28 May, the US Ambassador to the CD
expressed the view that there should be no limitations on the right of sovereign nations to
acquire all forms of information from space and hence there is no need for new outer space
arms control agreements. The Ambassador also explained that the existing international arms
control framework is sufficient in limiting the uses of outer space and protecting states’
interests without augmentation.82

The UK has also identified several difficulties associated with increasing codification of spacerelated international law, including the lack of international consensus on the need for further
treaties, which would hinder agreement of an instrument and means of verification. Instead,
the UK proposed to establish “rules of the road” in space, similar to those that already exist at
sea, that could bring immediate security benefits by reducing the risk of accidental collisions
and promoting ‘safe passage’ for satellites.83

TREND 2.2: Some progress in COPUOS, but the Conference on
Disarmament has been unable to agree on an agenda since 1998

57

Space Security, Laws, Policies, and Doctrines

TREND 2.1: Progressive development of legal framework for outer space
activities

Space Security 2 0 0 6

2005 DEVELOPMENTS

58

During the ESA Ministerial Meeting on 5-6 December 2005, representatives from ESA’s 17
member states, as well as Canada, decided on a plan for European competitiveness in space.
Delegates endorsed the continuation of ongoing programs, including the Earth Observation
Envelope Program and the International Space Station Exploitation Program, and agreed to
undertake new initiatives. The delegates also agreed on a series of new programs, including the
Global Monitoring for Environment and Security (GMES) Space Component, the European
Space Exploration program Aurora, particularly its first exploration mission to Mars, and
subscriptions for the General Support Technology Program to support the development of
new space technologies “with a view to non-dependence and security.”99 The delegates agreed

2005: New space policies adopted in China, Europe, Japan, Kazakhstan,
Russia, and US
In April 2005, the European Commission (EC) unveiled a plan to spend more than $5-billion
on “Security and Space” programs for 2006-2013 and to double its budget for space-related
research programs.97 The EC is also working towards approval of a new European Space Policy
for 2006-2013. Priorities of the new policy are expected to include space exploration,
communication, science, and technological development.98

TREND 2.3: Space-faring states’ national space policies consistently
emphasize international cooperation and the peaceful uses of outer space

Net assessment:
International institutions play an important role in facilitating multilateral discussions on
space security. The increasing number and frequency of informal multilateral meetings on
space security indicate the importance states attach to this issue. The continuing failure to
agree on a program of work in the CD, however, could cause this important negotiating forum
to lose its relevance.96 Furthermore, while informal discussions are useful, they have not yet
led to tangible outcomes nor to a resolution of the impasse in the CD, and it is unclear how
these discussions might feed into any eventual negotiations. The withdrawal of the UNGA
First Committee draft resolution calling for the establishment of open-ended ad hoc
committees also indicates the lack of political consensus on how to deal with the ongoing
deadlock in the CD.

In addition, a number of international conferences discussing space security issues took place
throughout 2005, demonstrating international engagement on space issues. In March, Russia
and China, along with the UN Institute for Disarmament Research and The Simons
Foundation, hosted a conference for civil society and government representatives entitled
“Safeguarding Space Security: The Prevention of an Arms Race in Outer Space.”94 Also, the
first global parliamentary hearing on space security was held on 14 September in Washington,
DC. A group of legislators from ten countries – Australia, Brazil, Britain, Denmark, Ghana,
Japan, Mexico, Norway, Portugal, and the US – took part in the hearing, facilitated by EParliament, which focused on the future of outer space, including the possible deployment of
weapons in space.95

A second informal session on space security themes was held at the invitation of Russia on 16
August. The open-ended meeting considered several documents drafted by Russia and China,
including the 2005 Non-Paper on definitions. It concluded with a series of recommendations
that the CD adopt a PAROS resolution; the UNGA seek an advisory opinion from the
International Court of Justice regarding definition of “peaceful uses;” and the UNGA convene
either an open-ended working group or establish an ad hoc committee to discuss a treaty on
space security.93
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In December 2005, Kazakhstan revealed plans to further its Space Industry Development
Program for 2005-2007, including the launch of its first two satellites within the next two
years. Prime Minister Danail Akhmetov also announced that Kazakhstan will take part in the
development of the Russian “Clipper” spacecraft, designed to replace the Soyuz; the
development of the Baiterek rocket launching complex; and is considering participation in the
development of nuclear propulsion for space vehicles. In addition, Akhmetov noted that the
country plans to participate in the ISS in the future.110

China announced its new space agenda in November 2005. Its main objectives include
launching four space flights, the first of which will feature China’s first spacewalk in 2007,
followed by two more involving an unmanned docking maneuver, and the final a manned
docking. Government approval is pending for the construction of a new carrier rocket,
necessary for China National Space Agency’s plans to develop a space station and lunar
probe.107 Deputy Commander in Chief of China’s manned space program, Hu Shixiang, also
announced the country’s plans to build a space station and achieve a moon space walk within
15 years, noting that China hopes to develop the necessary technology to implement these
plans by 2012. Hu stated that the program is not “the competition of the Cold War era.”108
China maintained that all countries share the right and the obligation to ensure the peaceful
use of, and prevent an arms race in, outer space and continued to emphasize that its interests
in space are solely scientific, economic, and “patriotic.” In a White Paper released 1 September
2005, China declared outer space to be the “common wealth of mankind” and reiterated its
position that effective preventative measures, including international legal instruments, are
needed to prohibit the deployment of weapons in outer space and the threat or use of force
against objects in outer space, ensuring it is used purely for peaceful purposes.109

In April 2005, the Japan Aerospace Exploration Agency (JAXA) unveiled its new 20-year plan.
Entitled “JAXA 2025,” it features manned flights to the moon by 2025 as a first step to
explore the solar system and requests a budget increase to $2.1-billion from the current $1.6billion annual budget.105 JAXA’s plan calls for scientists to develop robots and nanotechnology
for surveys of the moon and to design a rocket and space vessel capable of transporting cargo
and passengers, marking an important policy shift from its previous endeavors involving
unmanned scientific probes.106

The Russian government also approved a new Federal Space Program in October 2005, with
the stated objective of retaining Russia’s status as a leading space power.102 Under the new
program, Russia hopes to construct a reusable spacecraft in cooperation with several European
countries, and begin planning for a manned mission to Mars. The plan also stipulates that
Russia will increase its orbital group by 18 space vehicles for communications, meteorological
observation, remote sensing, and research by 2008.103 Russia also approved a budget for its
2006-2015 space programs of approximately $11-billion.104

In November 2005 the US Senate approved an amendment to the 2000 Iran Nonproliferation
Act, which prohibited the US from purchasing human spaceflight hardware from Russia as
long as Russia provides assistance to Iran’s nuclear program. As per the amendment, NASA
was granted permission to pay Russia for launches and spacecraft to support the ISS,
presumably improving space cooperation among the two main space-faring nations.101

to undertake space science missions of strategic and economic value, including earth
observation and security-related missions, emphasizing the need for greater European space
cooperation to maintain a competitive space sector that would guarantee access to strategic
data and services, and consolidate a share of the global commercial market.100
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The EU also showed continued focus on both regional cooperation and security in space
policy initiatives in 2005 with the release of the “Report of the Panel of Experts on Space and
Security.” The panel of 150 EU experts concluded that “Europe must establish a new balance
between civil and military uses of space” in order to effectively protect its borders in a changing
security environment. It is unclear, however, whether there is political support for this
recommendation.116 The panel also recommended that the EU develop a security-related
space strategy to protect civil and military satellite systems, including defensive and antijamming countermeasures. The report notes that since EU member states possess the

2005: India, Israel, Japan, China, and the EU placing greater emphasis on
national security space applications
The number of states emphasizing the security uses of space in national policies continued to
increase in 2005. In January, the Japanese government introduced a plan to deploy a new
generation of spy satellites. Japan also continued talks with the US throughout 2005 on
furthering missile defense cooperation.112 The Israeli Air Force unveiled plans in June to
launch additional surveillance satellites to boost intelligence capabilities and to manufacture
micro-satellites that could provide information on combat zones (see Space Support for
Military Operations). In addition, Yuval Steinitz, chairman of Israel’s Defense and Foreign
Affairs Committee, stated that defense and industry officials should consider future
developments of “anti-satellite missiles” and “satellite-attacking lasers.”113 India also continued
to pay greater attention to the military uses of space. The Indian Air Force urged the
government to set up a Strategic Aerospace Command to purportedly facilitate the
development of capabilities to degrade space weapons in preparation for “future star wars.”114
While some reports contend that the government has rejected the proposals, Indian Air Force
Chief S. P. Tyagi insists that the recommendations are still under consideration, particularly in
light of the Parliamentary Standing Committee’s declarations that India needs the ability to
counter any threat from space.115 Media reports throughout 2005 revealed significant
speculation about China’s space capabilities and military-related space intentions, although
Chinese officials maintain that the country’s space program is solely for peaceful purposes.

TREND 2.4: Growing focus within national military doctrine on the security
uses of outer space

Net assessment:
Developments in 2005 indicate continued growth in bilateral and multilateral cooperation for
the peaceful uses of space. Insofar as cooperation promotes transparency and confidencebuilding among space-faring states, these trends continued to exert a positive influence on
space security throughout 2005. In addition, the adoption of new space policies by a variety
of space-faring nations emphasizing commercial, communications, and research uses of space
indicates the vested interest states maintain in securing outer space for peaceful purposes.
Statements by Chinese and Iranian officials, however, highlight underlying international
tensions in space exploration.

In 2005, Iran emphasized the importance of the use of space data as part of its Fourth
National Development Plan for 2005-2010, coinciding with its first satellite launch on 27
October 2005 (see Civil Space Programs and Global Utilities). Iran is reportedly attaching
great urgency to developing its space program because of fears that Western states will seek to
impose restrictions similar to those placed on its nuclear program. Iranian space official
Mohammad Reza Movaseghinia stated that Iran must “move quickly and achieve our goals in
space. Otherwise, we will face political, economic and security threats.”111
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Net assessment:
In 2005 there was a clear continuation of the growing focus on the security uses of space by a
growing number of actors. This trend can exert both positive and negative effects on space
security. On the one hand, emphasis on security benefits of the sustainable access to and use
of space can have a positive effect on space security. On the other hand, space doctrines
intended to serve national security objectives by developing defense and negation capabilities
may eventually threaten the secure and sustainable access to and use of space. Comments on
possible conflicts in space by Israeli and Indian officials, while not reflecting official state
policy, are cases in point.

2005: US to release new military space policy directive
The US is expected to release a new military space directive to replace the existing policy that
was formulated in 1996, although the release has been delayed several times for revisions.
Media reports have indicated that the new space directive would provide freer access in space
for the USAF and would call for the deployment of capabilities to ensure that space systems
or services cannot be used for purposes hostile to US national interests. The new policy
directive is widely speculated to build on certain recommendations of the 2001 Rumsfeld
Commission report that “explicit national security guidance and defense policy is needed to
direct development of doctrine, concepts of operations and capabilities for space, including
weapons systems that operate in space.”118 The US reiterated the importance of military uses
of space-based assets, conducting its third space war games in February 2005 to test the use of
space-based assets in future operations related to the war on terrorism.119 The “Schriever III”
games focused on how the US could maintain space superiority by integrating manned and
unmanned space systems to assist terrestrial operations in the event of war. Officials from
Canada, Australia, and the UK also participated.

industrial capacity needed to develop space systems, member states should coordinate efforts
to establish a well developed space security program.117 In addition, at the third EC Space
Council Meeting in November 2005, elements of the space policy, including the GMES
initiative, were confirmed as priorities.
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Civil space programs can effect space security in several positive ways. First, they are one of
the primary drivers behind the development of capabilities to access and use space (in
particular space launch capabilities), increasing the number of actors with secure access to
space. Therefore, the scope and priorities in civil space programs can affect an actor’s space
capabilities. Second, civil space programs, and their technological spin-offs on Earth,
underscore the vast scientific, commercial, and social benefits of secure and sustainable uses of
space, thereby increasing global interest in the maintenance of space security. Third, civil space
programs develop and shape public interest and awareness of the peaceful uses of space.

Space Security Impacts

This chapter examines trends and developments in global utilities of all space actors, including
the number and types of such programs, their funding, and the number of users. It also
assesses trends in conflict and cooperation between actors in the development and use of
global utilities.

Global utilities are space-based applications provided by civil, military, or commercial
providers, which can be freely used by any actor equipped to receive the data they provide,
either directly or indirectly. Some global utilities include remote sensing satellites which
monitor the Earth’s changing environment using various sensors, such as weather satellites;
search and rescue satellites that provide emergency communications for people in distress; and
some telecommunications satellites with global utility services, such as amateur radio satellites.
Finally, the chapter includes satellite navigation systems that provide geographic position
(latitude, longitude, altitude) and velocity information to users on the ground, at sea, or in the
air, for the purpose of navigation aid. The US Global Positioning System (GPS) is the primary
global utility for navigation.

The chapter examines trends and developments in civil space for each space actor, including
the number of actors with either independent access to space or access via the launch
capabilities of other actors; the number, scope, and priorities of civil programs, including the
number of manned and unmanned civil launches made by each actor; the funding trends of
civil programs; and the degree of civil-military cooperation. It also assesses the degree and
scope of international civil space collaboration, often seen as the hallmark of civil space
programs.

This chapter assesses trends and developments associated with civil space programs and global
space-based utilities. The civil space sector comprises those organizations engaged in the
exploration of space, or scientific research in or related to space, for non-commercial and nonmilitary purposes. This sector includes, in particular, national space agencies such as the US
National Aeronautics and Space Administration (NASA), the Russian Space Agency, and the
European Space Agency (ESA), and their missions, including Soyuz, Apollo, MIR, the
Hubble Space Telescope, and the International Space Station (ISS). Key capabilities associated
with launch vehicles, developed by, or in cooperation with, civil programs, that enable actors
to access space are also addressed. Finally, the sector includes international collaborations that
facilitate space access for countries without launch capability, through the launch capability of
other actors.

Civil Space Programs and
Global Utilities
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CHAPTER THREE

FIGURE 3.1: Independent orbital launch capability and launch sites of states3

The number of actors with an independent orbital launch capability continues to grow and
now includes 10 states (see Figure 3.1). This total does not include non-state actors such as
Sea Launch1 and International Launch Services (ILS)2 – two consortia that provide
commercial orbital launch services using rockets developed by state actors. Ukraine has not yet
conducted an independent launch but it builds the Zenit rockets launched by Sea Launch and
has therefore demonstrated an orbital launch capability.

TREND 3.1: Growth in the number of actors gaining access to space

Key Trends

International cooperation remains a key aspect of both civil space programs and global
utilities. Such international cooperation can benefit space security by enhancing transparency
regarding the nature and purpose of certain civil programs which can have military purposes.
Furthermore, international cooperation in civil space programs can assist in the transfer of
skills, material, and technology for the access to, and use of, space by emerging space actors.
Finally, international cooperation in civil space programs can serve to highlight areas of mutual
benefit in achieving space security and reinforce the practice of using space for peaceful
purposes.

Millions of individuals rely on global utilities on a daily basis for weather, navigation,
communications, and search-and-rescue functions. Consequently, global utilities are
important for space security because they broaden the community of actors who have an
investment in space security and the peaceful uses of space. However, global utilities are also
being used for dual-use functions, providing data that can support terrestrial and space
military operations (see Space Support for Terrestrial Military Operations, Space Systems
Negation, and Space-Based Strike Weapons).

Conversely, civil space programs can have a negative impact on space security by enabling the
development of dual-use technologies for space systems negation or space-based strike
weapons, and by contributing to the overcrowding of certain scarce space resources such as
orbital slots and radio frequencies. Civil-military cooperation can have a mixed impact on
space security by, on the one hand, helping to advance the capabilities of civil space programs
to access and use space while, on the other hand, encouraging adversaries to target dual-use
civil-military satellites.
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FIGURE 3.2: Growth in the number of states accessing space8

The USSR was the first space actor to send a man into space in 1961, followed by the US in
1962. With China’s first manned launch in 2003, the number of manned launcher states now
stands at three. In sum, civil space programs, in collaboration with military space programs,
continue to contribute to an increase in the number of space actors (see Figure 3.2). The
general proliferation of space technology is also contributing to this trend.

By the end of 2004, a total of 45 states had accessed space, either with their own launchers or
those of other states. This number is expected to continue to grow, largely through the efforts
of non-state actors such as the UK’s Surrey Satellite Technology Ltd., which specializes in
helping countries to develop affordable small satellites. Over the past 12 years, Surrey Satellite
has assisted seven states (Algeria, Malaysia, Nigeria, Portugal, South Korea, Thailand, and
Turkey) in efforts to build their first civil satellites. Four of these seven states have launched
satellites in the last three years.7

There are a further 18 actors that have sub-orbital capability, which is required for a rocket to
enter space in its trajectory, but not achieve an orbit around the Earth. These actors are
Argentina, Australia, Brazil, Canada, Germany, Iran, Iraq, Italy, Libya, North Korea, South
Korea, Pakistan, South Africa, Spain, Sweden, Switzerland, Saudi Arabia, and Syria.6 In
addition, Iran and North Korea maintain long-range missile programs that could enable them
to develop an orbital launch capability.
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Micro-satellites are now increasingly used for civil missions, including, for example, the
multinational Disaster Monitoring Constellation and France’s joint military-civil Myriade
series of micro-satellites.14 These developments have enabled European actors, China, and
Japan to expand their civil programs to the point where they now together equal the US or
Russia’s civil efforts. Further, microsatellite technologies and civil-commercial partnerships
have allowed an increasing number of states, such as Nigeria, Thailand, and Algeria, to afford
satellites for nascent civil programs.

The trend in the 1990s towards miniaturization in electronics helped to reduce the size and
weight of civil satellites, which can now perform the same functions as their bulkier
predecessors at decreased cost. One of the first satellites to implement this technology was the
US Clementine lunar mission in 1994. Thus, despite decreasing funding levels, the number
of US missions has held relatively constant as this new technology enabled “smaller, faster,
cheaper” space missions.

FIGURE 3.3: Annual civil space agency budgets (billion 2001 dollars)13

The Russian Space Agency budget saw an even sharper decline in the 1990s, but this may not
provide an entirely accurate reflection of the status of Russian civil space capabilities. For
example, with a budget less than a tenth of NASA’s, Russia launches more civil satellites than
any other state. Russia maintains over 160 military, civil, and commercial satellites on a budget
of about $400 million per year, which is less than the cost of a single launch of the US Space
Shuttle.12 The USSR/Russia was the most active civil space actor from 1970 to the early
1990s, when funding decreases led to a reduction in the number of its civil missions.

Although it still dwarfs the civil space budgets of other actors, the NASA budget dropped 25
percent in real terms between 1992 and 2001.10 The ESA budget dropped nine percent in the
same period. This follows a long period of growth for both NASA and ESA from 1970 to
1991, in which the NASA budget grew 60 percent in real terms and the ESA budget grew 165
percent in real terms.11

Civil expenditures on space continue to increase in India and China, while generally
decreasing in the US, the EU, and Russia. There has been a growth of about five percent per
annum in real terms in the Indian civil space program over the decade 1990-2000, a total
increase of over 60 percent.9 Due to the growth in civil program activities, in particular the
manned program, the Chinese civil space budget has also grown considerably in recent years.
Data on China’s civil space budget is difficult to ascertain and considered by some to be
underestimated.

TREND 3.2: Changing priorities and funding levels within civil space
programs
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New directions for civil programs
Civil space programs are increasingly being used for national security missions, particularly in
the field of meteorology and Earth observation science. For example, the objective of the
European Union (EU)/ESA Global Monitoring for Environment and Security (GMES)
program is to “support Europe’s goals regarding sustainable development and global
governance, in support of environmental and security policies, by facilitating and fostering the
timely provision of quality data, information, and knowledge.”25
A growing number of civil space projects are now also explicitly focused on social and
economic development objectives. The Indian Space Research Organization has developed 10
communications satellites that provide tele-education and telehealth applications, and nine
remote sensing satellites for enhancing agriculture, land, and water resource management, and
disaster monitoring.26 In 2000, Malaysia launched Tiungsat 1, a micro-satellite that included
several remote sensing instruments for environmental monitoring. In 1998, Thailand and
Chile together launched TMSat, the world’s first 50-kilogram micro-satellite to produce high-

Space agencies
Different states and regions have varying types of civil space institution. The US maintains
two main civil agencies – NASA and the National Oceanic and Atmospheric Administration
(NOAA). While much work is fielded out to major contractors such as the Boeing Company
and the Lockheed-Martin Corporation, mission design, integration, launch, and operations
are undertaken by the space agencies themselves. During the Cold War, Soviet civil space
efforts were largely decentralized and led by “design bureaus” –large state-owned companies

In Japan, civil space was initially coordinated by the National Space Activities Council formed
in 1960. The Institute of Space and Aeronautical Science of the University of Tokyo, the
National Aerospace Laboratory, and, most importantly, the National Space Development
Agency undertook most of the work over the years. These efforts were merged into the
Japanese Aerospace Exploration Agency (JAXA) in 2003.24 India’s civil space agency, the
Indian Space Research Organisation, was founded in 1969. Israel’s space agency was formed
in 1982, Canada’s in 1989, and the Brazilian Agência Espacial Brasileira was formed in 1994.

In China, civil space activities began to grow when they were allocated to the China Great
Wall Industry Corporation in 1986. The China Aerospace Corporation was established in
1993, followed by the development of the Chinese National Space Administration (CNSA).
The CNSA remains the central civilian space agency in China, and reports through the
Commission of Science Technology and Industry for National Defense to the State Council.
Budget figures for China’s civil space program are not public and unofficial estimates range
from $175-million to $1.5-billion per year.23

In 1961, France established its national space agency, the Centre National d’Études Spatiales
(CNES), which remains the largest of the EU national agencies. Italy established a national
space agency in 1989, followed by Germany in 1990. The European Space Research
Organisation and the European Launch Development Organisation, both formed in 1962,
were merged into ESA in 1975. Most ESA funding is provided by a small group of states with
active national space programs. For example, between 1991 and 2000, Germany and France
regularly provided between 40 and 50 percent of the ESA budget.22

A Russian space agency (Rossyskoe Kosmicheskoe Agenstvo) was established in 1992, and has
since been reshaped into the Russian Aviation and Space Agency (Rosaviakosmos). While this
new agency has more centralized powers than previous organizations, most work is still
completed by design bureaus, now integrated into “Science and Production Associations”
(NPOs) such as NPO Energia, NPO Energomash, and NPO Lavochkin. This continued
decentralization of civil activities makes it difficult to obtain accurate comprehensive budget
figures for Russian civil space programs.20 It is known that, in 2002, the Russian government
contributed about $265-million to the Russian Aviation and Space Agency.21

headed by top scientists. Russian launch capabilities were developed by Strategic Rocket
Forces, and cosmonaut training was managed by the Russian Air Force. Formal coordination
of efforts came through the Ministry for General Machine Building.19
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China began developing the Shenzhou human spaceflight system in the late 1990s and
completed a successful manned mission in 2003, becoming the third state to develop an
independent human spaceflight capability.17 In 2004 it launched an ambitious plan to
develop a manned space station in Earth orbit within 15 years.18 The 2003 Space Shuttle
Columbia disaster, and the subsequent grounding of US Space Shuttle missions, reduced the
total annual number of US manned missions. Russia is the only actor performing regular
manned missions, with its Soyuz spacecraft providing the only lifeline to the International
Space Station (see Figure 3.5).

FIGURE 3.4: Number of manned launches16

The first US human mission was completed on 5 May 1961 with the sub-orbital flight of the
Mercury capsule launched on an Atlas-Mercury rocket. This was followed by the Gemini
flight series and then the Apollo flight series, which ultimately took humans to the Moon. The
US went on to develop the Skylab manned space laboratories in 1973, and the USSR
developed the MIR space station, which operated from 1986 to 2001. The US initiated the
Space Shuttle in the 1970s, capable of launching up to seven people to Low Earth Orbit
(LEO). The Shuttle was first launched in 1981, has completed about 100 launches, and is
currently the only human spaceflight capability for the US. In 2004, the US announced a new
NASA plan that includes returning humans to the Moon by 2020 and a human mission to
Mars thereafter.15

Human spaceflight
On 12 April 1961, Yuri Gagarin became the first human to travel into space on board a Soviet
Vostok 1 spacecraft. Human spaceflight was dominated in the early years by the USSR, which
succeeded in fielding the first woman in space, the first human spacewalk, the first multipleperson space flights, and the longest duration space flight. Following the Vostok series rockets,
the Soyuz became the workhorse of the Soviet and then Russian manned spaceflight program,
and has since carried about 100 missions with a capacity of three humans on each flight.
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The most prominent example of international civil space cooperation is the ISS, the largest
international engineering project ever undertaken. The project partners are NASA, the
Russian Space Agency, ESA, JAXA, the Canadian Space Agency (CSA), and Agência Espacial

The 1980s saw a myriad of international collaborative projects involving the USSR and other
countries, including the US, Afghanistan, Austria, Bulgaria, Canada, France, Germany, Japan,
Slovenia, Syria, and the UK, to enable those states to send astronauts to conduct experiments
on board the MIR space station.31 From 1995 to 1998, there were nine dockings of the US
Space Shuttle to the MIR space station, with various crew exchanges.32 ESA and NASA have
collaborated on many scientific missions, including the Hubble Space Telescope, the Galileo
Jupiter probe, and the Cassini-Huygens Saturn probe.

Because of the great costs and technical challenges associated with access to, and use of, space,
international cooperation has been a defining feature of civil space programs throughout the
space age. One of the first scientific satellites, Ariel-1 launched in 1962, was the world’s first
international satellite, built by NASA to carry UK experiments. The earliest large international
cooperation program was the Apollo-Soyuz Test Project which saw two Cold War rivals
working collaboratively on programs that culminated in a joint docking in space of US/USSR
manned modules in July 1975.

TREND 3.3: Steady growth in international cooperation in civil space
programs

FIGURE 3.5: World civil satellites including manned space

missions30

Civil programs also continue to generate significant economic and technological spin-offs. It
is estimated that for every dollar the US spends on research and development in its civil space
program, it receives seven back in the form of corporate and personal income taxes from more
jobs and economic growth.28 Recent examples of these spin-offs from NASA’s programs
include scratch resistant lenses, virtual reality equipment, more efficient solar cells, microlasers, advanced lubricants, and programmable pacemakers.29

resolution, full color, multi-spectral images for monitoring the Earth, and FASat-Bravo, a
micro-satellite to study depletion of the ozone layer.27 African states such as Algeria, Egypt,
Nigeria, and South Africa have built, or are in the process of building, satellites to support
development.
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Beginning as a military system, GPS diversified and grew to the point that, in 2001, military
uses of the GPS accounted for only about two percent of the total market. In 1999 the GPS
industry employed 30,000 people. The commercial airplane transportation industry, which
carried about 1.6-billion passengers in 2000, relies heavily on the GPS.38 US companies

Satellite navigation systems
There are currently two large-scale operational satellite navigation systems maintained by
states: the US GPS and the Russian GLONASS system. Work on GPS began in 1978, and it
was declared operational in 1993, with a minimum of 24 satellites that orbit in six different
planes at an altitude of approximately 20,000 kilometers in Medium Earth Orbit (MEO). A
GPS receiver must receive signals from four satellites to fix its location, accurate within 20
meters. GPS operates a Standard Positioning Service for civilian use and a Precise Positioning
Service that is intended for use by the US Department of Defense and US allies.

The use of space-based global utilities, including navigation, weather, and search-and-rescue
systems, has grown dramatically over the last decade. For example, GPS unit consumption
grew by approximately 25 percent per year between 1996 and 1999, generating sales revenue
of $6.2-billion in 1999.37 Key global utilities such as GPS and weather satellites were initially
developed by military actors. Today, these systems have grown into space applications that are
almost indispensable to the civil, commercial, and military sectors, as well as most modern
economies.

TREND 3.4: Dramatic growth in global utilities as states acknowledge
strategic importance of satellite-based navigation systems

The nature of international space cooperation has changed since the end of the Cold War, as
barriers to partnership have been overcome. Examples include the EU-Russia collaboration on
launcher development and uses, and EU-China cooperation on Galileo. There are also
increasing levels of cooperation among developed and developing countries, and new and
unprecedented partnerships such as the Sino-Brazilian Earth observation satellite effort.36
That being said, increased cooperation with the US has been hindered by export control issues
(see Commercial Space).

Another recent international civil space initiative is the Global Earth Observation System of
Systems, which has the goal of “establishing an international, comprehensive, coordinated and
sustained Earth Observation System.”34 The System was initiated in July 2003 at the Earth
Observation Summit, which brought together 33 states plus the European Commission and
many international organizations. Participants declared their commitment to coordinate data
collection and dissemination, and in 2004 agreed on a 10-year implementation framework.
This approach will have potential benefits in disaster reduction, resource monitoring and
management, sustainable land use and management, better development of energy resources,
and adaptation to climate variability and change.35

Brasileira. The ISS’s first module was launched in 1998, and the station is presently still under
construction. By the end of 2004, 44 launches had carried components, equipment, and
astronauts to the station. The ISS is projected to cost a total of $129-billion.33 Space-based
global utilities, discussed in more detail in Trend 3.4, represent another area of international
cooperation. The EU Galileo satellite navigation system currently involves 15 EU states and
two non-EU states, while negotiations are ongoing with several other potential partners.
Algeria, China, Nigeria, Vietnam, Thailand, Turkey, and the UK are collaborating on the
Disaster Monitoring Constellation. The project, initiated by China, foresees the deployment
of 10 dedicated micro-satellites, four of which have been deployed to date.

69

Civil Space Programs and Global Utilities

70

The EU intention to use a transmission frequency of 1559 and 1591 megahertz for its Galileo
navigation signals, similar to one of the GPS military frequencies, was a source of conflict
between the EU and the US. However, in February 2004, the US and the EU negotiated an
end to the two-year dispute with an agreement ensuring interoperability of the two systems
and reserving certain portions of the spectrum for secure military use by the GPS to avoid
signal interference.52 Galileo will offer Open Service, commercial service, safety of life service,
search and rescue service, and an encrypted, jam-resistant, public regulated service reserved for
public authorities that are responsible for civil protection, national security, and law
enforcement.53

Perhaps most significantly, the EU and ESA are jointly developing the Galileo navigation
system, which will consist of 30 satellites in a constellation similar to the GPS. Significant
effort on Galileo began in 2002, with the allocation of $577-million in development funds by
the European Council of Transport Ministers.48 In July 2003, ESA announced contracts for
two technology demonstration satellites, one with the UK’s Surrey Satellite Technology Ltd.
and one with Galileo Industries, a multinational consortium.49 The Galileo project has been
opened to international partners. Russia has agreed to launch Galileo satellites, and
partnership negotiations have begun with a number of other countries, including Australia,
Brazil, India, Mexico, and South Korea, to support the development of the system.50 China’s
partnership was clarified in 2004, when it was announced that China would not be granted
access to the secure Public Regulated Service government channel.51

Japan began developing the Quazi-Zenith Satellite System (QZSS), to consist of a few
satellites interoperable with GPS in Highly Elliptical Orbit, to enhance regional navigation
over Japan.46 In 2004, an internal programmatic dispute continued to deadlock
development.47

China, Japan, and the EU are all engaged in the research and development of additional
satellite navigation systems.43 The Chinese Beidou system has been under development since
the late 1990s and currently has two satellites. It uses a different principle than that of the GPS
or GLONASS, and when fully operational, will have two geostationary satellites, one backup
satellite, and additional ground stations for operation. Beidou has the capacity to serve some
200,000 users, but can only be used in and around China.44 Beidou-2, the second generation
Chinese satellite navigation system, is scheduled to be operational by 2010. It will be
interoperable with Beidou-1 and will consist of four satellites in geosynchronous orbit, 12
inclined geosynchronous-orbit spacecraft and nine satellites in MEO.45

The Russian GLONASS system uses similar principles to the GPS. It is designed to be
composed of a minimum of 24 satellites in three orbital planes, with eight satellites equally
spaced in each plane, in a circular orbit with an altitude of 19,100 kilometers.40 The first
GLONASS satellite was orbited in 1982, and the system became fully operational in 1996,
with similar accuracy to that provided by the GPS. While the number of operational
GLONASS satellites has fallen below complete operational levels in recent years, it retains
some capability and Russia has undertaken to launch replacement satellites to make the system
fully operational again.41 GLONASS operates a High Precision service available exclusively to
the military and a Standard Precision service available to all civilian users on a continuous,
worldwide basis.42

receive about half of GPS product revenues, but US customers account for only about onethird of the revenue base. The growth rate of GPS units in use continues to increase,
particularly outside the US.39
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FIGURE 3.6: Lives saved annually by COSPAR-SARSAT58

Search and rescue
In 1979 COSPAR-SARSAT, the International Satellite System for Search and Rescue
Satellites, was founded by Canada, France, the USSR, and the US to coordinate the satellitebased search-and-rescue (SAR) system. Since 2001, SAR has provided emergency
communications for people in distress and has been credited with saving the lives of
approximately 1,500 people per year (see Figure 3.6).57 This figure is double that of 1996.
Currently COSPAR-SARSAT operates seven satellites.

Earth observation satellites serve a number of other functions, including surveillance of
borders and coastal waters; monitoring crops, fisheries, and forests; as well as monitoring
natural disasters such as hurricanes, droughts, floods, volcanic eruptions, earthquakes,
tsunamis, and avalanches. Space has become critical for measuring climate change. Several
countries, including Algeria, China, Nigeria, Vietnam, Thailand, Turkey, and the UK, are
collaborating on the Disaster Monitoring Constellation to deploy 10 micro-satellites
dedicated to this use.56

Earth Observation
Earth observation satellites are used extensively for a variety of functions, from weather
forecasting to disaster warning and emergency response. The European Organization for the
Exploitation of Meteorological Satellites has launched eight satellites into GEO since 1972 to
provide meteorological data for Europeans. Similarly, the US NOAA, founded in 1970, has
launched 34 satellites to provide US meteorological services.54 Satellite operators from China,
Europe, India, Japan, Russia, and the US, together with the World Meteorological
Organization, make up the Co-ordination Group for Meteorological Satellites.55
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There were also a number of qualitative improvements in space propulsion in 2005. ESA
tested a “double layer thruster”; the plasma drive engine will operate longer than a chemical
engine, making it more suitable for deep space missions.66 NASA continued to develop
nuclear electric power and propulsion technologies in 2005.67 Under Project Prometheus,
NASA is seeking to reduce interplanetary trip times and increase power available to spacecrafts
by employing nuclear propulsion.68 In Europe, the first spacecraft designed to be propelled by
energy captured from sunlight was lost on 21 June 2005 when its Volna launcher failed.69 The
Cosmos-1 project intended to demonstrate the potential of the solar sail as a means for
interstellar flight; it would have a great advantage over traditional chemical rockets since no
fuel is required and the craft accelerates continuously.70

Europe and Japan successfully fielded new launch vehicles in 2005. On 12 February, ESA’s
heavy-lift Ariane-5 ECA completed its first successful launch.63 The Ariane-5 ECA is
considered crucial to Europe’s independent access to higher orbits for Earth observation,
meteorology, telecommunications, and navigation.64 On 26 February, Japan launched the first
H-2A rocket since the destruction of an earlier rocket carrying two reconnaissance satellites in
November 2003. While the H-2A is costly and has not yet carried a commercial payload, it
remains JAXA’s primary launcher.65

2005: Global progress in space access, launch, and propulsion technologies
The year 2005 saw the launch of 24 civil spacecraft and continued growth in space access. Of
these 24 civil spacecraft, nine were human spaceflight missions, nine were science or
technology missions, six were communications or navigation missions, five were
meteorological or imaging missions, and three were planetary missions (see Figure 3.10). With
the Russian launch of Sinah-159 on 27 October 2005, Iran became the 45th state to own a
satellite. The satellite’s telecommunications system and cameras are designed to take pictures
of Iran’s agriculture and natural resources, and monitor for natural disasters.60 Other Iranian
space plans include launching a second Mesbah reconnaissance and communication
satellite,61 contributing to the development of a small research satellite, building a Zoreh
geostationary communications satellite with Russia, and developing indigenous space launch
capability using the Shahab-4 missile.62

TREND 3.1: Growth in the number of actors gaining access to space
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2005 DEVELOPMENTS

In July 2005, the Russian Government approved the Russian Space Agency’s nine-year 20062015 Federal Space Program (see Space Security Laws, Policies, and Doctrines).83 The Program
features the ongoing development of a Clipper spacecraft and completion of the Russian
segment of the ISS, as well as a new project designed to collect soil samples from Phobos, a
Martian moon.84 The new reusable, manned Clipper spacecraft is intended to replace Russia’s
Soyuz vehicle, which is capable of carrying a crew of six. It is expected to be used for both
flights to the ISS and the Moon, and for Mars exploration programs.85 During its December
2005 ministerial meeting, ESA decided against cooperating with Russia on the Clipper.86

China successfully launched its second manned space mission on 12 October 2005 when
Shenzhou VI, carrying two astronauts, orbited the Earth for five days.78 Looking to the future,
China announced plans to send the first Chinese woman into space in five or six years, aboard
Shenzhou IX.79 Shenzhou VII, scheduled for 2007, is planned to feature China’s first
spacewalk; Shenzhou VIII and IX will perform an unmanned docking; and Shenzhou X will
feature a manned docking.80 China also reiterated its intention to build its own space station
and put a man on the Moon by 2020.81 There is some debate about whether the 2005 mission
had a military component because publicly available information on the activities of Chinese
astronauts is limited. China, however, denies any military purpose.82

2005: Civil space agencies announce new programs, with greater focus on
manned space exploration programs
In 2005, NASA successfully completed its first manned mission in two years and further
developed manned missions first announced in 2004. The launch of its space shuttle
Discovery, the first shuttle flight since the Columbia disaster of February 2003, took place on
26 July 2005. Despite a fuel sensor malfunction that delayed the launch for nearly two weeks,
and the loss of at least four pieces of insulating foam from the external fuel tank during liftoff,
the mission delivered supplies and carried out maintenance services on the ISS.73 Despite this
successful mission, NASA officials decided to retire the current space shuttle fleet in 2010 and
committed to introduce the replacement Crew Exploration Vehicles (CEV) between 2012 and
2014, in accordance with President Bush’s January 2004 Vision for Space Exploration. Between
2010 and 2012 or 2014, the US expects to have no ability to put humans into space and will
rely on Russian Soyuz spacecraft for flights to the ISS.74 Between 2018 and 2020, NASA
intends to launch a manned mission to the Moon and hopes to eventually use the Moon as a
staging point for a manned mission to Mars.75 The CEV and its rocket technology differ from
the current reusable shuttles that fly back to Earth and land at an airport; while the CEV itself
can be reused up to ten times, most of its launching apparatus will either be abandoned in
space, where it could contribute to the space debris problem, or burn up in Earth’s
atmosphere.76 In November 2005, NASA released its “architecture” to implement the
President’s Vision for Space Exploration.77

TREND 3.2: Changing priorities and funding levels within civil space
programs

Net assessment:
The widening and deepening of space access capabilities should have a largely positive impact
on space security. The development of new space propulsion technology will improve the
diversity and efficiency of space access capabilities. The return to flight of civil space launch
vehicles and the development of new space propulsion technologies ensure greater access to
space and an eventual reduction in space access costs. However, there are concerns that the
development of nuclear propulsion in space could serve military applications and potentially
generate radioactive debris.72
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2005: Modest increases in international civil space budgets
In 2005 there were modest increases in the civil space budgets of most states, except in Japan,
where the annual budget has steadily declined from $1.9-billion in 1999 to $1.5-billion in
2005.93 NASA continues to hold a dominant share of the world’s civil space budgets (see
Figure 3.9), with $16.5-billion budgeted for FY2006, an increase of $260-million over
FY2005. Reversing a steady decline in its civil space budget, Russia approved a 10-year 20062015 program with a budget of approximately $11-billion.94 This budget increase should
bring Russian civil space spending closer in line with that of the US as a percentage of GDP.
On 6 December 2005, ESA approved a $9.6-billion budget for 2006-2008, $3-million less
than the initial request, but more than the 2005 budget.95 It is predicted that the Indian Space
Research Organization will be allocated $697-million for 2005-2006, an increase from the
$562.9-million of the previous year.96 The CSA will receive $292.9-million in 2005-2006, up
from $276.8-million in 2004-2005.97 Lastly, in 2004-2005, the British National Space Centre
received $339-million, an increase from its $327.7-million 2003-2004 budget. There is little
information on the status of the Chinese civil space budget.98 Of course, budget figures alone
are not adequate measures of a state’s civil space efforts. Factors such as existing infrastructure,
expertise, and purchasing power can have a dramatic effect on how much a state can achieve
within a given budget.

In December 2005, ESA members met in Berlin to discuss future European space policy.88 Key
priorities included developing the GMES satellite system, launching a series of Cryosat 2
satellites to monitor the Earth’s ice, and starting work to land the ExoMars robotic probe on
Mars in 2011 as part of the Aurora program.89 A “buy European” agreement was also reached,
stipulating that ESA nations employ only European launchers for space missions.90 With
human missions to the Moon and Mars on the long-term horizon for NASA and ESA, an
October 2005 report by the Royal Astronomical Society recommended that the UK reconsider
its reluctance to conduct human space exploration.91 The Society emphasized that the UK
would benefit from participating in such global scientific and technological endeavors.92

In March 2005, JAXA released its 20-year vision statement, which covers three main areas:
manned space flight, solar system and planetary exploration, and aeronautics. JAXA intends to
expand its knowledge of manned space activities aboard the ISS as well as develop a manned
space shuttle by 2025. The agency also aims to orbit telescopes around the Moon, Venus, and
Mercury by 2015. Following the successful launch of the domestically built H2-A rocket on
26 February 2005, JAXA intends to improve the rocket in order to market it commercially and
to develop an H2-A Transfer Vehicle to supply the ISS.87
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ESA, a regional space agency that embodies the benefits of international cooperation, signed
agreements with China, India, Morocco, Russia, and Ukraine in 2005. The agreement with
India will allow ESA to place three scientific payloads on the Indian Chandrayaan-1
mission.107 France and Israel agreed to develop a small hyper-spectral imaging satellite
scheduled for launch in 2008.108 On 28 October, eight space-faring nations – Bangladesh,
China, Indonesia, Iran, Mongolia, Pakistan, Peru, and Thailand – signed an agreement to
form the Asia Pacific Space Cooperation Organization, with headquarters in Beijing. The
countries agreed to promote multilateral cooperation in space science and technology and its
application in promoting economic and social development in the Asia-Pacific region.109 In
November, China and ESA signed an agreement on space cooperation for peaceful purposes.110

Despite its relatively strict export control laws, the US established agreements with India,
Japan, Russia, and Sweden in 2005.104 In June, India and the US established a Joint Working
Group on Civil Space Cooperation and at the Working Group’s first meeting plans were
established to cooperate on satellite activities, launches, and space exploration with India’s
Chandrayaan-1 lunar mission, among others.105 Also in June, the US and Russia discussed the
possibility of developing new rocket engines to enable spaceships to fly to the Moon and
Mars.106

2005: Continuing international civil space cooperation
Fourteen significant bilateral space agreements in 2005 continued the trend of international
civil space cooperation. Russia entered into agreements with Brazil, Canada, China, Egypt,
ESA, India, Indonesia, Iran, Kazakhstan, and South Korea. Notably, 29 new cooperative
projects were agreed to between Russia and China for 2004-2006, as well as cooperation on
nuclear space technology.103 In addition, ESA and the Russian Space Agency signed an accord
giving Russia special status in ESA and allowing Soyuz rockets to be launched from the ESA
spaceport in French Guyana.

TREND 3.3: Steady growth in international cooperation in civil space
programs

Net assessment:
The adoption of ambitious space programs should have a positive impact on space security by
expanding capabilities for space access. Valid concerns remain, however, as to whether such
ambitious goals are achievable within modest budget increases. While representing significant
scientific and engineering achievements, recent asteroid interception missions may also be
cause for concern for space security by demonstrating the ability to eventually target and strike
a satellite or spacecraft.

2005: Civil space agencies develop asteroid interception missions
Consistent with the growing concern of Near Earth Objects (NEOs), a number of asteroid
missions were conducted in 2005 by civil space agencies. On 4 July 2005, NASA’s Deep
Impact spacecraft launched a projectile into the Tempel 1 comet using special autonomous
navigation targeting software. This mission, the first to probe the subsurface structure and
composition of a comet, could contribute to the preparation of a better response in the event
of a NEO collision with the Earth or other objects in orbit, such as satellites.99 On 26
November, Hayabusa, a space probe launched by JAXA, touched down on the Itokawa
asteroid to collect samples from its surface.100 JAXA is seeking to collect information about
the structure of asteroids, which could be useful in averting an asteroid collision with the
Earth.101 Finally, ESA continued work on its Don Quixote mission, which aims to deflect an
asteroid-like NEO through impact with a spacecraft.102
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While India will cooperate with Russia on GLONASS, it is also developing a separate civilian
satellite navigation system called GAGAN (GPS and GEO Augmented Navigation) or SBAS
(Space-Based Augmentation System).124 GAGAN will be a low-cost satellite navigation

2005: China and India access Russian GLONASS satellite navigation system
The proliferation of satellite navigation systems continued in 2005. In June, Russia called for
GLONASS satellite navigation systems to be fitted on its spacecraft, aircraft, ships, motor
vehicles, trains, and equipment employed for land surveys.121 This represents a reversal of
previous restrictions on the use of private satellite navigation devices. Russia also made plans
to cooperate with China and India on GLONASS: in November, China began to equip
military and civil spacecraft with GLONASS devices, and the Indian Defence Minister
announced plans to cooperate with Russia in the field of satellite navigation.122 In addition,
successful bilateral negotiations will bring about the launch of GLONASS satellites on nonRussian boosters from India’s near-equatorial launch site.123

2005: Successful launch of first Galileo satellite despite funding concerns
The European Galileo satellite navigation system saw significant development in 2005. On 1
March, the Galileo Joint Undertaking, which manages operator selection, accepted a joint bid
by the iNavsat and Eurely consortia representing companies from five different European
countries.113 Later in March, China announced that China Galileo Industries would develop
Galileo’s satellite and remote sensing technologies as well as its application systems.114 India,
Israel, Morocco, Saudi Arabia, and Ukraine announced their participation in the Galileo
project,115 while negotiations continued with Argentina, Australia, Brazil, Canada, Chile,
Malaysia, Mexico, Norway, and South Korea.116 The civilian-controlled Galileo satellite
navigation system is set to be operational by 2010, with a constellation of 30 satellites.117 In
December, EU members agreed to establish Galileo’s administrative headquarters in Toulouse,
France, operational headquarters in London, UK, and additional centers in Germany, Italy,
and Spain.118 On 28 December, the first satellite of Galileo’s testing phase was launched
aboard a Russian Soyuz rocket.119 Despite these developments, funding for Galileo’s In-Orbit
Validation phase was blocked due to disputes over the division of responsibilities for the
project, particularly for the control center and headquarters.120

TREND 3.4: Dramatic growth in global utilities as states acknowledge
strategic importance of satellite-based navigation systems

2005: US Global Positioning System modernization program underway
The first in a series of eight modernized GPS IIR-M satellites was delivered by Lockheed
Martin on 8 February 2005 to the US Air Force.129 The satellite launch, initially scheduled
for May, took place on 26 September.130 The second GPS IIR-M satellite was delivered on 8
November, scheduled for launch in January 2006. The modernized satellites will provide GPS
users with increased signal power, two new military signals for improved accuracy, enhanced
encryption and anti-jamming capabilities, and a second civilian signal.131

Net assessment:
Increased space cooperation within Europe and among major space powers, as well as with
emerging space actors, should have a positive impact on space security by aiding the diffusion
of capabilities to access and use space. This trend can also help to establish a certain degree of
transparency and confidence between space-faring nations. However, it should also be noted
that international cooperation could facilitate the proliferation of dual-use space technologies
such as micro-satellites and nuclear power sources, required for space systems negation and
space-based strike weapons.

Net assessment:
The expansion of multilateral global utilities such as Galileo and GLONASS and the
development of new satellite navigation systems such as GAGAN will provide diversity and
system redundancy in satellite navigation systems. This in turn should help to ensure
uninterrupted access to this global utility. The increasing use of global utilities for disaster
relief and environmental monitoring will continue to have a positive effect on space security,
by expanding the community of stakeholders who depend on the secure and sustainable use
of space. Satellite navigation systems, however, can serve dual-use functions for space systems
negation and space-based strike weapons, and for improving the accuracy of missiles and other
munitions, all of which may generate distrust among space powers.138

Satellites are also increasingly important for environmental monitoring. The 2005 Earth
Observation Summit in Brussels saw agreement by representatives of 61 states, supported by
40 international organizations, on a 10-year implementation plan for the Global Earth
Observation System of Systems.134 The initiative to network Earth observation capabilities is
described by the US Environmental Protection Agency as “a large national and international
cooperative effort to bring together existing and new hardware and software, making it all
compatible in order to supply data and information at no cost.”135 At the same summit, the
EU announced a plan to fund a monitoring system to detect fire and water shortages, track
refugees, and estimate crop yields in Africa.136 The year 2005 also saw the closure of the Kyoto
Inventory project, which was designed by ESA to assist governments’ reporting requirements
under the Kyoto Protocol by providing satellite data on forested areas.137

2005: Earth observation satellites playing growing role in environmental
monitoring and disaster relief
Satellites played a critical role in the relief and reconstruction efforts following the Southeast
Asian tsunami of 26 December 2004 by providing up-to-date imagery of affected areas.
Unclassified commercial imagery collected from Space Imaging, DigitalGlobe, Orbimage, and
Spot Image and imagery from American, Canadian, European, and Indian civil satellites were
provided to aid workers, militaries, and non-governmental organizations during the
recovery.132 Satellites are becoming an integral part of many new tsunami early warning
systems, to relay information from sensors on the ocean floor to coastal observation
stations.133

system employing seven geostationary satellites and ground-based systems to provide greater
coverage of the Indian sub-continent.125 The first navigation payload for GAGAN is
scheduled for launch in 2006-2007.126 At the Automation School of Northwestern
Polytechnical University, China continues research on how to optimize Beidou’s satellite
constellation orbital positioning.127 Chinese researchers are also exploring ways to resolve the
regional positioning system’s current inability to produce real-time three-dimensional passive
positioning.128
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International civil space cooperation through the ISS also continued apace in 2005. During a
26 January 2005 meeting, space agency heads from the US, Russia, Japan, Europe, and
Canada pledged to complete the ISS by 2010.111 To ensure continued US access to the ISS
until the completion of its CEV in 2012-2014, the US Congress also amended the 2000 Iran
Nonproliferation Act, which had prohibited “US purchase of Russian human spaceflight
hardware as long as Russia continues to help Iran in its pursuit of nuclear know-how and
advanced weapons technology.”112
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Commercial Space

A healthy space industry will tend to increase commercial competition and can lead to
decreasing costs for space access and use. This could have a positive impact on space security
by increasing the number of actors who can access and use space or space products, thereby
increasing the stakeholders in the maintenance of space security. Increased competition can
also lead to the further diversification of capabilities to access and use space.

The commercial space sector is directly related to space security considerations as it provides
several actors with launchers with which to access space, as well as much of the satellite and
ground station manufacturing capabilities which enable actors to operate entire space systems.

Space Security Impacts

Several states have begun to consider commercial space a critical infrastructure for national
security. In addition, the military sector has taken advantage of a glut in commercial capacity
to acquire military communications and imagery, reinforcing a trend towards greater
dependence upon commercial systems for military applications.

Governments play a central role in commercial space activities as users of certain services, by
supporting research and development, by subsidizing certain space industries, and by
underwriting insurance costs. Indeed, the space launch and manufacturing sectors survive
largely on government backing. Conversely, because space technology is often dual-use,
governments have also tended to constrain these commercial space capabilities though
domestic and international export controls.

This chapter also assesses trends and developments associated with launch vehicles and launch
services developed by commercial sector programs. The companies that operate launch
facilities, design and manufacture vehicles intended to place payloads in space, and
manufacture launch components and subsystems are examined. Generally, the cost of
commercial space launch has decreased, primarily because of overcapacity. More market
competition and technological innovations, such as the development of so-called piggyback
launches of micro-satellites, also continue to exert a downward pressure on prices and create a
corresponding increase in the number of commercial actors accessing space.

The second largest contribution to the growth of the commercial space sector has been made
by satellite and ground equipment manufacturing. This includes both direct contractors
which design and build large systems and vehicles, smaller subcontractors responsible for
system components, and software providers.

The commercial space sector has experienced dramatic growth over the past decade, largely
related to rapidly increasing revenues associated with satellite services. These services are
provided by organizations which operate satellites, as well as the ground support centers that
control them, process their data, and sell that data to others. The bulk of the revenue in the
satellite services sector is generated in the telecommunications sector.1

This chapter assesses trends and developments in the commercial space sector, including the
builders and users of space hardware such as rockets and satellite components, and space
information technologies such as telecommunications, data relay, remote sensing, and
imaging. It also examines the space insurance sector, which underwrites the space industry for
the inherent risks and liabilities associated with space system operations.
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A number of new companies were founded in the 1980s to take advantage of anticipated
growth in the space telecommunications services sector. Telecommunications was deregulated
in many countries during this decade, and previously government-operated bodies such as the
International Telecommunications Satellite Organization (Intelsat) and the International
Maritime Satellite Organization (Inmarsat) were privatized.7 PanAmSat, New Skies, GE
Americom, Loral Skynet, Eutelsat, Iridium, EchoStar, and Globalstar were some of the
prominent companies to emerge during this period. Hughes also entered the market with
DirecTV, a new satellite television broadcast system.

The commercial space sector continues to grow, but at an uneven rate. The years 2003 and
2004 saw the slowest annual growth rates since the mid-1990s. Key recent trends include
profits in the manufacturing and launch sectors coupled with significant growth in profits
from satellite services. The satellite services sector has tripled in size since 1996, generating
$60.9-billion in revenues in 2004, more than 60 percent of the commercial sector’s $97.2billion total revenues (see Figure 4.1).6

The telecommunications industry has long been a driver of commercial uses of space. The first
commercial satellite was the Telstar 1, launched by NASA in July 1962 for the
telecommunications giant AT&T.2 Satellite industry revenues were first reported in 1978,
when US Industrial Outlook published 1976 Communication Satellite Corporation operating
revenues of almost $154-million.3 By 1980, it is estimated that the worldwide commercial
space sector already accounted for $2.1-billion in revenues,4 and by 2004, the sector collected
$97.2-billion.5 Not yet included in industry totals for revenues is the nascent space tourism
industry.

TREND 4.1: Continued overall growth in global commercial space industry

Key Trends

Growth in space commerce could, however, eventually mean greater competition for scarce
space resources such as orbital slots and radio frequency allocations. Commercial actors could
undercut international regulations if they are not properly regulated by national or
international authorities. The dependence of the commercial space sector on military clients
or, conversely, the reliance of militaries on commercial space assets could also have an adverse
impact on space security by making the industry overly dependent on one client, or by making
commercial space assets the potential target of military attacks.

Some commercial space actors also note that issues of ownership and property pose an
increasing challenge to the growth of the industry. For example, while the non-appropriation
clause of the Outer Space Treaty is generally understood to prohibit states from making
sovereignty claims in space, this clause also raises questions about the allocation and use of
space resources. There is concern that the clause could stifle entrepreneurship and growth in
the commercial space industry. As well, future conflicts over the issue could decrease space
security if not addressed in a timely manner.

Commercial space efforts have the potential to increase the level of transnational cooperation
and interdependence in the space sector, building a degree of transparency and trust through
international projects that engage multiple actors in several different countries. In addition,
the development of the space industry could influence international space governance. To
thrive, sustainable commercial markets require a framework of laws and regulations on certain
issues of property, standards, and liabilities.

Space Security 2 0 0 6

Increasing demand for launch services and the 1986 Challenger Shuttle disaster, which led to
a ban of commercial payloads on the Space Shuttle, further encouraged commercial launcher
competition. The Ariane launcher, developed under French leadership in the 1980s, captured
over 50 percent of the commercial launch market during the period 1988-1997.13 The

Commercial space launches began to grow significantly in the 1980s. At that time, NASA
viewed its provision of commercial launches more as a means to offset operating expenses than
a viable commercial venture. European and Russian companies chose to pursue commercial
launches via standard rocket technology, which allowed them to undercut US competitors
during the period when the US was only offering launches through its Shuttle.

Space launch
A commercial launch is defined as one in which at least one satellite payload’s launch was
contracted internationally, such that a launch opportunity was available in principle to any
capable launch services provider.10 Russian, European, and American companies remain world
leaders in the commercial launch sector, with Russia launching the most satellites, both
commercial and in total in 2005.11 Generally, launch revenues are attributed to the country
in which the primary vehicle manufacturer is based, except in the case of Sea Launch, which
is designated as “multinational.”12

TREND 4.2: Declining commercial launch costs support increased
commercial access to space

FIGURE 4.1: World satellite industry revenues by sector (billion)9

More recently, increased demand has driven significant growth in satellite services such as
direct broadcast services. Other factors fueling growth in the satellite services sector include the
decreasing cost of communications equipment and decreasing launch costs. Among the
current major satellite telecommunications companies are Loral, SES Global, Eutelsat,
Intelsat, and News Corporation.

The 2000 downturn in the technology and communications sectors affected the commercial
space sector, reducing market take-up of satellite telephony, which created a related launcher
overcapacity problem. For example, there were 21, 220, 21, 12, 20, 13, and 15 commercial
launches from 1998-2004 respectively,8 and yet by comparison the six primary large boosters
available today – Ariane 5, Atlas 5, Delta 4, H-2A, Proton, and Zenit 3SL – have a combined
capacity of about 40 commercial launches a year (see Trend 4.2). From a record high of $12.4billion in revenues in 1998, satellite manufacturers worldwide collected only $10.2-billion in
2004, a drop of about 21 percent.
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Launcher competition and new launch techniques have supported a steady decrease in space
access costs. In 2000, payloads could be placed into LEO for as little as $5,000 per kilogram.22
The cost to place payloads in GEO has declined from an average of about $40,000 per
kilogram in 1990 to $26,000 per kilogram in 2000,23 with prices still falling. Nevertheless,
the total numbers of commercial launches has declined on average over the last decade, a trend
that is expected to continue in the near term.24

In addition to a proliferation of rocket designs, the launch sector has also seen innovations in
launch techniques. For example, since the early 1990s, companies such as the UK’s Surrey
Satellite Technology Ltd. have used piggyback launches – where a small satellite is attached to
a larger one to avoid paying for a dedicated launch. It is now also common to use dedicated
launches to deploy clusters of two to four smaller satellites on small launchers such as the
Cosmos rocket. Emerging technologies such as air-launch vehicles capable of being deployed
from aircraft, as well as hypersonic “scramjet” engines may in the future further reduce the cost
of space launch into LEO.21

Today’s top commercial launch providers include Lockheed Martin and Boeing Launch
Services in the US, Arianespace in Europe, Energia in Russia, and two international consortia:
Sea Launch and International Launch Service (ILS).19 Sea Launch, comprised of Boeing (US),
Aker Kvaerner (Norway), RSC-Energia (Russia), and SDO Yuzhnoye/PO Yuzhmash
(Ukraine), launches from a sea-based platform located on the equator in the Pacific Ocean.20
ILS is a partnership between Khrunichev State Research and Production Space Center
(Russia), Lockheed Martin Space Systems (US), and RSC-Energia (Russia). In this global
market, new commercial launch vehicle builders such Space Exploration Technologies
(SpaceX) are seeking to make inroads by providing cheaper, more efficient launch vehicle
designs focusing on reusability.

Japanese commercial efforts have suffered from technical difficulties and its H-2 launch
vehicle was shelved in 1999 after flight failures.17 India’s Augmented Polar Satellite Launch
Vehicle performed the country’s first Low Earth Orbit (LEO) commercial launch, placing
German and South Korean satellites in orbit in May 1999.18 Brazil is pursuing an
autonomous national launch capability.

Panchromatic: 1 meter, multispectral: 4 meter
Multispectral: 1.1 kilometer
Panchromatic and multispectral: 0.41 meter

IKONOS
OrbView-2
OrbView-5

Panchromatic: 0.5-meter
Panchromatic: 0.5 meter, multispectral: 1.8 meter

WorldView I
WorldView II

Panchromatic: 10 meter
Panchromatic: 5 meter,
"Supermode": 2.5 meter

SPOT 4
SPOT 5

EROS C

Panchromatic: 5.8 meter, multispectral: 23.5 meter
Panchromatic: 5.8 meter, multispectral: 23.5 meter

IRS 1-D
IRS P-6
(RESOURCESAT-1)
* Italics indicate future satellites

Panchromatic: 5.8 meter, multispectral: 23.5 meter

IRS 1-C

India Remote Sensing (IRS), India

Synthetic Aperture Radar: 8 meter
Synthetic Aperture Radar: 3 meter

RADARSAT-2

Synthetic Aperture Radar

Synthetic Aperture Radar: 1 meter

RADARSAT-1

MDA, Canada

TecSAR

IAI, Israel

TerraSAR-X

Infoterra, Germany

Resurs-DK1

Panchromatic: 1meter, multispectral: 2-3 meters

Panchromatic: 0.7 meter, multispectral: 2.8 meter

EROS B

Sovinformsputnik, Russia

Panchromatic: 1.9 meter,
Panchromatic: 0.7 meter

EROS A

ImageSat, Israel

Panchromatic: 10 meter

SPOT 2

SPOT Image, France

Panchromatic: 0.6 meter,
multispectral: 2.44 meter

QuickBird

Digital Globe, US

Panchromatic: 1 meter, multispectral: 4 meter

Orbview-3

GeoEye, US

Type and resolution

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

$2.55-$15.31

$2.55-$15.31

$2.55-$15.31

$0.63-$23.27 for panchromatic
and multispectral

$0.63-$23.27 for panchromatic
and multispectral

$0.63-$23.27 for panchromatic
and multispectral

$17-$28

$17-$28

$16-$22 for panchromatic, color,
and multispectral

N/A

$10-$24 for multispectral,

$10-$24 for panchromatic and
multispectral, $34-$48 for stereo

$10-$24 for panchromatic and
multispectral, $34-$48 for stereo

Price per square kilometer

FIGURE 4.3: Commercial satellite imagery providers

FIGURE 4.2: Commercial space launch revenues (million)16
Company and assets*

Greater launcher competition and decreasing launch costs have facilitated steady growth in the
number of actors that can access space either through an independent launch capability or via
the launch capability of others (see Civil Space Programs and Global Utilities, and Space
Support for Terrestrial Military Operations). Forty-five states now have a satellite in orbit;
almost all have been enabled in some way by the commercial sector.
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Chinese Long March and the Russian proton rocket provided additional competition in the
early and mid-1990s. However, near the end of the decade, the Long March was pressured out
of the commercial market due to “reliability and export control issues,”14 although China has
since discussed the possibility of reentering the commercial space flight market by 2020.15
Today, Ariane, Proton, and Zenit rockets dominate the commercial launch market.
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In Europe, the Guaranteed Access to Space Program adopted in 2003 has ESA underwriting
the development costs of the Ariane 5, ensuring its competitiveness in the international launch
market.30 The program provides both short- and medium-term support for Arianespace
during the development and maturation of the Ariane 5 rocket. It explicitly recognizes a
competitive European launch industry as a strategic asset, and is intended to ensure sustained
government funding for launcher design and development, infrastructure maintenance, and

The US Space Launch Cost Reduction Act of 1998 established a low-interest loan program
for qualifying private companies to support the development of reusable vehicles.28 In 2002,
the US Air Force requested $1-billion in subsidies from Congress for the period 2004-2009
for Lockheed Martin’s Atlas V and Boeing’s Delta 4 development as part of the Evolved
Expendable Launch vehicle program, which is mandated to ensure the continued existence of
the two launch vehicles to provide a degree of redundancy in case of rocket design failure.29

Governments have long played a central, if not indispensable, role in the development of the
commercial space sector. Most space-faring states consider their space systems an extension of
national critical infrastructure, and a growing number view their space systems as critical to
national security. Complete state ownership of space systems at the beginning of the space age
has given way to a mixed system in which many larger commercial space actors receive
significant government contracts and such government subsidies as research and development
funds, loan guarantees, insurance coverage, and funding for launch site maintenance. Certain
commercial space sectors, such as remote sensing or commercial launch industries, rely more
heavily on government customers, while the satellite communications industry is
commercially sustainable even without government contracts. However, it is expected that
military-commercial interdependence will continue to underwrite growth in the commercial
space sector in the near future.27

TREND 4.3: Government subsidies and national security concerns
continue to play an important role in the commercial space sector

Space Tourism
An embryonic space tourism industry has recently emerged, seeking to capitalize on advanced,
reliable, reusable, and relatively affordable space launch technology. In June 2004,
SpaceShipOne, developed by US Mojave Aerospace Ventures, became the first private manned
spacecraft.25 In early December 2004, the US Congress passed into law the “Commercial
Space Launch Amendments Act of 2004.” Intended to “promote the development of the
emerging commercial human space flight industry,” the Act establishes the FAA’s authority
over suborbital space tourism in the US, allowing it to issue permits to private spacecraft
operators to send paying customers into space.26

Commercial Satellite Imagery
Whereas 40 years ago only a government body would have been able to gain access to satellite
imagery, today any individual or organization with the necessary resources can access these
services. Companies such as Surrey Satellite Technology Ltd. and SpaceDev have
commercialized private research in the area of space technologies, in particular small satellites.
There are currently eight companies in Canada, France, Germany, Israel, Russia, and the US
providing commercial satellite imagery. In the past decade, the resolution of the imagery has
become progressively more refined and affordable with companies such as InfoTerra planning
to offer synthetic aperture radar images down to one meter in resolution (see Figure 4.3).
However, the increased availability and quality of potentially sensitive commercial satellite
imagery have caused some concern for governments (see Trend 4.3).
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Export controls
Space launchers and intercontinental ballistic missiles use almost identical rocketry
capabilities, and many civil and commercial satellites contain advanced technologies with
potential military applications. Dual-use concerns have stimulated states to develop national
and international export control regimes aimed at preventing proliferation. The export control
regime with the most direct application to commercial space security considerations is the
Missile Technology Control Regime (MTCR) (see Space Security Laws, Policies, and
Doctrines).

In 1988, the US Congress amended the 1984 Commercial Space Launch Act to include an
indemnification authority which limited the amount insurance launch providers would be
required to pay to $500-million, covering basic damage costs in the event of structure or
payload failures. However, the Act also provided for Congress to further appropriate up to an
additional $1.5-billion to cover excess liabilities beyond the required insurance.37 The US
Commercial Space Act of 2003 represented the third extension of this provision, to 31
December 2007, in order to give Congress time to re-evaluate proposed changes to the
regime.38 In contrast, the EU offers full indemnification for its launch service providers, while
China, Japan, Russia, and Australia offer “better or comparable indemnification regimes” than
the US.39 To date, the provision has cost taxpayers nothing and has helped to support this
nascent industry. However, in the event of a failure, public funds would bear the cost.

Insurance
Governments play an equally important role in the insurance sector where rising insurance
rates have put pressure on governments to maintain insurance indemnification for commercial
launchers. Prior to 1998, the typical insurance rate for a launch plus 12 months of in-orbit
coverage could be purchased for about seven percent of the satellite and launch vehicle value.
Since 1998, however, a 146 percent rise in the number of in-orbit anomalies has forced a 129
percent increase in insurance premiums.34 In 2002, the space insurance industry paid out
$830-million in claims while it collected just $490-million in premiums.35 The insurance
industry has blamed rising rates on more complex satellites with less manufacturing quality
control, while the satellite industry has countered that insurers are simply overreacting.
Insurers have begun offering shorter terms, with higher rates and deductibles, and insurance
exclusions for events such as terrorism.36 This has directly increased the cost of space access
and use.

Russia’s commercial space sector also continues to enjoy a close relationship with its
government, which has provided contracts and subsidies for the development of the Angara
launcher and launch site maintenance.32 The Russian space program receives subsidies from
the US in the form of contracts related to the International Space Station (ISS). The
vulnerability of the Russian commercial space sector was demonstrated in 2002, when Russia’s
financial struggles and inability to fully meet its subsidy commitments forced the Russian
space launch company Energia to default on loan payments. According to the Russian press,
the Russian space industry was to receive the equivalent of only $38-million in subsidies in
2003, not enough to cover existing debts or commitments to the ISS.33

upkeep.31 Although the program is largely focused on the Ariane 5 program, it also designates
money to support a continued relationship with Russia for the use of the Kourou launch site
in French Guiana.
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Finally, because certain commercial satellite imagery can serve military purposes, a number of
states have implemented regulations on the sector. The 2003 US Commercial Remote Sensing
Policy sets up a two-tiered licensing regime, which limits the sale of sensitive imagery.48 In
2001 the French Ministry of Defense prohibited open sales of commercial Spot Image satellite
imagery of Afghanistan.49 Indian laws require the “scrubbing” of commercial satellite images
of sensitive Indian sites.50 Canada has recently passed Bill C-25, creating a regulatory regime
for MDA’s RADARSAT-2 that will give the Canadian government “shutter control” – the
control exercised by the Executive branch of government over the collection and
dissemination of commercial satellite imagery of a particular region due to national security
or foreign policy concerns – and priority access in response to possible future major security
crises.51 Analysts note, however, that competition among increasing numbers of commercial
satellite imagery providers may eventually make shutter control prohibitively expensive.52

While some point to export controls as an opportunity that other space companies have
leveraged to increase their expertise and profits, others say the controls are necessary to
preserve US space technology dominance. Paradoxically, export controls have, at times,
stimulated states to develop similar technologies indigenously, undercutting export controls
and breaking monopolies. For example, after being denied the sale of cryogenic rocket engine
components from Russia in 1993 due to pressure from the US, India subsequently successfully
developed its own cryogenic engine technology.47

Exports of USML items are licensed under the International Traffic in Arms Regulations
regime, which adds several additional reporting and licensing requirements for US satellite
manufacturers. A recent US Government report noted that, in total, it now takes “nine to 20
months on average to gain approval for a satellite export and notify Congress.”45 A subsequent
study of the market conditions for US satellite manufacturers argued that “nearly every
potential international buyer of satellites in 2002 (…) indicated that the US export control
system is a competitive disadvantage for US manufacturers.”46

From the late 1980s to late 1990s, the US had agreements with China, Russia, and Ukraine
to enable the launch of US satellites from foreign sites. However, in 1998, a US investigation
into several successive Chinese launch failures resulted in allegations about the transfer of
sensitive US technology to China by aerospace companies Hughes and Loral. Concerns over
the possibility that this could happen again sparked the transfer, in 1999, of jurisdiction over
satellite export licensing from the Commerce Department’s Commerce Control List to the
State Department’s US Munitions List (USML).44 In effect, the new legislation treated
satellite sales like weapons sales, making international collaborations more heavily regulated,
expensive, and time consuming.

The MTCR was formed in 1987 by a group of states seeking to prevent the further
proliferation of capabilities to deliver weapons of mass destruction by working together on a
voluntary basis to coordinate the development and implementation of a set of common export
policy guidelines.40 There are 34 members of the MTCR, including Australia, Brazil, Canada,
France, Germany, Japan, South Korea, Russia, the UK, and the US, with China formally
expressing interest in becoming a member in 2003.41 Even among members, however, export
practices differ. For example, although the American “Iran Nonproliferation Act” of 2000
limited the transfer of ballistic missile technology to Iran, Russia is still willing to provide such
technology under its Federal Law on Export Control.42 Most states control the export of
space-related goods through military and weapons of mass destruction export control laws,
such as the Export Control List in Canada, the Council Regulations (EC) 2432/2001 in the
EU, Regulations of the People’s Republic of China on Export Control of Missiles and Missilerelated Items and Technologies, and the WMD Act in India.43
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Generally, the US Government makes extensive use of commercial communication satellites.
Fixed Satellite Services provide wideband Internet Protocol services, and have provided
national security and emergency preparedness services to the Federal Emergency Management
Agency and National Communications System. Mobile Satellite Services support civil marine
operations, and played a domestic security role in the events following 11 September 2001, as
well as during the 2002 Winter Olympics. Furthermore, the US Commercial Remote Sensing
Policy specifically calls for reliance on US commercial capabilities to meet government
imagery needs.58

By November 2003, it was estimated that the US military was spending more than $400million each year on commercial satellite services.55 This growing dependence upon
commercial services prompted a December 2003 US General Accounting Office report to
recommend that the US military be more strategic in planning for and acquiring bandwidth,
including consolidating bandwidth needs among military actors to capitalize on bulk
purchases.56 A 2004 study of the US National Security Telecommunications Advisory
Committee Satellite Task Force noted the great dependence of the national security and
homeland security communities on commercial space.57

Commercial space systems as critical infrastructure
Space systems, including commercial systems, are increasingly viewed as national critical
infrastructure and strategic assets. In the 1990s, the US military began to take advantage of
the commercial industry’s overcapacity by employing commercial satellite systems for nonsensitive communications and imagery applications. During the 1991 Gulf War, 60 percent
of the 100 megabytes per second of bandwidth required by US forces was supplied by
commercial providers.53 During Operation Enduring Freedom in 2001, the US military used
700 megabytes per second of bandwidth, 75 percent of which was commercial.54

87

Commercial Space

88

Developments and growth predictions indicate that satellite broadband may stimulate the
next wave in demand for satellite capacity.73 Satellite service providers are developing products
and services to diversify their customer base and ensure future sustainable growth.74 For
example, 2005 was a watershed year for the nascent satellite radio industry: the number of
subscribers to XM Radio nearly doubled from 3.2 million in January 2005 to approximately
5.93 million at year’s end75 and Sirius Radio reported similar growth.76 The 2005 revenues of
XM Radio and Sirius Radio were $558-million and $242-million respectively.77 Video
programming needs have also created greater demand for satellite services and resulted in new
products such as advanced compression technologies and Digital Video Broadcasting
technologies.78 Direct and high-definition television has been called the “crucial lifeblood for
the industry,” and is now beginning to make a breakthrough in Europe.79 By mid-2005, there

The fixed satellite industry is in a low period of its investment cycle with an average of nine
satellites ordered each year over the last three years.68 The increase in commercial satellite sales
and relatively high number of commercial launches in 2005 may be a consequence of irregular
delivery schedules more than a significant increase in commercial demand.69 Increases in the
average service life of satellites, satellite transponder capacity, and the carrying capacity of
launchers have slowed demand for new satellites and launchers.70 Although prohibitively high
insurance rates in 2005 led some satellite operators to launch more satellites rather than insure
ones currently in orbit, this development does not seem to offset depressed demand for
launches and satellite manufacturing. Analysts expect the replacement market to sustain
commercial space infrastructure development over the next several years.71 Some predict that
the one exception could be commercial satellites for US defense customers as US budget
allocations for defense and intelligence space activities continue to grow.72 From a regional
perspective, commentators project that the US will continue to dominate the commercial
space services market until 2008. In the long term, US manufacturers may need to widen the
commercial base to replace government customers.

Despite flat revenues in satellite manufacturing and commercial space launch, commercial
space revenues are predicted by some to rise to $115-billion in 2005.61 The satellite services
sector continued to be the primary driver in commercial space industry growth and Europe,
driven by video broadcasting services, makes up the largest market in terms of revenues for
fixed satellite services.62 At the current growth rate, commercial space revenues are predicted
to exceed $158-billion in 2010.63 This would represent a 53 percent growth in global space
industry revenues between 2004 and 2010, most of which is expected to result from increased
demand for satellite services including video, voice, internet, and wireless communications.64
Fiber optics, local area networks, satellite and fixed wireless recorded the highest percentage
growth (13 percent) in the number of subscribers of all broadband technologies in the first six
months of 2005.65 Satellite broadband services are expected to grow at a global rate of 8
percent on average in coming years.66 At this rate, capacity leases for satellite broadband could
be worth $1-billion by 2010.67

2005: Unequal growth in commercial space industry
Overall growth in the global commercial space industry continued in 2005. Consolidation,
changing ownership trends, and technology innovations were the key developments in the
satellite services industry. In 2005 there were 17 commercial launches in which at least one
payload procured launch services through an international competition.59 Satellite
manufacturers exceeded industry expectations of 10-15 commercial satellite orders with 20
new commercial satellites, up from a low of 12 in 2004 (see Figure 4.5).60

TREND 4.1: Continued overall growth in global commercial space industry
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2005 DEVELOPMENTS

In recent years, overcapacity and subsequent depressed prices have led to a string of mergers
and acquisitions; this trend continued in 2005.87 In the satellite service sector, Intelsat
purchased PanAmSat for $3.2-billion and SES Global purchased New Skies for $760-million.
In the launch sector, the European Aeronautics Defence and Space Company (EADS)
acquired Dutch Space BV. In the manufacturing sector, Alcatel Alenia merged with Telespazio
and SpaceDev merged with Starsys Research Corporation. The benefits of economies of scale
in satellite fleet procurement and management and of larger capital market access promote
consolidation. Further industry consolidation may take the form of integration among
providers of different types of services, as satellite operators become content providers and data
analysts, and technologies overlap.88 Demand for new digital applications, networking, and
data management will likely push satellite service providers to find new ways of using and
combining technologies.89 Analysts note that this latent “one network” future is driving a
“very dynamic, fast moving, and extremely promising worldwide market.”90

2005: Privatization and consolidation in commercial sector continues
The general trend towards the privatization of government-owned telecommunications
agencies continued in 2005 with the first initial public stock offerings of New Skies Satellites
and Inmarsat, with Eutelsat expected to follow soon.84 While some industry insiders forecast
positive results from private ownership, others caution that innovation and reliability may be
undermined in favor of cost efficiency.85 Some argue that private ownership of satellite
operators will not fundamentally alter the downward trend in manufacturing. In other words,
while the expense of launching and ordering new satellites may mitigate against replacing
aging satellite systems among private owners, factors such as the increased transponder
capacity of next-generation satellites may alone be sufficient to depress demand for new
satellites.86

FIGURE 4.4: Satellite manufacturing in 200583

were 26,340,706 direct-to-home satellite subscribers in the US alone, a twelvefold increase
from 1994.80 A 2005 survey of commercial satellite executives listed data/internet services and
mobile services as the areas of greatest anticipated revenue growth over the next two to three
years.81 Overall, however, analysts do not expect that the growth in demand for bandwidth
for satellites services will be matched by corresponding growth in commercial launch and
manufacturing sectors.82
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In April 2005, the US Air Force announced that it would forgo price-driven competition for
launches and instead divide its 23 planned Evolved Expendable Launch Vehicle (EELV)
missions, scheduled between 2008 and 2011, between Boeing’s Delta 4 and Lockheed
Martin’s Atlas 5 rockets.99 This conforms to the new US Space Transportation Policy, which
directs the US Department of Defense (DOD) to pay the fixed costs of its EELV program and
support both launch companies until the end of the decade.100 The decision of Boeing and
Lockheed Martin to combine their launch operations into a joint venture – the United
Launch Alliance (ULA) – has been identified by several experts as indicating the failure of the
commercial market to sustain the EELV.101 While the ULA was ostensibly created to provide
cost savings to the government, it is unlikely that both US EELV vehicles would have
remained in service without the support of government customers.102 Competition from
China, Europe, and Russia and overcapacity among commercial GEO satellites have
depressed demand and lowered prices.103

2005: US continues to lose commercial launch market share to Europe and
Russia
Demand for commercial launchers remained relatively flat in 2005, with 17 commercial
launches, slightly exceeding the 2004 level.95 At the same time, US commercial launchers
continued to lose market share. Compared to Russia’s total of eight commercial launches,
there was only one commercial launch using a US vehicle in 2005: the 11 March 2005 launch
of Inmarsat 4F1 on an Atlas 5 rocket.96 In 2004 there were six commercial launches using US
vehicles.97 US share of the worldwide commercial launch market has averaged only 30 to 40
percent and about one-third of total revenues over the past 10 years.98 Given increasing
international competition, strict US export controls, the absence of comparable heavy-lift
capabilities, and relatively high prices, it is unlikely that US-manufactured vehicles will regain
the market share they once held in the commercial launch sector. US launch companies will
be forced to rely upon government and military contracts to sustain production and profits.

TREND 4.2: Declining commercial launch costs support increased
commercial access to space

There was continued anticipation in 2005 that the SpaceX Falcon vehicles could provide a
competitive American commercial space launcher. However, the inaugural launch of the
Falcon 1 was postponed until early 2006 due to structural issues in the first-stage fuel tank.108
This is just the latest setback in a series of technical problems plaguing the launch of the
California-based company’s rocket. The Falcon 1 is part of a $100-million program to develop
a family of low-cost rockets, including the Falcon 9, a lower-cost alternative to the Delta 4 and
Atlas 5 rockets.109 The company’s promise to provide more affordable access to space for US
government and commercial actors remains unproven.

Net assessment:
Continued growth in the commercial space sector underlined the sector’s collective benefit
from secure and sustainable access to and use of space. However, it is not yet clear that the
sector’s growth would be sustainable in the absence of government support. Continued
privatization and consolidation in the field may hold promise for space security if efficiency
in operations of scale can be translated into a decrease in the cost of space access. Lastly, the
increased transponder capacity of commercial satellites, while reducing demand in the space
manufacturing sector, could have a positive effect on space security by helping to mitigate
demand on orbital slots.

Driven by Sea Launch, the multinational commercial space launch sector also saw a strong
year in 2005. Using its Zenit 3SL vehicle, Sea Launch launched the XM3 satellite on 28
February, Spaceway 1 on 26 April, Intelsat Americas 8 on 23 June, and Inmarsat 4F2 on 8
November.116 In July, Sea Launch announced that it had won a multiple launch contract with
PanAmSat, including the first commercial Land Launch mission from Baikonur
Cosmodrome, Kazakhstan and several Land Launch options.117 Finally, it plans to launch the
Galaxy 16 and Galaxy 18 satellites – at 4,700 kilograms each – in 2006 and 2007
respectively.118 The Land Launch contract of 12 July 2005 provides for a Zenit 3SLB vehicle
to lift the PAS-11 satellite to GEO by the end of the second quarter of 2007.119 The new Land
Launch program is based on collaboration between the Sea Launch Company and Space
International Services and is designed to meet emerging commercial market demand for
launching medium weight commercial satellites.120

Europe’s Ariane 5 vehicles had a record year in 2005 with a total of four commercial
launches.110 These include the 11 August launch of Thaicom 4 (IPstar), the 13 October
launch of Galaxy 15,111 and the 16 November dual-launch of Spaceway 2 and Telkom 2, for
US and Indonesian customers respectively.112 On 12 February, the 5 ECA rocket successfully
placed Spain’s XTAR-EUR military communications satellite and a test payload called the
SloshSat, with a combined weight of 8,000 kilograms, into a geostationary transfer orbit.113
It was the first flight since ECA’s unsuccessful 2002 maiden flight.114 On 11 August, an Ariane
5G rocket launched the Thaicom 4 satellite, the heaviest commercial communications satellite
ever to be placed into orbit.115

Boeing failed to deliver any launches in the last quarter of 2005 when operations were
hampered by a strike of 1,500 employees, beginning in November, which delayed three
launches of Delta 2 and Delta 4 vehicles and halted manufacturing work.104 Until the Delta
4 returns to the commercial market, there is currently no completely US-built commercial
launch vehicle available for intermediate-to-heavy lift.105 US launchers are therefore losing out
to foreign launch companies that can carry more than one satellite at once. Boeing continues
to rely on government contracts and is contracted to provide launches for the GPS program
aboard Delta II vehicles until at least 2007.106 In November 2005, Boeing was awarded
approximately $24-million in new orders from the US National Geospatial Intelligence
Agency.107
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There is wide agreement that the potentially negative implications of industry consolidation
for customers of satellite services are offset by the primarily regional organization of the
commercial satellite industry.91 Prices for satellite services will likely remain stable as
competition among regional players limits the effects of industry consolidation. Small regional
players have and will likely maintain a secure foothold in specific niches to sustain a
competitive market and price stability.92 Opportunities for further consolidation among
smaller players will remain as regional operators look to secure places in their respective
markets.93 Formal mergers and acquisitions are not the only vehicles for industry
consolidation and satellite operators often enter partnership agreements when outright
mergers are not possible.94
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Since the successful launch of Scaled Composites’ SpaceShipOne in 2004, and the
establishment of the Ansari I Prize, there are currently over 20 companies developing a
suborbital, reusable launch vehicle for space tourism.131 In July 2005, Scaled Composites and
Virgin Galactic (a new subsidiary of the Virgin Group Ltd.) announced a joint venture, The
Spaceship Company, to build a fleet of commercial suborbital spacecraft and equipment to be
deployed in commercial space flights by the end of 2008.132 Scaled Composites is currently
developing SpaceShipTwo and its carrier plane White Knight Two.133 On 14 December,
Virgin Galactic and the US State of New Mexico announced a partnership to begin building
a $200-million spaceport in the state in 2007.134 Starchaser has also signaled interest in
launching commercial suborbital flights from New Mexico. Hurdles remain, however,
including completion of the spaceport’s environmental impact statement and the US Federal

2005: Commercial activity continues in space tourism but remains a distant
proposition
While still in its infancy, the commercial space tourism sector saw a number of developments
in 2005. Currently, Space Adventures Ltd. is the leading space tourism company, and the only
one to have successfully launched clients into space.127 On 30 September, Gregory Olsen
became the third space tourist when he took off aboard the Soyuz TMA-6 and spent 11 days
at the International Space Station (ISS).128 On August 10, Space Adventures announced the
“DSE-Alpha” mission, the first in a series of lunar missions as part of Space Adventures’ Deep
Space Expeditions program.129 A launch, using the Soyuz vehicle, could take place as early as
2008 and is estimated to cost $100-million per client.130

Despite flat demand and growing competition, emerging competitors are poised to enter the
commercial space launch market. Japan’s Rocket Systems Corporation, developer of the H2A
booster, joined the multinational Launch Services Alliance with Arianespace and Sea Launch
in 2005.122 China’s Long March rocket may also enter the commercial launch market to place
satellites into GEO using payloads that do not contain American components, in compliance
with the US International Traffic in Arms Regulations (ITAR) export restrictions.123 Alcatel’s
new-generation, “ITAR-free,”124 Chinasat 6B communication and broadcast satellite will be
launched early in 2007 by the Chinese Long March 3B rocket.125 India may also enter the
commercial launch market with its Geostationary Satellite Launch Vehicle, capable of
launching GEO satellites weighing up to several thousand kilograms, to offset the Indian
Space Research Organization’s (ISRO) costs of development and research.126 ISRO has
launched four satellites commercially and holds contracts to launch three more over the next
two years.

Proton (3)

Kosmos (1)

Volna (1)

Rockot (1)

Atlas (1)

FIGURE 4.5: Commercial space launches in 2005121
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2005: US DOD remains single largest commercial space client
Military-commercial interdependence continued in 2005 with new contracts between
commercial service providers and governments.147 For example, the US government has
contracts with the satellite services sector worth approximately $600-million – 50 percent of
which are defense-related.148 The US government remained the single largest customer for
commercial satellite services in 2005.149 For example, the US DOD accounts for
approximately 60 percent of commercial satellite services use provided by New Skies
Satellites.150 This trend is expected to continue, with government and military demand
projected to grow by 15-20 percent per year for the next five years.151 A June 2005 survey of
satellite industry professionals projected that the key sectors of growth for commercial space
would be US DOD and commercial mobile communications, hardware (including
spacecraft), as well as hybrid – mobile and broadband – networks.152 Seventy percent of
respondents stated that, among government agencies, the DOD was the primary source of new
business.153 Significantly, military-commercial interdependence is more important for

TREND 4.3: Government subsidies and national security concerns
continue to play an important role in the commercial space sector

Net assessment:
The eventual entry of new commercial launchers into both orbital and suborbital markets may
be a positive development for space security, increasing the competition necessary to decrease
prices and build more affordable access to space. At this time, liability issues remain a
significant barrier for space tourism. However, legislative regimes and common procedures are
being developed, at least in the US, to meet the needs of emerging entrepreneurial space travel
initiatives.

Important space tourism liability questions, presently unregulated under international law,
also remain.143 On 29 December 2005, the FAA released draft rules, which included
provisions for “informed consent” whereby safety rules are waived in favor of obtaining
written passenger consent.144 The commercial space tourism sector has not sought
government protection from passenger liability.145 On the contrary, in April 2005, Burt
Rutan, designer of SpaceShipOne, accused the FAA of nearly “destroying” his efforts to
establish a commercial suborbital tourism industry through its suborbital safety regulations.146

While there were a number of promising developments in 2005, the space tourism industry
continued to face the twin challenges of supply constraint and liability regulation. Market
surveys indicate that there is sufficient interest to support commercial space travel, whether
orbital or suborbital. However, high prices remain the greatest barrier to the development of
the space tourism sector, which also faces rigid supply constraints. At present, the Russian
Soyuz launcher is the only vehicle providing public orbital space travel flights, with two to four
flights each year.141 Commercial suborbital tourism is not expected to begin until 2008 at the
earliest, supply constraints are not expected to be removed until about 2010, and dedicated
commercial orbital flights are not forecast to begin before 2013.142 At the same time,
commercial alternatives to the Soyuz rocket launcher are unrealistic over the short term.

Aviation Administration (FAA)’s spaceport licensing process.136 On 16 November, SpaceDev
announced that it would develop a new six-passenger human space transport vehicle dubbed
the SpaceDev Dream Chaser.137 The Dream Chaser is marketed both for the emerging
commercial suborbital space tourism market as well as for orbital flights as part of NASA’s
mandate to promote affordable commercial access to the ISS.138 Space Dev expects to begin
suborbital flights in 2008.139 Lastly, XCOR Aerospace announced it was developing a Xerus
suborbital vehicle, designed to meet three different markets, including space tourism.140

93

Commercial Space

94

According to a new agreement reached between France, Russia, and the European Space
Agency, France will no longer be the sole state legally responsible for launches from Europe’s
Guiana Space Center. Under the new regime France will continue to assume full liability for
launches using the heavy-lift Ariane 5 rockets; however, France and Russia will share legal

2005: High space insurance premiums remain a barrier to growth for
commercial space, but a new European Liability Regime bodes well for
transnational cooperation
According to the Satellite Industry Association, in-orbit claims have risen considerably to a
range of two to five percent. The satellite services sector, in particular, faces higher insurance
costs.162 High insurance premiums and stricter policy terms covering satellites with “suspect
components” have led certain commercial space actors to build redundant satellites or abandon
satellite insurance altogether. In 2005, the satellite service provider Intelsat decided to forgo
satellite insurance to lower costs.163 Beginning in March 2005, Intelsat ceased insuring its inorbit fleet beyond the first six to 12 months in orbit. This represented a saving of 10-15 million
dollars per year in premium payments.164 On 20 December, Paradigm Secure
Communications Ltd., responsible for managing the UK’s military satellite communications
operations, announced that it would purchase and launch a third Skynet 5 satellite and order
components of a fourth instead of continuing insurance on the first two Skynet spacecraft.165
According to Paradigm, a three-satellite constellation represents “an assurance strategy” that
will simultaneously cut insurance costs and deliver “better performance, more efficiency, [and]
longer services availability.”166 Currently, up to 30 percent of commercial satellites are not
insured.167 Nevertheless, some analysts note that, after years of historically high insurance
premiums, the space insurance market will be dropping rates for “proven satellite and launch
hardware on the condition that the sum remains modest.”168 Aon Corporation and other
major space insurance brokers may end a common insurance underwriting practice that makes
it difficult for owners of large satellites to secure low-price coverage, in favor of crafting
specialized coverage on a case-by-case basis.169

2005: Export controls inhibit commercial space growth
While government contracts were a major contributor to commercial space revenues in 2005,
export regulations continued to hamper growth. The International Space Business Council
cited the International Traffic in Arms Regulations as the “industry’s most serious issue,”
arguing that “what initially was a nuisance to businesses has evolved into a serious problem for
US industry.”156 Many American manufacturers believe that the US export control policy is
hampering their commercial competitiveness.157 Under ITAR, payloads containing US
components cannot be transported to China to be launched by Chinese launchers. Analysts
described Alcatel’s first Chinasat 9 contract as a de facto “non-competed win” since the world’s
other principal satellite manufacturers in the US and Europe use US components that would
be banned from export to China. On the same basis, Alenia Space won another contract to
build the ChinaSat 6B in 2005.158 US regulations have also allegedly prevented growth in the
satellite broadband market, causing the US to lag behind countries such as South Korea,
Canada, and the Netherlands.159 At a 20 April 2005 hearing convened by the US House
Subcommittee on Space and Aeronautics, testimony focused on the detrimental effect of US
government regulations for American launch and satellite companies.160 Nevertheless, analysts
note that US manufacturers continue to dominate the global market.161

sustaining US launchers and manufacturers than for satellite services operators, which
generally derive most contracts from commercial and civil customers. Growth in the global
(non-US) industry is driven primarily by commercial markets for satellite communications
services.154 Overall, the US government accounted for less than 1 percent of total commercial
revenues for the global commercial space industry in 2004.155
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Net assessment:
Export controls continue to have a mixed effect on space security. On the one hand they have
a negative effect by distorting market competition and restricting the means to access space.
On the other hand, these same export control measures can have a positive impact by
controlling dual-use goods and technologies that could be used for space negation purposes.
The trend for satellite service providers to forgo insurance indicates that it is cheaper to buy
new satellites that generate “replacement capacity” than to insure them. This may generate
increased demand and revenues for satellite manufacturers, but indicates that insurance
premiums continue to hamper general satellite industry growth. Cooperation and partnerships
between space insurance brokers and the satellite industry, as well as collective liability
agreements between state actors, could bode well for the commercial space sector and space
security.

liability for launches of Russia’s Soyuz rocket from the French Guiana site when they begin in
2008-2009. For the future ESA Vega rockets, France will take on a one-third share of legal
liability, with the remaining two-thirds distributed among the ESA nations participating in the
Vega project.170
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Space assets have played a strategic and, increasingly, a tactical role in the terrestrial military
operations of certain states. In most cases, space systems have leveraged advanced states’
military capabilities through enhanced battlefield awareness, including, as mentioned above,

Over half of all space systems to date have been developed to support terrestrial military
operations, making the military space sector the primary driver behind the advancement of
capabilities to access and use space. In addition to encouraging an increasing number of actors
to access space, military space has played a key role in bringing down the cost of space access.
However, increased access to, and use of, space has also led to greater competition for scarce
space resources such as orbital slots and, in particular, radio frequency spectrum allocations.
While disputes over these scarce resources also affect the civil and commercial space sectors,
they become more acute in the military field where they are associated with national security.

Space Security Impacts

This chapter does not examine military programs pertaining to space systems protection or
negation, or space-based strike weapons, which are described in their respective chapters.
Additional information on the function of satellite navigation systems as global utilities is
provided in the Civil Space Programs and Global Utilities chapter.

The US leads in the development of space systems to support military operations, and
maintains just over half of all military satellites. Russia maintains the second largest number
of military satellites. Together, these two actors dwarf the military space capabilities of all other
states. This chapter identifies the development of the military space capabilities of the US and
Russia as a distinct space security trend. However, it also examines the efforts of a growing
number of other states that have begun to develop national space systems to support military
operations, primarily in the areas of surveillance and communications.

By the end of the Cold War, the US and USSR had begun to develop satellite navigation
systems that provided increasingly accurate geographical positioning information. Building
upon the capabilities of its Global Positioning System (GPS), the US began to expand the role
of military space systems, from providing indirect strategic support to military forces, to
enabling the application of military force in near-real-time tactical operations through
precision weapons guidance. The development of radar satellites offered the potential to detect
opposition forces on the ground in all weather at all times.

Extensive military space systems were developed by the US and USSR during the Cold War.
Satellites offered ideal vantage points from which to monitor the Earth to provide strategic
warning of signs of nuclear attack, such as the launch plume of a ballistic missile or the light
signature of a nuclear detonation. Satellite communications provided extraordinary new
capabilities for real-time command and control of military forces deployed throughout the
world. The space age also opened a new chapter on the development of reconnaissance,
surveillance, and intelligence collection capabilities through the use of satellite imagery and
space-based electronic intelligence collection.

This chapter assesses trends and developments in the research, development, testing, and
deployment of space systems that provide military attack warning, communications,
reconnaissance, surveillance, and intelligence, as well as those with navigation and weapons
guidance applications.

Space Support for Terrestrial
Military Operations
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CHAPTER FIVE

The US military relies heavily on satellite communications and operates several systems. The
Military Satellite Communication System (Milstar) is currently one of the most important,
providing secure, jam-resistant communications for the US Army, Navy, and Air Force,
through five satellites in Geostationary Orbit (GEO). There is a plan to replace current Milstar

United States
The US has dominated the military space arena since the end of the Cold War. The US
currently outspends all other states combined on military space applications, accounting by
some measures for 95 percent of total global military space expenditures.1 At the end of 2004,
the US had approximately 135 operational military-related satellites, representing over half of
all military satellites in orbit.2 It continues to place heavy emphasis on upgrading all aspects
of its military space capabilities and is, by all major indicators, the actor most dependent on
its space capabilities. By comparison, Russia is believed to presently have some 85 operational
military satellites in orbit.3

Despite this decrease in the number of dedicated military satellites, American and Russian
dependence on military space systems appears to be increasing. While new systems are being
orbited at a slower rate, they have greater capabilities and longevity and are being used in
conjunction with older Cold War systems. Commercial systems are also playing a rapidly
growing military support role. Figures 5.1 and 5.3 provide an overview of US and Russian
military space satellites.

During the Cold War, the US and USSR developed military space capabilities at a fairly equal
pace. However, the collapse of the USSR saw a massive drop in Russian military space
spending while the US expanded its military space capabilities. There has been a general
decrease in the number of military launches of both states in recent years.

TREND 5.1: US and USSR/Russia lead in developing military space
systems

Key Trends

As actors depend more on space systems to support military operations, they acquire greater
incentives to protect their own space systems by developing space system protection and
negation capabilities, which can lead to an arms escalation dynamic. Some argue that extensive
use of space in support of terrestrial military operations blurs the notion of “peaceful purposes”
as enshrined in the Outer Space Treaty (see Space Security Laws, Policies, and Doctrines).

An increasing number of state actors are developing military uses for space. This can have a
positive effect on space security by increasing the collective vested interest in space security.
However, the use of space to support terrestrial military operations can have a negative impact
on space security if potential adversaries, viewing space as a new source of military threats and
an extension of terrestrial battlefields, develop space system negation capabilities to neutralize
the advantages those systems provide.

precise navigation and targeting support, early warning of missile launch, and real-time
communications. Furthermore, reconnaissance satellites have served as a national technical
means of verification of international nonproliferation, arms control, and disarmament
regimes. These uses, in addition to the tactical capabilities mentioned above, have driven an
increasing dependence on space, particularly by the major space-faring states. It is important
to note, however, that the impact of space systems on terrestrial military operations and arms
control agreements, while related, is distinct from their impact on space security itself.

97

Space Support for Terrestrial Military Operations

98

Space-based early warning systems provide the US with critical missile warning and tracking
capabilities. The first such system, the US Missile Defense Alarm System, was deployed in a
polar orbit beginning in 1960, followed by the Vela series early warning satellites. The current
US Defense Support Program (DSP) early warning satellites were first deployed in the early
1970s in GEO, providing enhanced coverage of the USSR while reducing the number of
necessary satellites to four.9 The US is planning to replace the DSP system with Space Based
Infrared High (SBIRS-High) satellites over the next decade, which will provide advanced
surveillance capabilities for missile warning and missile defense.10 The anticipated US Space
Tracking and Surveillance System (formerly known as SBIRS-Low) is intended to work with
SBIRS-High to provide early warning and missile tracking to support missile defense
responses (see Space Systems Protection).

FIGURE 5.1: US military space launches (1957-2005)8

The Defense Satellite Communications System (DSCS) – the workhorse of the US military's
super-high frequency communications – is a hardened and jam-resistant constellation that
transmits high-priority command and control messages to battlefield commanders using five
satellites in GEO. A planned follow-on to this system is the Advanced Wideband System
(AWS), expected to increase available bandwidth significantly.6 The Global Broadcast System
and Ultra High Frequency (UHF) follow-on satellites provide wideband and secure, anti-jam
communications, respectively. The Wideband Gapfiller System is intended to bridge the
transition between retirement of the DSCS and full deployment of the AWS constellations.
The US military also maintains a polar military satellite communications system to assure
communications in those regions. In addition to these dedicated systems, space-based military
communications use commercial operators such as Globalstar, Iridium, Intelsat, Inmarsat, and
Telstar.7

satellites with Advanced Extremely High Frequency satellites, which are designed to provide
assured strategic and tactical command and control communications worldwide.4 By 2012,
the US hopes to deploy the Transformation Satellite Communications System to provide
high-speed internet-like information availability to the military, using satellite laser
communications technology.5
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Since 2003, the US Air Force (USAF) has promoted a concept called Operationally
Responsive Spacelift (ORS), that aims to reduce satellite costs and deployment times from
years or months to days. Such savings are made possible by new launch capabilities, combined
with miniaturization technologies that have dramatically increased the “capability per
kilogram on orbit” equation for satellites.18 These ORS efforts seek the capability to replace
US satellites on short notice,19 allowing the US to rapidly recover from space negation attacks
and reducing general space system vulnerabilities. ORS would also allow deployments of space
systems designed to meet the needs of specific military operations. For example, the US TacSat
will be an ORS demonstration imaging satellite, weighing just 110 kilograms and combining
existing military and commercial technologies with new commercial launch systems to
provide “more rapid and less expensive access to space.”20 The satellite will be controlled
directly by deployed US commanders.21

In 1964 the first navigation system was deployed for military applications by the US Navy,
and its position resolution was accurate to greater than 100 meters. This system and others
that followed were ultimately replaced by the GPS, which was declared operational in 1993
and uses a minimum constellation of 24 satellites orbiting at an altitude of about 20,000
kilometers. On the battlefield, the navigational system is used at all levels, from navigation of
terrestrial equipment and individual soldiers to target-identification and precision weapons
guidance (see Civil Space Programs and Global Utilities).

Anticipated US Space-Based Radar satellites will be designed to provide tactical support
capable of tracking “moving ground targets in operational theatres,”16 and are slated for initial
launch in 2012. The US military also uses several commercial imagery services such as
DigitalGlobe, Space Imagery, and SPOT Image (see Commercial Space). For example,
Landsat is a dual-use imaging satellite used by the US military for tactical planning. The
Defense Meteorological Satellite Program provides environmental data in support of military
operations. There are also several dual-use civilian-military meteorology spacecraft, including
the Geostationary Operational Environmental Satellite and the Polar-orbiting Operational
Environmental Satellite.17

The first US optical reconnaissance satellites were launched as early as 1959, with the Soviets
following suit by 1962.11 These early imaging satellites had lifetimes of only days and were
equipped with film-based cameras. At the end of their operational lifetimes, capsules with the
exposed film were ejected from the satellite and collected, usually from the ocean.12 Gradually,
resolution of these cameras was improved from about 10 meters to the current optical
resolution of less than a meter. While the precise resolution of today’s imaging satellites
remains classified, the US is generally thought to have optical satellites with resolutions as low
as 10 centimeters.13 As early as 1976, the US began to fit its imaging satellites with devices
which transmit images using electromagnetic communications that provide near-real-time
satellite imagery.14 Open sources information suggests that the US currently maintains in
orbit about eight to 10 imagery intelligence satellites, which comprise two optical systems
known as Crystal and Misty, and one synthetic aperture radar system known as Lacrosse. The
US operates 18 to 24 signals intelligence (SIGINT) satellites in four separate systems known
as the Naval Ocean Surveillance System, Trumpet, Advanced Orion, and Vortex (see Figure
5.2).15
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Future planned systems

The Evolved Expendable Launch Vehicle (EELV) program is a $31.8-billion USAF effort that
began in 1994, with the objective of reducing launch costs by at least 25 percent by partnering
with industry to develop launch capabilities that can be used for both commercial and
government purposes.23 To meet future government requirements, both the Lockheed Martin
Corporation and the Boeing Company are also pursuing Heavy Lift launch capability under
the EELV program. Boeing tested the Delta 4 Heavy in 2004, which, despite some difficulties,
is expected to provide lift capacity for 13,130 kilograms into GEO.24 Lockheed’s Atlas V
Heavy is described as “available 30 months from order,” but there are no specific plans for its
launch.25

Function

Current programs

FIGURE 5.2: Characteristics of key US military space systems22
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FIGURE 5.3: USSR/Russia military space launches (1957-2005)36

The USSR launched its first early warning Oko satellite in 1972 and by 1982 had deployed a
full system of four satellites in HEO to warn of the launch of US land-based ballistic
missiles.32 By the end of the 1990s, this system had been replaced by two satellites in HEO
and one in GEO, which provide coverage of US ballistic missile fields with reduced
reliability.33 In 1991, Russia began launching US-KMO, a next generation early warning
satellite system, using a mixture of GEO and HEO satellites. While six satellites were in orbit
by April 2003, the US-KMO system has been plagued with malfunctions, and none of these
satellites is considered operational today (see Space Systems Protection).34

Russia maintains several communications systems, most of which are dual-use. The Raduga
constellation of satellites, promoted as a general purpose system, is reported to have secure
military communications channels.28 The Geizer system is designed to deploy four GEO
satellites as a communications relay system for Russian imaging and communications satellites
in Low Earth Orbit (LEO), but currently has only one operational satellite in orbit.29 The
Strela-3 military communications system was deployed in the late 1980s and more recently
has been paired with civilian Gonets satellites in the same LEO orbits, likely augmenting the
military satellite system.30 The Molniya-1 and -3 satellites are in Highly Elliptical Orbits
(HEO) and serve as relay satellites for both military and civilian use. There are indications that
maintenance of the Molniya, Strela, and Raduga systems will remain a priority for Russia.31

Russia
Russia maintains the second largest fleet of military satellites, but their capabilities remain
focused primarily on providing strategic support. Its current early warning, optical
reconnaissance, communications, navigation, and SIGINT systems were developed during
the Cold War, and between 70 and 80 percent of its spacecraft have now exceeded their
designed lifespan.27 However, some of Russia’s more critical systems have received replacement
satellites over the years, albeit often from Soviet-era equipment, and several Russian military
space systems have managed to survive this transition with some operational capacity.

The growing dependence of the US upon space systems to support military operations has
raised concerns about the vulnerability of these assets. The 2001 Report of the Commission to
Assess United States National Security Space Management and Organization warned that US
dependence on space systems made it uniquely vulnerable to a “space Pearl Harbor” and
recommended that the US develop enhanced space control (protection and negation)
capabilities (see Space Systems Protection, Space Systems Negation, and Space-based Strike
Weapons).26
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In the absence of their own dedicated military satellites, some actors rely on dual-use satellites,
buy existing satellites from others, or purchase data and services from other satellite
operators.47 In the Cold War, states allied with either the US or the USSR benefited from their
ally’s capabilities. Today, however, declining costs for space access and the proliferation of space
technology enable more states to develop and deploy military satellites, using the launch
capabilities and manufacturing services of others, including the commercial sector.

By the end of 2004, the US and USSR/Russia had together launched more than 2,000
military satellites, while the rest of the world had only launched between 40 and 50.44 The
UK, NATO, and China were the only other actors to launch dedicated military satellites until
1988, when Israel launched its first. France’s Telecom series of satellites, launched in the mid1980s was reportedly dual-use.45 In 1995, France and Chile both launched dedicated military
satellites.46 Traditionally, military satellites outside the US and Russia were almost exclusively
intended for telecommunications and reconnaissance. Recently, however, states such as
Australia, China, France, Germany, Japan, Italy, and Spain have been developing military
satellites with a wider range of SIGINT, navigation, and early warning functions.

TREND 5.2: More states developing military space capabilities

As noted in Figure 5.3, Russia has tended to maintain an average annual satellite launch rate
slightly higher than that of the US. However, this has not been sufficient to keep its military
space systems fully operational since they require more frequent replacements. Forced to
prioritize, Russia has focused first on its early warning systems, and more recently has moved
to renovate the GLONASS navigation system.42 In 2004, Russia stated that it would focus on
“maintaining and protecting” its fleet of satellites and beginning to develop satellites with postSoviet era technology.43

The first Soviet navigational system is thought to have been the Tsyklon system deployed in
1968. Tsyklon was followed by the Parus military navigation system, deployed in 1974 and
still operational today, with an accuracy of about 100 meters.38 Currently, however, this
constellation provides more services to the civilian, than the military, sector The USSR began
development of its second major navigation system, GLONASS, in 1982. Unlike Tsyklon and
Parus, GLONASS can provide altitude as well as longitude and latitude information by using
a minimum constellation of 24 satellites at a 19,100 kilometer orbit.39 With a full
constellation, the navigational system is supposed to have resolution comparable to that of the
GPS.40 Russia plans to increase the number of GLONASS satellites in orbit to 17 by 2007
and to 24 by 2010 (see Civil Space Programs and Global Utilities).41

The USSR began using optical reconnaissance satellites in 1962 and by the 1980s it was
electronically transmitting images while still maintaining a film-based system of
photoreconnaissance.36 Russia’s optical imaging capabilities have declined since the Cold War,
and it does not currently have the capability to maintain continuous coverage of the Earth.
The two Russian photo electronic reconnaissance systems in operation today are the Yantar4KS1 Newman system and the Arkon system, which received new satellites in 2000 and 2002,
respectively. Russia maintains two SIGINT satellite systems, neither of which is fully
operational. US-PU/EORSAT is dedicated to detecting electronic signals from surface ships,
while Tselina is used for more general signals intelligence purposes. There are indications that
Russia is developing a new system, but few details are available.37
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Europe
European states have developed a range of space systems to support military operations.
France, Germany, Italy, and Spain jointly fund the Helios 1 and Helios 2 military observation
satellite systems in LEO, which provide images with a one-meter resolution and supply
imagery to the European Union (EU). The French Ministry of Defense procurement agency
(DGA) runs the program, retains direct control over the management of the ground segment,
and delegates the space segment responsibility to the French space agency, the Centre National
d’Etudes Spatiales. France, Germany, and Italy are also planning to launch six low-orbit
imagery intelligence systems that will exchange data, but not share a common ground
segment.49 France further intends to launch two high-resolution dual-use optical imaging
satellites, known as Pleiades, by 2008.50 By 2007, Germany plans to launch five SAR-Lupe
high-resolution radar satellites, which will deliver radar images for the German Armed Forces
for at least ten years.51 Italy is developing a constellation of four dual-use COSMO-Skymed
Earth observation satellites that are scheduled for completion in 2007 and will be integrated
with Pleiades.52 In 2004, France launched a constellation of four SIGINT satellites know as
Essaim.
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FIGURE 5.4: States’ first military satellites and their function48
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Western experts believe that Chinese military satellite communications are provided by the
DFH series satellite, officially known as ChinaSat-22. Officially referred to as a civilian
communications satellite, the ChinaSat-22 is thought to enable “theatre commanders to
communicate with and share data with all forces under joint command” through C-band and
UHF systems.66 China also operates a pair of Beidou navigational satellites designed to
augment the data received from the US GPS system and to enable China to maintain
navigational capability in the face of US efforts to deny GPS services in times of conflict (see
Civil Space Programs and Global Utilities).67 Beidou may also improve the accuracy of
China’s intercontinental ballistic missiles (ICBMs) and cruise missiles.68

China began working on space imagery in the mid-1960s, launching its first reconnaissance
intelligence satellite in 1975.62 It successfully launched 15 recoverable film-based satellites, the
last of which was reportedly decommissioned in 1996. Several of these satellites were also
reported to carry “domestic and foreign commercial microgravity and biomedical
experiments.”63 Today, China maintains two ZY series satellites in LEO for tactical
reconnaissance and surveillance.64 It is believed to be purchasing additional commercial
satellite imagery from Russia to meet its intelligence needs.65

China
China does not maintain the same separation between civil and military space programs that
many other states do, and, officially, its space program is dedicated to science and
exploration.60 Leadership of the space program is provided by the Space Leading Group,
whose members include three senior officials of government bodies that oversee the defense
industry in China.61 Thus, although the Chinese military’s role in the space program is
unclear, the space program is certainly governmental.

The Galileo satellite navigation program, initiated in 1999 and jointly funded by the EU and
the ESA, will provide location, navigation, and timing capabilities.58 Galileo is intended to
operate principally for civil and commercial purposes, but will have a dual capability. The fact
that ESA, founded with a mandate to launch only peaceful space missions, has recently
opened a Space Security Office indicates the changing military space landscape in Europe. EU
states spend a total of about $970-million per year on military space activities, largely through
the national satellite communications and reconnaissance programs discussed above.59

The EU has called for a more coherent approach to the development of space systems capable
of supporting military operations and has begun to actively develop dual-use systems. The
joint EU and European Space Agency (ESA) Global Monitoring for Environment and
Security (GMES) project will collate and disseminate data from satellite systems and is
anticipated to be operational by 2008. It will support activities prioritized in the European
Security and Defense Policy, such as natural disaster early warning, rapid damage assessment,
and surveillance and support to combat forces.57

The UK maintains a constellation of three dual-use Skynet 4 UHF and Super High Frequency
(SHF) communications satellites in GEO.53 It began work in 1998 to develop four Skynet 5
military communications satellites.54 France also maintains the dual-use Telecomm-2
communications satellite, in addition to the military Syracuse 2 system.55 Italy’s Sicral military
satellite provides secure UHF, SHF, and Extremely High Frequency communications for the
Italian military.56 Spain operates the dual-use Hispasat system, which provides X-band
communications to the Spanish military.
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This growth in the number of new actors that are developing military space capabilities has
been facilitated by commercial actors such as the UK’s Surrey Satellite Technology Ltd., which
has alone enabled nine states in the last 12 years to develop and deploy their first satellite with
various communications and remote sensing capabilities, all using foreign launchers (from
Russia and Europe in particular).84 By using commercial off-the-shelf components and
limiting satellite functions to specific tasks, certain satellite systems are being made smaller and

In July 2004, Thailand signed a deal with the European Aeronautic Defence and Space
Company (EADS) Astrium to provide its first Earth observation satellite, which is expected
to be used for intelligence and defense purposes.83

South Korea operates the Kompsat-1 satellite, which provides imagery with a resolution of 6.6
meters, which is “sufficient for [military] mapping although not for military intelligence
collection.”80 It also bought 10 Hawker 800 series satellites from the US, and has operated
them for signals intelligence since 1999.81 In December 2003, South Korea announced its
intentions to increasingly use space for military purposes.82

East Asia
The commercial Superbird satellite system provides military communications for Japan,
which also has the two reconnaissance satellites – one optical and one radar – that were
launched in 2003 following growing concerns over North Korean missile launches.76 A
second launch effort later in 2003 resulted in a high-profile failure of its indigenously
developed H-2 rocket.77 Japan plans to have three intelligence satellites by 2007 and an
advanced reconnaissance satellite by 2010.78 The manufacturer of the optical reconnaissance
satellite, Mitsubishi, is also a partner in Space Imaging.79

South Asia
India maintains the Technology Experimental Satellite, which provides images with a
resolution of between one and 2.5 meters, and also operates an ocean remote sensing satellite,
which was deployed in 1999.74 Pakistan’s space-based capabilities are not believed to be as
advanced as those maintained by India, though it operates the Badar 1 multipurpose satellite
and is currently developing the Badar 2.75 While India and Pakistan clearly seem intent on
developing space systems capable of supporting military operations, significant progress in this
area remains a longer-term objective.

Israel
Israel operates a dual-use Eros-A imagery system, which is capable of providing images with a
resolution of about 1.8 meters.70 Israel also operates the dedicated military Ofeq-5 system,
which provides both panchromatic and color imagery at resolutions of less than one meter for
reconnaissance and surveillance purposes.71 The Israeli Ministry of Defense is managing five
satellite programs scheduled for completion in 2008: Ofeq-6 and Ofeq-7 are to provide more
advanced imaging satellites; TechSAR will be a synthetic aperture radar technology
demonstrator; a military version of the Amos-2 commercial communications satellite will be
developed;72 and the Milcom-1 encrypted communications satellite is scheduled for launch in
2007. Israel’s programs reflect an interest in exploiting space systems in support of terrestrial
military operations, including operational and tactical missions. Recently the Israeli Air Force
was renamed the Israeli Air and Space Force.73

China experimented with electronic intelligence (ELINT) satellites, called “technical
experimental satellites,” in the mid-1970s but these programs have since been discontinued.
Presently, it uses modern air, sea and land platforms, not satellites, to perform SIGINT
missions.69
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Australia
Until recently, the Australian defense forces used X-band facilities on satellites owned by the
US and other allies, but wanted to have its own X-band satellite payload with a footprint
covering more of Australia’s region.85 On 12 June 2003, Australia launched the Defence C1
communications satellite. The satellite will be part of a new communications system, the
Australian Defence Satellite Communications Capability, which will provide the country’s
defence with satellite communications across Australia and throughout the Asia Pacific region
in the X, Ka and UHF radio frequency bands.86 Defence C1 is one of the most advanced
communications satellites ever built, providing 18 beams across Australia, New Zealand, and
the Asia-Pacific region, as well as global beams covering India to Hawaii.87

lighter, thus improving deployment timelines and decreasing total system and launch costs.
Not only are the responsive capabilities of existing space powers increased, but so is the ability
of less affluent states to exploit space for military support purposes. Moreover, actors can
increasingly obtain commercial space products that have significant capabilities to support
terrestrial military applications. An example of this is the wide availability of meter-resolution
satellite imagery from companies such as Digital Globe, Space Imaging, and Google Earth.
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According to Russia, more than 80 percent of its military satellites have outlived their official
service life.104 Roscosmos reports that it has 18 multipurpose satellites and 40 dedicated
military satellites, of which 33 have outlasted their usefulness.105 Russia currently lacks high
resolution space radars; its last radar was lost when the Almaz-1 spacecraft, a former manned
military station, stopped operating in 1991.106 While the US possesses 12 satellites capable of
monitoring Russia, according to the deputy head of Russia’s space forces, General Oleg

2005: Russia continues to face setbacks in military space programs
The Russian government and its space agency, Roscosmos, continued to struggle to maintain
military space capabilities in 2005 in the face of funding shortages, depletion of space assets,
and space launch failure. Anatoly Perminov, the head of Roscosmos, had identified growth in
its fleet of spacecraft as a priority to retain Russia’s status as a leading space power.100 At
present, the Russian fleet comprises 96 military and civil spacecraft, but plans to add 73 newgeneration spacecraft by 2015101 will require significant funding increases to a budget
currently 30 times less than the US budget.102 The military has been launching
decommissioned ICBMs on commercial missions, but has not seen significant revenues since
the commercial launches started ten years ago.103

The US House of Representatives in 2005 recommended a $525-million cut to the TSAT
system and the Space Radar – two programs also plagued by delays and cost overruns.96 The
Senate’s bill recommended cutting $250-million from the Pentagon’s request for $836-million
for TSAT, and $126-million from the $226-million requested for Space Radar.97 Nevertheless,
the initial launch of the five-satellite TSAT constellation is planned for 2013.98 The
Congressional Budget Office estimated that the USAF budget for space programs would grow
by 40 percent in 2006 and double by 2011, “mostly to pay for existing programs.”99

Also in 2005 the USAF announced that the National Polar-orbiting Operational
Environmental Satellite System, initially budgeted at $6.8-billion, will likely exceed its
estimated cost by 15 percent.92 The SBIRS-High program continues to experience delays and
is expected to exceed its cost projections by more than 25 percent.93 While the USAF is
considering curtailing the number of satellites produced, past reviews of SBIRS-High have
failed to find alternatives that meet the system’s objectives without increased risk, cost, and
delay.94 General Lance Lord, recently retired head of USAF Space Command, acknowledged
the management problems of SBIRS-High, but expressed hope that the program will soon be
on track.95

Of concern are the Future Imagery Architecture (FIA) program and the highly classified next
generation of stealth imagery satellites. The FIA program has been plagued by technical
problems that sent costs well beyond the initial projection of $10-billion and delayed the
expected launch of new satellites.89 Cost increases for this program alone are estimated to be
more than $25-billion over the next decade. Reports indicate that the classified stealth satellite
program has seen its estimated costs double to $9.5-billion.90 The US Senate Intelligence
Committee has moved to cancel the program.91

2005: Significant cutbacks to a number of US military space programs
The US remained the dominant military space actor in 2005 in terms of both capabilities and
budget, with USAF Space Command alone running programs costing $15-billion.88
However, the US military space program continued to come under fiscal and political pressure
in 2005. Launch delays and significant cost overruns were cited as the major reasons for
recommendations by the US Congress to cut the budgets for a number of satellite programs.

TREND 5.1: The US and Russia lead in developing military space systems
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Net assessment:
Developments for 2005 could have a mixed impact on space security. The developments in
US military communications satellites will increase space security in several ways: as satellite
data transmission rates improve, the US will be able to transmit more information with the
same amount of bandwidth, thus reducing pressure to claim more of the frequency spectrum.
As their transmission protection capability increases (i.e., anti-jamming/anti-interception), the
need for other types of protection and negation techniques (such as detecting and targeting
Earth stations emitting jamming signals) will decrease. However, as US satellites become

On 3 March 2005, it was reported that Russia would orbit an entire constellation of highresolution space radars in the next few years, utilizing Arkon-2 and Kondor-E satellites.118 The
system would possess unique three-band radar that would enable object detection in
undergrowth or surface scanning under dry ground.119 The Arkon-2 satellite will provide high
quality photos of areas measuring 10 square kilometers, with a resolution of up to one meter,
and panoramic photos in a 450-kilometer sector, with a resolution of up to 50 meters. Also
under development is the Kondor-E high-resolution radar satellite, which has a multirole
radar that provides high-resolution images along two 500-kilometer sectors left and right of
its orbit. The satellite’s onboard radar will also provide three-dimensional images for digital
terrain models.

There were also a number of successful launches in 2005. On 20 January, the Parus-96
navigation satellite was launched into LEO. Normally part of a six-satellite constellation, the
military satellite has a service life of two to three years.112 Since the development of the
GLONASS navigation system, data relay is the principal utility of the Parus satellite.113 On
21 December, Russia successfully fielded the Gonets-D1M and Rodnik military
communications satellites into LEO. The Gonets satellite has been added to a multipurpose
satellite communications group, which primarily serves Russia’s security-related and law
enforcement agencies.114 The new satellite will provide high-speed transmissions of short
messages, email, and other communications and will have a service life of seven years. Also
sent into orbit on the Kosmos-3M was a military craft known as Sreta-3, which experts believe
could be similar to Gonets, but for use by military forces.115 On 25 December, Russia
enlarged its GLONASS constellation with three new satellites (Kosmos 2417, Kosmos 2418,
and Kosmos 2419).116 There are currently 14 satellites in the system, but it is expected to be
expanded to 18 satellites by 2007. In November 2005, the Ministry of Defense announced
that the military will get six new satellites in 2006.117

This situation was compounded by a number of failed launches in 2005. On 21 June, Russia
lost its Molnya-3K military satellite when the Molnya-M carrier rocket crashed six minutes
into its flight.109 On 26 August, the Monitor-E surveillance satellite achieved orbit, but the
spacecraft went dead soon after.110 On 28 October, the military satellite Mozhayets-5 failed
to separate from its booster rocket Kosmos-3. The satellite is currently rotating in a LEO with
the booster’s third stage and is sending no signals to Earth.111

Gromov, only one Russian photoreconnaissance satellite remains. Additionally, he has said
that Russian military satellites only cover a third of the Earth’s surface at any given time.107
According to Western intelligence sources, four of the six Oko early warning satellites that
detect possible US ICBM launches are non-operational; and of the early warning satellites that
are designed to detect ICBM launches from US Trident class submarines, only the one
surveying the mid-Atlantic is operational. The two operational Oko satellites observe the US
for six hours a day each; the rest of the time Russia is reliant on ground-based radars and
would only know of an attack when incoming missiles were detected by these radars.108
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In Pakistan, President Musharraf approved construction of the Remote Sensing Satellite
System (RSSS) on 21 August 2005. Expected to cost $323.8-million, the system is designed
“to ensure strategic and unconditional supply of satellite remote sensing data, for any part of
the globe over the year.” The RSSS will provide high-resolution satellite images in support of
the military.127

In an effort to improve satellite images of North Korea’s nuclear and missile facilities, Japan
began research in 2005 on reducing the size of reconnaissance satellites to enhance their
maneuverability.125 The Japanese government plans to launch its second-generation
reconnaissance satellites in FY2005 or FY2006; a third generation in 2009; and a fourth in
2010 or 2011. The Japanese Defense Agency also plans to construct a large-scale image
communications system intended to cover East Asia, parts of the Middle East, and Africa.126

2005: Regional tensions drive military space development in Asia
Existing military space powers in East Asia continued to develop their capabilities in 2005.
Taiwan announced plans to launch a $300-million reconnaissance satellite, presumably as a
result of continued tensions with China.121 The planned system, named Follow-On RSS
(Remote Surveillance Satellite), would replace Taiwan’s Formosa II and be capable of
producing images with 50 centimeters resolution.122 In the meantime, an unnamed Taiwanese
official has said that the military and security authorities will have to increase their reliance on
images taken from their existing Formosa II “research” satellite, which has 1.8 meter
resolution.123 The Formosa II, for which Chinese officials expressed the concern that it would
be used for military purposes, was launched in May 2004; its service life is not expected to last
beyond 2008 or 2009.124

TREND 5.2: More states developing military space capabilities

If the reduction in Russian launch reliability seen in 2005 becomes a trend, it would have a
negative effect on space security: The many different actors who use Russian launch vehicles
and facilities face greater risks with less confidence in their ability to access and use space.
Strengthening GLONASS, however, could be positive as it would provide redundancy with
GPS as well as better accuracy at higher latitudes.120

harder to jam and intercept with current methods, other countries could feel compelled to
develop more advanced satellite negation capabilities. Furthermore, as the US becomes more
dependent on space support for their military operations, their space systems may also become
more of a target for negation.
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The first two Galileo navigation satellites were developed in 2005. The first satellite arrived at
the European Space Agency’s European Space Research and Technology Centre in August and
was developed by SSTL.140 A joint initiative of the EU and ESA, Galileo will both compete
with and complement the current US GPS system, and also be compatible with the Russian
GLONASS network, but is designed strictly for civilian use. The European navigation system
will deliver real-time positioning accuracy down to the meter range, unprecedented for a
publicly available system.141 On 29 December 2005, the first Galileo satellite was launched
(see Civil Space Programs and Global Utilities).

2005: Europe expands navigation, imaging, and communications capabilities
European states launched three military satellites in 2005, contributing to a trend in which an
increasing number of states other than Russia and the US are building up military space
capabilities. France launched a large communications satellite called Syracuse; Spain launched
the communications satellite XTAR-EUR; and the UK launched an imagery microsatellite
called TopSat. TopSat, built by Surrey Satellite Technology Ltd. (SSTL), continues the trend
in which microsatellites are used for military purposes. A March EU report on security needs
in the space sector recommended consolidation and greater interoperability between current
European national space systems.139

Analysts have questioned the purpose of the Shenzhou 6 mission of October 2005. Some
analysts support the view that all Shenzhou missions to date have provided the basis for
military missions, and that the most recent had at least some image intelligence-gathering
capacity.136 Claims that the Shenzhou 6 carried a single large camera mounted at the
“porthole” position has led to speculation that the main mission of China’s second manned
spaceflight was a continuation of the military imaging reconnaissance conducted by Shenzhou
5.137 Others analysts contend that the goals of the piloted program are quite specific to the
missions and that the equipment being developed for Shenzhou is devoted to accomplishing
those goals.138

Questions continued to arise in 2005 over China’s space programs and whether the civil and
commercial activities of a space program that is operated by the People’s Liberation Army have
concealed military intentions. There have been suggestions that China plans to compete with
the US in all areas, including military applications and anti-satellite weapons.132 Some US
officials believe that China will use its space assets to play a major role in the use of force and
has shown “significant indications” of developing space weapons, such as satellite-killing
missiles, lasers, and satellites.133 The US Department of Defense supports these assertions in
its report, “The Military Power of the People’s Republic of China 2005.”134 Other analysts are
unconvinced, and suggest that the DOD has no clear evidence to support their
contentions.135 Indeed, the 2005 DOD report dropped previous assertions that China was
developing “parasitic micro-satellites,” after serious questions emerged regarding the
credibility of the intelligence.

2005: China continues to expand military space program
With a total space budget estimated at $2.2-billion, China continued its ambitious satellite
program in 2005.128 Launched on 27 October, the Beijing-1 (Tsingshua-1) microsatellite is
an Earth observation spacecraft that combines a multispectral camera with a high-resolution
panchromatic imager.129 In 2005, China signed agreements with the EU to participate in
Galileo, committing $241-million to the project.130 There is speculation that China’s
participation in the Galileo navigation system may eventually be used to improve the accuracy
of its missiles.131
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The high resolution imaging TopSat microsatellite was launched on 27 October 2005.
Although not a dedicated military satellite, TopSat – built by a British partnership that
includes SSTL (who made the satellite bus) and is led by QinetiQ – is jointly funded by the
Ministry of Defence (MOD) and the British National Space Centre. The program is intended
is to provide a good commercial standard of imagery at a much lower cost than what is
currently available.153 On 20 December, QinetiQ announced that TopSat had successfully
transmitted the first high resolution images.154 The MOD is already considering a possible
follow-on program and increased use of LEO microsatellites as part of a mix of assets to
provide persistent intelligence, surveillance, target acquisition, and reconnaissance.155

2005: UK military expands satellite communications and develops interest
in microsatellites
The British Skynet 5 program was delivered a month ahead of schedule in February 2005. The
original program consisted of two hardened military communications satellites, the Skynet 5A
and 5B, each carrying SHF and UHF communications payloads. In December, Skynet 5C
was added.149 The satellites will feature enhanced survivability, anti-jamming capabilities, and
multiple directional spot beams.150 The system will provide advanced and flexible satellite
communications for the UK military, with an expected capacity 2.5 times greater than the
current system’s.151 Each new satellite will have sufficient excess capacity to enable Paradigm
Secure Communications, a subsidiary of EADS Space Services, to generate further revenue by
delivering specialist military and government communications to other customers. Canada,
France, Portugal, NATO, and two undisclosed customers have signed on.152 Skynet 5A, 5B,
and 5C will be launched in 2006, 2007, and 2008, respectively.

In October 2005, EADS Astrium chose Arianespace to launch two Spirale early-warning
microsatellites for a probative research and technology demonstration program.147 French
defense company Thales, appointed the prime contractor for the Melchior program in 2005,
will provide the French armed forces with a high-frequency communication system. Melchior
will be vital for military theatre communications and will be interoperable with NATO
systems.148

2005: France developing satellite communications and early-warning system
In 2005, France continued to develop the most advanced and diversified independent military
space capabilities in Europe. On 13 October, France launched into GEO the Syracuse 3A, the
first in a new generation of satellites designed to provide ultrasecure communications for the
French military. Compatible with Britain’s Skynet and Italy’s Sicral, the satellite has been
described as “the cornerstone in a European military Satcom system” under an arrangement
by which NATO allies pool their satellite resources.143 NATO’s 3C agency recently chose the
three systems to provide SHF communications for member countries.144 In December, the
Syracuse 3A was accepted by the French procurement agency (DGA) after successful
performance tests.145 It is designed to increase military satellite communications capacity
tenfold, ensuring security against surveillance and interference while also providing
communications in difficult-to-access areas.146 The satellite is expected to have a 12-year
lifespan.

Spain’s XTAR-EUR communications satellite was successfully launched on 12 February 2005.
The XTAR-EUR satellite’s footprint stretches from Eastern Brazil and the Atlantic Ocean,
across all of Europe, Africa, and the Middle East to Singapore, providing X-band services to
military clients.142 The Spanish Ministry of Defense is XTAR's first customer; when its
primary national satellite, SPAINSAT, enters service XTAR will provide backup capacity.
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2005: Canada looks to satellite to assert Arctic sovereignty
In June 2005, Canada’s Department of National Defence announced the creation of Project
Polar Epsilon, a $52.1-million joint space-based wide area surveillance and support capability
that will provide all-weather, day/night observation of Canada’s Arctic region and its ocean
approaches out to 1,850 kilometers.172 The Polar Epsilon project will develop capabilities for
ship detection, environmental sensing, ocean intelligence, and satellite data reception and

2005: India boosting surveillance and reconnaissance capabilities
The Indian satellite-based Military Surveillance and Reconnaissance System that was to be
operational in 2005 is now scheduled for 2007.168 A joint venture between ISRO and the
Defence Research and Development Organization, the remote sensing satellite system would
work with extensive ground-based surveillance systems to enable India to keep watch on all
areas of concern within the region, including missile silos. India has also entered into
discussions with the Israeli MOD and Israel Aircraft Industries Ltd. regarding the possible
purchase of a TechSAR reconnaissance satellite.169 India has not launched any explicitly
military satellites to date, though several of its civilian satellites have resolutions that would
make them acceptable reconnaissance satellites: Cartosat-1, launched on 7 May 2005, has a
resolution of 2.5 meters. The future Cartosat-2 will have better resolution than its
predecessor.170 According to ISRO, Cartosat-2 will provide scene resolution that is better than
one meter.171

Since the failure of the Shavit 1 SLV, Israel has reached an agreement to launch the TechSAR
on an Indian Polar SLV.164 While most reviews have described the TechSAR as a military
reconnaissance satellite, Israel claims it has no military capabilities; the statement may speak
to the fact that the Indian Space Research Organization (ISRO) is not authorized to launch
military space vehicles.165 The Israeli government has not abandoned SLV self-reliance and
plans to send the Ofeq-7 into orbit using an improved version of the rocket.166 A successful
test of the latest Shavit SLV was reported on 14 July 2005, indicating that the rocket was
capable of carrying a 700-kilogram payload.167

Israel is working to overcome the 6 September 2004 failure of its Shavit-1 SLV and destruction
of the Ofeq-6 satellite by developing the Ofeq-7 and the TechSAR surveillance and
reconnaissance satellites.159 TechSAR’s launch is scheduled for 2006 at an estimated cost of
$15-million.160 It has become a top priority for the acquisition of strategic image intelligence,
intended to have a 14-kilometer-wide imaging swath.161 Both the Ofeq and TechSAR
satellites were developed indigenously as part of Israel’s plan to expand its recently created
military space command and boost reconnaissance capabilities.162 Additionally, Israel has
signed on to cooperate with the EU’s Galileo satellite navigation system and is pursuing airlaunched surveillance microsatellites.163

2005: Proliferation of military space capabilities in the Middle East
On 27 October 2005, Iran became the 45th country in the world to own a satellite, the Sina1, which was launched by a Russian Kosmos-3 launcher. Designed by the Russian firm Polyot,
Sina-1 has a resolution precision of about 45 meters and the Iranian government claims that
the satellite will be used to collect data on ground and water resources, as well as
meteorological conditions.156 However, less than a month after its launch, the head of Iran’s
space program said the Sina-1 is capable of spying on Israel and some suggest it is a response
to Israel’s Ofeq-5 reconnaissance satellite.157 However, the resolution precision of the Sina-1
clearly limits the effectiveness of any military reconnaissance functions. In cooperation with
Italy’s Carlo Gavazzi Space, Iran plans to launch a remote sensing Mesbah satellite in the near
future and is still pursuing its own Space Launch Vehicle (SLV) – the Shehab-4 missile.158
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Net assessment:
Space is gaining military importance for a growing number of states. As more actors develop
military space capabilities, the perception of space assets as extensions of the terrestrial
battlefield, and therefore as military targets, increases. The situation could motivate greater
international space security cooperation and the development of independent capabilities for
space situational awareness, space system protection, and space system negation. Moreover,
continued development of launch vehicle technology as an endeavor towards independent
space access could also provide actors with potential space system negation technologies.

processing. The project will build ground reception sites on Canada’s Atlantic and Pacific
coasts that will link information from its new RADARSAT 2 satellite, scheduled for launch in
2006, and other sources to produce high quality imagery for military as well as other
applications.173
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Many space systems remain unprotected from a range of threats, assessed by experts to
include, in order of decreasing likelihood, (1) electronic warfare such as jamming
communications links, (2) physical attacks on satellite ground stations, (3) dazzling or
blinding of satellite sensors, (4) pellet cloud attacks on low-orbit satellites, (5) attacks in space
by micro-satellites, (6) hit-to-kill anti-satellite weapons, and (7) high-altitude nuclear
detonations (HAND).1 Other potential threats include radio-frequency weapons, highpowered microwaves and “heat-to-kill” ground-based laser ASATs. Growing awareness of the
vulnerabilities of space systems has led actors to develop space systems protection capabilities
to detect, withstand, or recover from an attack. With the proliferation of space systems
protection techniques and technologies, both the range of actors employing protection
systems and the range of protection options are increasing.

Space Security Impacts

A critical space systems protection capability is the ability to recover from the space negation
attack in a timely manner by reconstituting damaged or destroyed components of the space
system. Capabilities to repair or replace ground stations and re-establish satellite
communications links are generally available, while capabilities to rebuild space-based systems
are much more difficult to develop. Capabilities to protect systems against environmental
hazards such as space debris are examined in the Space Environment chapter.

Protection of satellite ground stations, communications links, and satellites themselves is
dependent upon the nature of the space negation threat that such systems face. Negation
capabilities are examined in more detail in the Space Systems Negation chapter, but in general
terms they can include: cybernetic attacks against space system computers, electronic attacks
on satellite communications links, conventional or nuclear attacks on the ground- or spacebased elements of a space system, and directed energy attacks such as dazzling or blinding
satellite sensors with lasers.

The ability to detect, identify, and locate the source of space negation attacks through
surveillance and space situational awareness capabilities is critical to space protection, since it
is important to know whether the failure of a space system is being caused by technical or
environmental factors or the deliberate actions of an attacker. Detection of an actual attack is
often a precondition for effective protection measures such as electronic countermeasures or
simply maneuvering a satellite out of the path of an attacker. The ability to detect an attacker
is also a prerequisite for deterrence.

Both active and passive means can be used to provide three main types of space systems
protection: capabilities to detect space negation attacks; physical and electronic means to
withstand attacks on ground stations, communications links, and satellites; and reconstitution
and repair mechanisms to recover from space negation attacks. Attacks on the space negation
capabilities of others, for example anti-satellite (ASAT) systems, are considered by some as
protection measures. These capabilities are addressed by the Space Systems Negation and
Space-Based Strike Weapons chapters.

This chapter assesses trends and developments related to the research, development, testing,
and deployment of capabilities to protect space systems from potential negation efforts.
Protection capabilities are designed to mitigate the vulnerabilities of the ground-based
components of space systems, launch systems, communications links to and from satellites,
and satellites themselves.

Space Systems Protection
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CHAPTER SIX

Detecting rocket launches
During the Cold War, the USSR and the US developed significant space-based early warning
systems to detect ballistic missile and space rocket launches. These systems also provided some
ability to detect the ground-based launch of an ASAT by monitoring the trajectory of the
launch to see if it could place its payload into the same area as an existing satellite. Besides the
US and Russia, no other actors currently have such capabilities, although France is due to
launch two early warning satellites, Spirale-1 and Spirale-2, in 2008.3

As noted above, the ability to distinguish space negation attacks from technical failures or
environmental attacks is critical to space protection. Mounting effective protection efforts
often depends upon effective warning of attack, as well as a clear understanding of the
parameters of the attack itself. Detecting attacks on satellite ground stations is not addressed
in any detail within this trend assessment since this capability is available to almost all actors
with some measure of conventional military capability. A general assessment of the capabilities
of key space actors to detect a space negation attack is provided in Figure 6.1.

TREND 6.1: US and Russia lead in general capabilities to detect rocket
launches, while US leads in the development of advanced technologies
to detect direct attacks on satellites

Key Trends

Under some conditions, protection systems can have a negative impact on space security. Like
many defensive systems, they can stimulate an arms escalation dynamic by motivating
adversaries to develop weapons to overcome protection systems. Robust protection capabilities
could also reduce an actor’s fear of retaliation, reducing the threshold for using space negation
capabilities. Finally, protection, which often increases the weight of the space system, can have
cost implications that affect space access and use, and can thereby reduce the number of actors
with secure use of space.

It is currently difficult to distinguish between satellite failures caused by environmental factors
or a deliberate attack. This has led some experts to argue that greater space situational
awareness is critical to improvements in space security.2 There are, however, inherent dual-use
concerns; for example, it is largely impossible to distinguish a rocket carrying a satellite from
one carrying a nuclear warhead.

As noted in the Space Systems Negation chapter, the space security dynamics of space negation
and protection are closely related. The use of protective measures to address system
vulnerabilities could offer a viable alternative to using offensive means to defend space assets.
Given concerns surrounding space debris, passive defensive measures may offer more
sustainable approaches to space protection challenges.

These protection capabilities can have a positive impact on space security by increasing the
ability of a space system to survive negation efforts, thus helping to assure secure access to, and
use of, space. The ability to detect and survive an attack can also help to deter negation
attempts. Actors may refrain from attacks on well protected space systems, which could prove
to be both futile and costly.
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Sea-based and terrestrial assets perform ballistic missile launch detection and tracking for
China, France, and the UK. China’s four Yuan Wang tracking ships are used for satellite
tracking as well as missile detection and tracking; as well, China is believed to have one Large
Phased Array Radar for missile launch detection near Xuanhua in the west.10 France employs
the Monge tracking ship with ARMOR radars to track ballistic missiles, primarily for its
missile testing program. On the Monge ship there are two C-band ARMOR radars with 10meter receiver dishes, capable of viewing objects to 4,000 kilometers.11 Royal Air Force
Fylingdales in Yorkshire, UK is a major space surveillance site with a Large Phased Array Radar
operating in the UHF frequency range. Fylingdales is one of three radars in the Ballistic
Missile Early Warning System, which performs missile launch detection for Europe and the
US. The radar also acts as a collaborative sensor for the US Space Surveillance Network (SSN)
and is currently being updated to play a role in the US ballistic missile defense program.12

The US is now building the Space-Based Infra-Red System (SBIRS)-High, and the Space
Tracking and Surveillance Systems (STSS) to replace the DSP satellites. When completed,
these systems will be capable of detecting and tracking ballistic missiles, as well as potential
ground-based kinetic-kill ASATs. With ground stations, the SBIRS-High project will consist
of four GEO satellites, a spare satellite, and additional sensors on two classified HEO
satellites.7 A Lockheed Martin-Northrop Grumman team was awarded a $2.16-billion
contract to build SBIRS-High in 1996. By September 2002, this contract was valued at $4.18billion, not including the cost of three of the five GEO satellites.”8 Continued frustration at
the increasing costs of SBIRS-High led Congress to cut $27-million of the $66-million
requested for FY2005.9 The STSS system under development by the US Missile Defense
Agency aims to track missiles through all three phases of flight using a system of 20-30 sensorsatellites in Low Earth Orbit (LEO).

The US military has always emphasized space protection as one of the key pillars of its space
doctrine.6 First launched in 1970, US Defense Support Program (DSP) early warning
satellites have provided the US with the capability to detect missile/rocket launches
worldwide. The DSP system consists of four GEO satellites which, since its inception, have
been progressively replaced with a total of 22 satellites of increasing capabilities.

In 1991, Russia began launching US-KMO, a next generation early warning satellite system,
using a mixture of GEO and HEO satellites. There have been six subsequent launches, but
the program has been plagued by satellite malfunctions. Despite setbacks, Russia seems
determined to continue its development of US-KMO. In 1998, it completed construction of
a new command and control station, which is needed to support the operation of satellites to
be deployed over the Pacific.5

The USSR launched its first space-based early warning Oko satellite in 1972 and had fully
deployed the system by 1982. To maintain a continuous capability to detect the launch of US
land-based ballistic missiles, the system had a minimum of four satellites in Highly Elliptical
Orbits (HEO). Over 80 Oko satellite launches allowed the USSR/Russia to maintain this
capability until the mid-1990s. By the end of 1999, the Oko system was operating at the
minimum possible level of four HEO satellites, which have since been lost and replaced by
two satellites in HEO and one Geostationary Orbit (GEO) satellite. The system continues to
operate in this configuration, which provides coverage of US intercontinental ballistic missile
fields, but with reduced reliability.4
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A HAND can be detected by using gamma ray/X-ray/neutron flux detectors in orbit. Only
the US and Russia are known to have such capabilities, and no other actors are known to be
developing them. The US developed and launched 12 Vela series satellites that would detect
nuclear tests to monitor compliance with the 1963 Limited Test Ban Treaty. Subsequently
such instruments were integrated with DSP early warning satellites and Global Positioning
System (GPS) satellites.16 Russia integrates nuclear detonation warning sensors onto its
GLONASS satellites. Actors in direct line of sight could also detect a HAND.

Another approach would be to place sensors on every satellite to allow the detection of nearby
satellites and negation efforts. While no actor has fully developed these capabilities, the US
Radio Frequency Threat Warning and Attack Reporting (RFTWARS) program aims to
develop a lightweight, low-power radio frequency sensor suite to attach to individual satellites
to provide situational awareness.14 The US is also developing capabilities for individual
spacecraft to detect enemy space negation attempts through its Rapid Attack Identification,
Detection and Reporting System (RAIDRS) program. This largely classified program is
defined by the US as a Defensive Counterspace System designed to identify, locate, and report
attacks on US space systems to enable the timely employment of defensive responses. It is
anticipated that RAIDRS will achieve these goals with existing technologies, data, and
sensors.15

Space-based conventional ASATs can be detected through the tracking of satellite maneuvers
to monitor whether a satellite is in an orbit that could allow it to intercept or attack another
satellite. Both the US and Russia have a limited ability to do this through their space
surveillance capabilities (see Space Environment). In 2004, the US began moderating access
to satellite orbital information from its SSN because such data can also be used to support
negation efforts.13 However, data from the SSN has been the primary means of collision
avoidance for many states. While the ability to constantly monitor all satellites to detect hostile
maneuvers would constitute a significant protection capability, no space actor currently has
this ability.

Detecting ASAT attacks
Most actors have a basic capability to detect a ground-based electronic attack, such as
jamming, on their space systems, by sensing the interference signal of the attacker or detecting
the loss of communications with the system under attack. It is, however, difficult to provide
early warning for such attacks. In the case of jamming, it is reasonable to assume that any
satellite operator could detect an interruption of signals from the satellite and most operators
could detect the interference signal itself. Many actors also have the capability to use multiple
sensors to geo-locate the source of jamming signals, which helps to determine if the
interference is intentional. It is also reasonable to assume that all actors operating a satellite
have some capability to detect spoofing, since basic electronic error code checking routines are
relatively simple to implement.
Directed energy attacks, such as laser dazzling or blinding and microwave attacks, move at the
speed of light, so that advance warning is very difficult to obtain. These attacks can be detected
either by the loss of a data stream from optical or microwave instrumentation or, in the case
of blinding, by detecting the energy beam prior to damage. On-board satellite-specific laser
sensors can detect either the key laser frequencies or radiant power. Such capabilities could
trigger a variety of protection measures, such as automated mechanical shutters, which may
be able to prevent damage, depending on the sophistication of the attacker. Only US satellites
are known to have such capabilities, and only Russia, France, and perhaps China have
reconnaissance satellites that might employ such capabilities.
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Satellite communications links require specific electronic protection measures to safeguard
their utility. Unclassified information on these capabilities is difficult to obtain. However, one
can assume that most space actors, by virtue of their technological capabilities to develop and
operate space systems, are also able to take advantage of simple but reasonably robust
electronic protection measures. These basic protection capabilities include: (1) data
encryption; (2) error-protection coding that increases the amount of interference which can

Electronic protection
Most, if not all, space actors are capable of providing effective physical protection for their
satellite ground stations within the general boundaries of their relative military capabilities,
although they may not elect to do so. Thus, this chapter focuses on the increasingly critical
area of the protection of satellite communications links. This is also an area in which space
negation efforts have recently been undertaken both during times of peace and of conflict (see
Space Systems Negation).

The vulnerability of civil and commercial space systems raises concerns, since a number of
military space actors are becoming increasingly dependent upon commercial space assets for a
variety of applications. Many commercial space systems have a single operations center and
ground station,18 leaving them potentially vulnerable to some of the most basic attacks, such
as car bombs. As a notable example, the US GPS was operational for five years before a second
primary ground station was completed.19 Responding to these types of concerns, in 2002, the
US General Accounting Office recommended that “commercial satellites be identified as
critical infrastructure” (see Commercial Space ).20

Satellite ground stations and communications links are the most likely targets for space
negation efforts since they are vulnerable to a range of widely available conventional and
electronic weapons. Military satellite ground stations and communications links are generally
well protected, whereas civil and commercial assets tend to have fewer protection features. A
study published by the US President’s National Security Telecommunications Advisory
Committee (NSTAC) emphasized that the key threats to the commercial satellite fleet are to
ground facilities from hacking computers or possibly, but less likely, jamming.17 However,
satellite communications can usually be restored and ground stations rebuilt for a fraction of
what it costs to replace a satellite.

TREND 6.2: The protection of satellite ground stations is a concern, while
the protection of satellite communications links is poor but improving
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FIGURE 6.1: Capabilities of key actors to detect an attack on a satellite system
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A total of 28 actors are assessed to have a suborbital launch capability that allows them to
launch a conventional or nuclear payload into LEO for a few minutes before it descends back
into the Earth’s atmosphere. A total of 10 actors have developed an orbital launch capability,

After attacks on satellite ground stations and communications links, the most significant space
systems protection challenge is the defense of satellites from direct attack with conventional,
nuclear, or directed energy weapons. Here the primary source of protection for satellites is
derived from the difficulties associated with launching an attack into and through the unique
space environment. Conventional weapons need to be launched into, and maneuvered
through, space to fairly specific locations. Directed energy weapons must overcome
atmospheric challenges and be effectively targeted at satellites, which orbit at great distances
and move at very high speeds. A general assessment of the capabilities of key space actors to
protect against direct threats to satellites is provided in Figure 6.2.

TREND 6.3: Protection of satellites against some direct threats is
improving, largely through radiation hardening, system redundancy,
and greater use of higher orbits

During the Cold War, the US and the USSR led in the development of satellite
communications protection systems. The US currently appears to be the leader in developing
advanced satellite communications protection, and some of these capabilities are now available
to other states with more advanced military communications systems. For example,
US/NATO Milstar communications satellites use multiple anti-jamming technologies,
employing both spread-spectrum modulation and antenna side-lobe reduction. Adaptive
interference cancellation is being developed for next generation satellites.24 Through its Global
Positioning Experiments project, the US is attempting to solve the problem of GPS jamming
by developing airborne pseudo-satellites which provide higher powered GPS signals to
overpower jammers.25 The US is also currently developing laser-based communication
systems, which could provide a degree of immunity from conventional jamming techniques
in addition to more rapid communication. Lastly, in response to several jamming incidents in
past years allegedly attributed to the Falun Gong, China launched its first anti-jamming
satellite – a communications satellite.26

Sophisticated electronic protection measures are generally unique to the military
communications systems of technologically advanced states. These advanced protection
capabilities include: (1) narrow band excision techniques that mitigate jamming by using
smaller bandwidth; (2) burst transmissions and frequency-hopping (spread-spectrum
modulation) methods that communicate data in a short series of signals, or across a range of
radio frequencies, to keep adversaries from “locking-on” to signals to jam or intercept them;
(3) antenna side-lobe reduction designs that mitigate jamming or interception vulnerabilities
by providing more focused main communication beams and reducing interferences from
jamming in the side-lobe regions; and (4) nulling antenna systems (adaptive interference
cancellation) which monitor interference and combine antenna elements designed to null or
cancel the interference.22 This last technique is considered the most comprehensive antijamming technique in existence.23

be tolerated before communications are disrupted; (3) directional antennas that reduce
interception or jamming vulnerabilities, or antennas that utilize natural or manmade barriers
as protection from line-of-sight electronic attacks; and (4) shielding and radio emission
control measures that reduce the radio energy that can be intercepted for surveillance or
jamming purposes.21
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These defender advantages can be enhanced through a number of general space protection
measures, including use of higher orbits, dispersion, autonomy, redundancy, reconstitution,
signature reduction, and the use of decoys or evasive maneuvers. Dispersion is a well
established practice in terrestrial conflict that can be applied to satellite operations.
Redundancy in satellite design and operations offers a number of protection advantages. Since
on-site repairs in space are not cost-effective, satellites tend to employ redundant electronic
systems to avoid single point failures. Many GEO communications satellites are also bought

An interceptor is also vulnerable to deception by decoys deployed from a target. For example,
an interceptor’s radars could be deceived by the release of a cloud of metal foil known as
“chaff,” its thermal sensors could be spoofed by devices imitating the thermal signature of the
satellite, or its sensors could be jammed.

Once an interceptor has been launched toward a satellite, it has committed a significant
amount of its limited fuel to a specific attack strategy. This can be exploited by the defending
targeted satellite through evasive maneuvers which force an interceptor to expend valuable fuel
and time to re-orient its line of attack. While such maneuvers require valuable fuel mass, and
few satellites carry extra fuel specifically for this purpose, all operational satellites have some
fuel allocated to maintain their orbital positions, known as “station keeping,” in case of natural
orbital disturbances. These evasive maneuvers must only be large enough to avoid the weapons
effects or target acquisition range of the interceptor,28 but the extra fuel required might
represent more than 10-20 percent of the satellite cost.29 No satellites are known to be
designed to carry fuel specifically for such evasive maneuvers.

Protection against conventional weapons
Efforts to protect satellites from conventional weapons such as kinetic hit-to-kill, explosive, or
pellet cloud methods of attack assume that it is more or less impossible to provide physical
hardening against such attacks because of the high relative velocities of objects in orbit.
However, as discussed, the difficulty of attacking into, and maneuvering through, space
facilitates the protection of satellites from conventional weapons threats. For example, tests of
the Soviet co-orbital ASAT system in the 1960s and 1970s were limited to opportunities when
the longitude of the interceptor launch site matched that of the target satellite, which only
occurred twice per day. This introduced an average delay of six hours between a decision to
attack a satellite in LEO and the launch of an interceptor.

The distances and speeds involved in satellite engagements can also be exploited to enhance
satellite protection. Satellites in lower altitude orbits are more difficult to detect with spacebased infrared sensors because of their proximity to the Earth’s atmosphere. Lower orbits are
also less predictable because of greater atmospheric effects such as fluctuations in density in
the upper atmosphere, which alter satellite drag. For example, at around 800 kilometers of
altitude, the predictability of orbits is limited to an error of approximately one kilometer for
a prediction one day in advance of the calculation, using readily available models. Conversely,
higher operational orbits raise the power demands for terrestrial radars, leaving only optical
systems capable of tracking satellites in altitudes beyond 5,000 kilometers. Surface finishes and
designs optimized for heat dissipation and radar absorption can also reduce the observation
signatures of a satellite, further complicating negation targeting efforts.

with eight of these actors having demonstrated the capability to reach GEO. The fact that
LEO can be reached in a matter of minutes, while GEO takes about half a day to reach by
completing a Hohmann transfer orbit, illustrates the unique protection dynamics associated
with different orbits.27 Not surprisingly, military systems are increasingly being placed into
higher orbits such as Medium Earth Orbit (MEO) or GEO.
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EMP shielding protects sensitive satellite components from the voltage surges generated by
nuclear detonations reacting with the environment and the internal voltages and currents
generated when X-rays from a nuclear detonation penetrate a satellite.33 Technical measures
to protect satellites from external EMP effects include: (1) metal shields and conductive
coatings to prevent EMP radiation from entering satellite cavities, (2) linking and grounding
of the exterior components of a satellite to create a Faraday cage which will prevent
transmission of EMP radiation to interior components, (3) the use of grounding straps and
surge arresters to maintain surfaces at the same electrical potential, and (4) the use of
microwave filters to isolate internal satellite electronics from external electromagnetic

Radiation hardening measures enable satellites to withstand the effects of nuclear weapons
through the use of radiation-tolerant components and automatic sensors designed to switch
off non-essential circuits during a nuclear detonation. Photovoltaic, or solar, cells employed as
power sources for many satellites are particularly vulnerable to radiation effects, and can be
replaced by nuclear reactors, thermal-isotopic generators, or by fused silica-covered radiationresistant solar cell models built with gallium arsenide.

Protection against nuclear attack
Since all current nuclear weapons states also have suborbital space access, the capability to
carry out a HAND attack is at least within the capability of these states. While unhardened
satellites are quite vulnerable to the effects of nuclear weapons, there are three general measures
that can be used to protect them: (1) radiation hardening, (2) electromagnetic pulse (EMP)
shielding, and (3) scintillation and blackout avoidance.32

Higher orbits can also be utilized to take advantage of lengthier warning times and greater
access difficulties. To some extent, Russia has led in the use of higher orbits by using HEO
applications. The use of this orbit allows Russia to obtain better coverage of the US for a
longer duration. Increasingly, the US has begun to recognize and utilize the benefits of higher
orbits and other space actors are slowly following suit.

With greater dependence on space systems, the motivation for redundancy is increasing.
China, ESA and the EU (in partnership with others), and Japan are developing satellite
navigation systems that will increase the redundancy of such systems on two levels. First,
constellations of satellites such as the GPS and the proposed EU Galileo system are inherently
protected by redundancy, since the loss of one satellite might reduce service reliability but not
destroy the entire system. Second, different but often interoperable systems could create
redundancy of entire navigation systems, so that the same actor may be able to rely upon two
separate systems. Indeed, in 2004 the EU and the US agreed to make the Galileo and GPS
systems interoperable to ensure a certain degree of redundancy (see Civil Space Programs and
Global Utilities).31

In general, there is currently little redundancy of commercial, military, or civil space systems.
This is especially true of the space-based components, due to the large cost per-kilogram of
launch. Commercial satellites are, however, increasingly exploiting slack in the commercial
telecommunications systems to allow for distribution and redundancy.

in pairs and launched separately into orbit to provide system-level redundancy. Over the
longer term, in-orbit repair and robotic servicing capabilities will likely further improve the
survivability of space systems. Signature reduction has been developed, particularly in the
context of reconnaissance satellites. For example, the US National Reconnaissance Office is
developing a satellite called Misty-3, which will reportedly employ signature reduction
technologies to make it less visible to other actors’ space surveillance equipment.30
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Protection against a directed energy attack
The simplest form of directed energy weapon makes use of a ground-based laser directed at a
satellite to temporarily dazzle, or disrupt, sensitive optics. Optical imaging systems on a
reconnaissance satellite or other sensors, such as the infrared Earth sensors which are part of
the attitude control system of most satellites, would be most susceptible to laser interference.
Because the attacker must be in the line of sight of the instrument, opportunities for attacks
are limited to the available territory below the satellite. A more advanced directed energy
attack designed to degrade or damage sensitive optical or thermal imaging sensors requires
higher laser powers (see Space Systems Negation). Protection measures that address these
threats include: (1) laser sensors, mechanical shutters, or spectral or amplitude filters to protect

The US is pursuing technologies other than hardening to reduce the damaging long-term
radiation belts caused by a HAND. The US High Frequency Active Auroral Research Program
includes research on active measures to reduce the concentration of ionic particles in the upper
atmosphere following a HAND.36 Such measures would reduce the probability of satellite
malfunction in a HAND’s aftermath.

Most commercial spacecraft must install radiation-hardening to guarantee lifespan (typically
15 years) and include automated switch-off and recovery modes which protect systems from
natural radiation events, such as solar flares. But, generally, commercial satellites are not
specifically protected from the EMP effects that would result from a HAND. However, some
commercial spacecraft components are radiation-hardened by using materials developed for
military specifications, which may provide some limited protection. Any physical protection
normally results in an increased cost and it seems unlikely that the space industry would
harden its satellites without significant prompting and subsidization from governments.34
Protection measures vary in cost; for example, hardening against the radiation effects of a
nuclear detonation is estimated to be about two to five percent of satellite costs, while
hardening against the EMP effects of a nuclear detonation can be up to 10 percent of satellite
costs.35

Early space protection efforts undertaken by the US and the USSR during the Cold War were
aimed at increasing the survivability of strategically important satellites in the face of nuclear
attack. US systems such as the DSP early warning, Defense Satellite Communications System
communications, and GPS navigation satellites were all hardened against the radiation and
EMP effects of nuclear weapon detonations, as are all current generation military satellites of
advanced space actors. Robust production lines, the use of satellite constellations, and
responsive launch readiness contributed to the survivability of the USSR’s space capabilities
from nuclear attack. Both the US and Russia maintain hardening to protect against a HAND
on their military assets, as do the UK and France. It is not clear from open sources whether or
not China, India, and Israel employ such measures.

Scintillation and blackout protection measures can be used to avoid the disruption and denial
of communications between satellites and their ground stations, caused by nuclear detonations
that generate an enhanced number of charged particles in the Earth’s radiation belts.
Protection against these communications failures can be provided by crosslink
communications to bypass satellites in a contaminated area and enable communications via
other satellites. Higher frequencies that are less susceptible to scintillation and blackout effects,
such as EHF/SHF (40/20 gigahertz), can also be used.

radiation. The use of graphite composites instead of aluminum construction panels can
further reduce the number of liberated electrons capable of disrupting components. Electrooptic isolators, specialized diodes, and filters can also be used to shield internal satellite circuits.
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In the wake of a space negation attack, the capability to rapidly rebuild space systems is critical
to the maintenance of space utilities. It is assumed that actors capable of operating a satellite
are also able to recover from an electronic attack since such attacks do not, in most cases, cause
permanent damage. It is also assumed that space actors have the capability to rebuild satellite
ground stations. Therefore, this assessment examines capabilities to rebuild space systems by
launching new satellites into orbit in a timely manner to replace satellites damaged or
destroyed by a space negation attack. A general assessment of the capabilities of key space
actors to recover from this type of attack is included in Figure 6.3.

TREND 6.4: Russia and the US lead in capabilities to rapidly rebuild space
systems following a direct attack on satellites
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FIGURE 6.2: Protection capabilities of key actors to withstand an attack on a
satellite system

The US currently leads the way in both systems protection policy and technology to protect
from directed energy attack. Commercial satellites however, typically lack protection from
laser or microwave attack. Besides the US, only the France and Russia are assessed to employ
means such as higher orbits or spectral filtering on reconnaissance satellites to provide
protection from directed energy attacks.

Highly advanced lasers capable of damaging other satellite subsystems through heating or
shock require higher powers still. Vulnerable subsystems include solar panels and some
electronics. Protection can be provided by ablative coatings and isolated shields on the exterior
of spacecraft, the use of spin stabilization to dissipate heat, and the selection of power
generation technology other than photovoltaic cells that can be damaged by lasers.37 The use
of higher orbits provides significant protection from this type of attack because of the distances
involved; in GEO, modest shields can prevent the destruction of a non-imaging satellite by
laser heating.38 Protection against microwave weapons, which use high-powered short pulse
beams to degrade or destroy unprotected electronics, can be provided by over-voltage and
over-current protection circuits within a satellite’s receivers.

from intense laser illumination; (2) the use of multiple imaging frequencies, including those
attenuated by atmospheric absorption, to reduce the effectiveness of the laser weapon itself;
and (3) the use of indirect imaging angles to avoid direct ground-based laser illumination.
While such measure can help to prevent permanent damage, they may require a temporary
disruption of the satellite’s functions.
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There is also increasing interest in the development of air-launched micro-satellites which
could rapidly reinforce or replenish critical military space assets in LEO. The Russian MiGlaunched kinetic energy anti-satellite weapon program was suspended in the early 1990s, but
commercial applications of similar launch methods continue to be explored. The MikoyanGurevich Design Bureau was carrying out research as early as 1997, using a MiG-31 to launch

The US Responsive Access, Small Cargo, Affordable Launch program aims to develop a
responsive system to deliver 50-130 kilograms into LEO on short notice, for under $20,000
per kilogram.44 The US Space Maneuver Vehicle (SMV) is envisioned as a small, powered,
reusable space vehicle, operating as an upper stage on top of a reusable launch vehicle or as a
reusable satellite bus with a variety of available payloads. An operational SMV might include
up to 550 kilograms of payload with a sub-72-hour turnaround time between missions.45

The US is leading in the development of next generation responsive space launch capabilities.
The US Air Force Space Command’s Strategic Master Plan FY06 and Beyond notes, “An
operationally responsive spacelift capability is critical to place timely missions on orbit assuring
our access to space.”42 Several programs address this concern, including the US Force
Application from the Continental US (FALCON) program. It includes a Small Launch
Vehicle sub-program for a rocket capable of placing 100-1,000 kilograms into LEO on 24hours notice for under $5-million.43
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FIGURE 6.3: Protection capabilities of key actors to rapidly recover from an attack
on a satellite system

During the Cold War, the USSR and the US led in the development of economical launch
vehicles capable of rapidly launching new satellites as a means to repair space systems following
an attack. The USSR/Russia has launched less expensive, less sophisticated, and shorter-lived
satellites than those of the US, but launched them more often. Soviet-era pressure vessel
spacecraft designs, still in use today, have an advantage over Western vented satellite designs
that require a period of out-gassing before the satellite can enter service.39 In principle, Russia
has the capacity to deploy redundancy in its space systems at a lower cost and to allow quicker
space access to facilitate the reconstitution of its systems. Indeed, in 2004, Russia conducted
a large military exercise which included plans for the rapid launch of military satellites to
replace space assets lost in action.40 A significant fraction of current Russian launches,
however, are of other nations’ satellites, and it struggles to maintain existing military systems
in operational condition. Thus, in practice, little redundancy is leveraged through this launch
capability.41
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Actors attempting to recover from a HAND attack must be capable of operating in a space
environment that may be hostile to satellites due to enhanced radiation in some orbits. While
some actors may be able to use higher orbits, the capability to operate in an enhanced
radiation environment is limited to actors that have radiation-hardened satellites, including
France, Russia, the UK, and the US.

The US is also pursuing technologies to recover from a HAND. In addition to improving the
ability of satellites to withstand the long-duration radiation belt effects of a HAND, the US
High Frequency Active Auroral Research Program, allows the US to increase the probability
that replacement satellites will be able to survive a normal lifetime in the face of persistent
HAND effects.

small commercial satellites into LEO.46 The Mikron rocket of the Moscow Aviation Institute’s
Astra Centre, introduced in 2002, was designed for launch from under a MiG-31 and is
capable of placing payloads of up to 150 kilograms into LEO.47 The US has been using the
Pegasus launcher, first developed by Orbital Sciences Corporation in 1990, to launch certain
micro-satellites from a B-52 aircraft.
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Russia and the US have been pursuing upgrades to their early warning systems. The Early
Warning Radar and Missile Attack Warning System in Russia and the SBIRS system in the
US could help to detect ground-based attacks on space assets (see Space-Based Strike
Weapons). There has also been discussion among EU states on the feasibility of developing an
independent space surveillance system (see The Space Environment).

The SST program of the Defense Advanced Research Projects Agency (DARPA) is developing
an advanced ground-based optical searching and tracking telescope for objects in GEO, to
supplement the current Ground-Based Electro-Optical Deep Space Surveillance system.51 It
is anticipated that SST will use key optics and curved focal plane array sensor technologies to
provide rapid wide-area search coverage and enable ground-based detection of objects in space
for purposes such as asteroid detection and other defense missions. USAF will participate in
the testing of SST and is expected to take over operation of SST as part of the US SSN.52
DARPA is also pursuing a Deep View radar program to fill the gap of high-resolution object
characterization at higher orbits, and that is also capable of imaging objects below the
minimum size capabilities of current capabilities in all orbits. Program plans include highpower transmitters and very large receiving antennas that can provide high-resolution images
for objects in deep space to provide critical monitoring capability for activities in GEO,
including the health and status of operational satellites and characterization of unknown
objects. Finally, in November 2005, DARPA finished mounting the US-Mexico Large
Millimeter Telescope (LMT) in Puebla, Mexico. Once the LMT becomes functional in 2008,
it will be the world’s largest and most sensitive single-aperture telescope. While such a sensitive
receiver is the technology required for Deep View, it is unclear how DARPA intends to use
it.53

2005: US developing geostationary and ground-based space situational
awareness
In 2005 the US furthered its lead in space situational awareness capabilities with a number of
programs, including the Autonomous Nanosatellite Guardian for Evaluating Local Space
(ANGELS), the Space Surveillance Telescope (SST), the Deep View radar, and the Large
Millimeter Telescope. These programs highlight the growing importance of space situational
awareness in GEO for the US military. In December 2005, the US Air Force Research
Laboratory put out a call for proposals for the development of ANGELS.48 The ANGELS
concept would augment ground-based surveillance capabilities by providing on-orbit
monitoring of a space asset using small nanosatellites weighing less than 15 kilograms. With
first launch projected for 2009, ANGELS would initially be attached to a host satellite placed
into GEO, and would separate from the host to carry out such tasks as monitoring space
weather conditions, detecting ASATs, and diagnosing technical problems with the host
spacecraft. The entire program has a projected budget of $20-million, and exact capabilities
are yet to be determined.49 The space-based situational awareness of ANGELS would fill
current protection gaps by providing continuous monitoring of “keep out zones” in
immediate proximity to assets in GEO, and would detect and characterize objects intruding
in these zones and changes to the orbital environment. This capacity is key to determine
appropriate protection, as well as possible retaliation responses.50

TREND 6.1: The US and Russia lead in general capabilities to detect
rocket launches, while the US leads in the development of advanced
technologies to detect direct attacks on satellites
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2005 DEVELOPMENTS

Net assessment:
The development of signal boosting technology should have a positive impact on space
security by reducing the vulnerability of current navigation signals and by quickly
compensating for damaged or destroyed GPS satellites. It highlights efforts made by states to
transfer certain space-based platforms to less vulnerable Earth-based ones. Developments in
satellite encryption should also have a positive impact on space security since ground stations
and communications links tend to be the most vulnerable segments of a space system. The
relatively low cost of encryption should also help to ensure secure access to space to a wider
segment of space actors.

The Turkish research institute Tubitak-Bilten reported in 2005 that it is developing a real-time
data encryption/decryption subsystem called GOLGE for Turkey’s RASAT earth-observing
microsatellite that is scheduled for launch in 2007. It will use two reconfigurable processors
for encryption/ decryption using AES and Rivest-Shamir-Adleman algorithms.55 Researchers
at the University of Surrey in the UK, Pennsylvania State University, and the US Naval
Research Laboratory are also researching robust encryption onboard satellites.56

2005: Increasing encryption of satellite communications
Currently very few satellites encrypt the signals they send to their ground stations, and most
that do use encryption that is weak and inefficient. Incidents of satellite signal interception are
increasing, as is the computational power to break simple encryption algorithms. As computer
processing power onboard satellites has increased, it is now feasible to include on satellite
hardware robust encryption that uses the latest standards, including the Advanced Encryption
Standard (AES) of the US National Institute of Standards and Technology and the US
National Security Agency’s High Assurance Internet Protocol Encryption standard.

2005: US successfully tests GPS “pseudolite”
DARPA, in cooperation with the USAF, successfully completed tests in 2005 of unmanned
aerial vehicle pseudo-satellites, or “pseudolites,” designed to boost the power of GPS satellite
signals. The Global Positioning Experiments demonstrated the ability of GPS pseudolites to
relay and amplify GPS signals to counter signal jamming. Pseudolite technology allows the US
military to overcome the limitations of normal GPS signals, which are weak and easily
jammed over battlefield areas, and overpower or “burn through” jamming signals. DARPA’s
pseudolite program is being transferred to the USAF GPS Joint Office for implementation.54

TREND 6.2: Protection of satellite ground stations is a concern, while
protection of satellite communications links is poor but improving

Net assessment:
The development of nanosatellites for space situational awareness and ground-based space
surveillance technology could improve space security by enhancing transparency about space
activities. Furthermore, greater space situational awareness may help bolster trust and strategic
stability by helping to distinguish natural accidents from deliberate attacks on critical space
systems. Technologies such as ANGELS could be used to protect satellites by “spoofing” the
tracking sensors of anti-satellite weapons and acting as decoys during the terminal pursuit
phase of an attack. However, much of the technology used for nanosatellites could be
modified for space negation purposes and in particular “defensive” anti-satellites.
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Net assessment:
Research into rad-hard electronics and the ability to reduce space radiation in certain orbits
has the potential to increase space security. Understanding and controlling radiation in MEO
could greatly increase its utility and relieve certain slot-competition pressures on other orbits.
Radiation hardening and radiation-clearing technologies could also help to mitigate the effects
of a HAND as well as naturally occurring hazards.

2005: US prepares research satellite to facilitate greater use of Medium
Earth Orbit
The Medium-Earth Orbit (MEO) “slot” between 6,000 and 12,000 kilometers has relatively
few satellites compared to GEO and LEO, which face greater competition for orbital
positions. The MEO environment –especially the nature of the radiation and plasma that exist
between the inner and outer Van Allen radiation belts – is not well understood. This so-called
“safe zone” is the subject of increased interest due to its low (though fluctuating) radiation
levels, sufficient altitude to allow almost full-hemispheric coverage, and closer proximity to
Earth, which allows communications to be eight-times faster than from satellites in GEO. To
improve understanding of this orbital region, the Air Force Research Laboratory, DARPA, and
NASA are developing a Demonstration and Science Experiments (DSX) satellite for launch
in 2008. DSX will include experiments to characterize the radiation environment in MEO
and its effects on spacecraft electronics and materials. DSX will also include a Wave Particle
Interaction Experiment, which will research the physics of very-low frequency (VLF)
transmissions in the magnetosphere and the capability of natural and manmade VLF waves to
reduce space radiation.59

2005: Improvements in radiation hardened processors
A key to reliable electronics and computing power in satellites is computer chip technology
that can survive in high-radiation environments. Radiation-hardening technology addresses
natural radiation in space but is also developed to protect military applications from the effects
of nuclear weapons. Such radiation-hardened or “rad-hard” chips require engineering concepts
that are different from standard commercial chips. The US Defense Threat Reduction Agency
(DTRA) Radiation Hardened Microelectronics Accelerated Technology Development
program, begun in FY2002, is now bearing fruit in the area of rad-hard silicon-on-insulator
(SOI) chips. DTRA, in partnership with the Air Force Research Laboratory, has been
modernizing production facilities at BAE Systems and Honeywell Solid State Electronics
Center to narrow the performance gap between rad-hard and commercial electronics. The first
150-nanometer feature size (wire thickness) radiation-hardened semiconductors entered
production on 27 April 2005.57 These rad-hard SOI chips will allow for faster computing
power on satellites while improving resistance to various types of radiation. This is a key
technology for protection from HANDs and may be used on the US Space Tracking and
Surveillance Systems, Space Based Radar, and the Miniature Exo-atmospheric Kill Vehicle.58

TREND 6.3: Protection of satellites against some direct threats is
improving, largely through radiation hardening, system redundancy,
and greater use of higher orbits
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Net assessment:
Efforts on the SLV and the SpaceX Falcon launch vehicle hold promise for more responsive
space lift capability in the US. Further development of air-launch could strengthen space
security by improving responsive space lift. However, air-launches can at present only be used
to launch small or micro-satellites, and only into LEO. Therefore, in 2005 there were
relatively few concrete reductions in the cost and time of launching critical space assets.

Another Russian air launch system that plans to drop a Polyot launch vehicle from an Antonov
An-124-100 Russian carrier aircraft is under development by the Air Launch Aerospace
Corporation.68 The program seeks to be capable of placing commercial small-sized satellites
of 3,000 to 4,000 kilograms into LEO and of 600-800 kilograms into GEO.69 Air Launch
reached an agreement on 7 December 2004 with the Indonesian government for the launch
of a satellite in 2007.70 The agreement also included plans to build a launch facility on the
equatorial Indonesian island of Biak.71

2005: Russia continuing to develop air launch capacity
On 23 March 2005, Kazakh Prime Minister Danial Akhmetov and director Yuri Solomonov
of the Moscow-based Heat Engineering Institute met to discuss the development of a new
Ishim rocket system for launch from beneath Kazakhstan’s MiG-31 fighter jets.66 The system
will be capable of launching payloads up to 200 kilogram into LEO. Although only at the
feasibility stage, this system is reportedly on schedule for deployment in 2007.67

The Force Application and Launch from Continental United States (FALCON) program of
USAF and DARPA continued the development of a Small Launch Vehicle (SLV) in 2005.
The SLV is designed to provide small-capacity launches into LEO for less than $5-million
with 24 hours notice. SLV is a preliminary step in the overall FALCON program, which will
be transferred completely to the USAF after the completion of Phase III in 2010. Lockheed
Martin completed its second successful test-firing of a hybrid motor at the Air Force Research
Laboratory on 10 June 2005 as part of the SLV program. If it is successful, it will significantly
increase US capability for responsive spacelift.65

2005: Smaller, cheaper launches increasing ability to recover after attack
in the US
Efforts continued in 2005 to reduce the costs of launching satellites and to improve the
response time for rapid launches. The smallest launch vehicle used so far is Orbital Sciences’
Pegasus rocket, which is launched in the air from beneath a high-flying jet; this method still
costs approximately $44,500 per kilogram of payload and can currently only be used for small
or micro-satellites. NASA’s 2005 DART mission used a micro-satellite that was air-launched
(see Space Systems Negation).60 The cheapest launch vehicle in use is the Russian
SS18/”Dnepr” launch vehicle at $7-11 million to launch 3,700 kilograms to LEO (about
$3,000 per kilogram), while the cheapest US launch vehicles cost five to 10 times as much.61
Space Exploration Technologies, Corp. (SpaceX) has been developing several launch vehicles
of small, medium, and high capacity spacelift, and with its smallest, the Falcon 1, aims to
bring costs below $7-million to launch up to 570 kilograms into LEO, bringing cost per
kilogram to below $13,300.62 The maiden launch of the Falcon 1 was delayed until 8
February 2006,63 but launch contracts with the US Department of Defense, Malaysia
(ATSB), SpaceDev, MDA, and Swedish Space Corp. are already in place.64

TREND 6.4: Russia and the US lead in capabilities to rapidly rebuild space
systems following a direct attack on satellites
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Space negation-protection arms race dynamics could push actors to develop progressively
more destructive negation means in order to overcome enhanced satellite defenses, eroding
important distinctions that are currently made between military uses of space judged to be
consistent with international law, and the contested efforts to place weapons in space.

Space systems negation capabilities are directly related to space security since they enable an
actor to restrict the secure access to, and use of, space by other actors. It is clear, therefore that
the dynamics of space negation and space protection are closely related. For example, robust
space negation efforts will likely succeed in the face of weak protection measures. Like other
offense-defense relationships in military affairs, this space security negation-protection
dynamic raises concern about arms racing and instability, as actors compete for the strategic
advantages that space negation capabilities appear to offer.

Space Security Impacts

Degradation and destruction can be provided by conventional, directed energy, or nuclear
anti-satellite (ASAT) weapons.1 Conventional anti-satellite weapons concepts include
precision-guided kinetic-kill vehicles, conventional explosives, and specialized systems
designed to spread lethal clouds of metal pellets in the orbital path of a targeted satellite. A
space launch vehicle with a nuclear weapon would be capable of producing a High Altitude
Nuclear Detonation (HAND), causing widespread immediate electronic damage to satellites,
combined with long-term effects to the Van Allen radiation belts, which would have an
adverse impact on most satellites in Low Earth Orbit (LEO).2

Space negation capabilities which involve attacks on satellites themselves require more
sophisticated capabilities. With the exception of ground-based laser dazzling or blinding, a
basic launch capability is required to directly attack a satellite, as are space surveillance
capabilities to effectively target satellites in orbit. Some space-based negation techniques
require highly specialized capabilities such as precision maneuverability or autonomous
tracking.

Many space negation capabilities apply widely proliferated military equipment and practices.
These include conventional attacks on ground stations, hacking into computer systems,
jamming satellite communications links, or using false radio transmissions or simple
camouflage techniques to conceal the location of military assets from surveillance from space.

Space systems negation efforts can involve taking action, from the ground or from space,
against the ground-based components of space systems, the communications links to and
from satellites, space launchers, or satellites themselves. Negation can be achieved through the
application of cybernetic or electronic interference, conventional weapons, directed energy
(lasers), or nuclear capabilities used to carry out what are often referred to as the five Ds –
deception, disruption, denial, degradation, and destruction.

This chapter assesses trends and developments related to the research, development, testing,
and deployment of capabilities designed to negate the use of space systems. It also assesses the
development of space situational awareness capabilities, including space surveillance, a key
enabling technology for space systems negation, since tracking and identifying targeted objects
in orbit are prerequisites to most negation techniques.

Space Systems Negation
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CHAPTER SEVEN

The US leads in developing advanced technologies to temporarily negate space systems by
disrupting or denying access to satellite communications. The Department of Defense
(DOD) “offensive counterspace” budget line item sees steady funding for offensive programs
“to disrupt, deny, degrade or destroy an adversary’s space systems, or the information they
provide, which may be used for purposes hostile to US national security interests.”8 In 2004,
the mobile CounterComm system designed to provide temporary and reversible disruption of
satellite communication signals was declared operational.9 The US Space Control Technology

Electronic and information warfare techniques, including hacking into computer networks
and electronic jamming of satellite communications links, are negation capabilities that are
becoming increasingly available to both state and non-state actors. A number of electronic
jamming incidents targeting media broadcasts by communications satellites have been
reported in recent years, with interruptions in US broadcasts to Iran,4 Kurdish news
broadcasts,5 and Chinese television allegedly by the Falun Gong.6 Iraq’s acquisition of GPSjamming equipment for use against US GPS-guided munitions during Operation Iraqi
Freedom in 2003 suggested that jamming capabilities are proliferating, as the equipment was
reportedly acquired commercially from a Russian company, Aviaconversiya Ltd.7

The most vulnerable components of space systems are the ground stations and
communications links, which are susceptible to attack from widely accessible weapons and
technologies. An attack on the ground segments of space systems with conventional military
force is conceivably the most likely space negation scenario. System sabotage; physical attack
on the ground facility by armed invaders, vehicle, or missile; and interference with power
sources would require modest military means.

TREND 7.1: Proliferation of capabilities to attack ground stations and
communications links

Key Trends

Finally, it is noteworthy that the application of some destructive space negation capabilities,
such as kinetic-kill ASATs, would generate space debris with the potential to inflict widespread
damage on other space systems and undermine the sustainability of space security over the
longer term. Similarly, a HAND is indiscriminate in its effects and would generate long-term
negative impacts on space security. These concerns have led some experts to argue that space
negation efforts may have a positive impact on space security, if, for example, such efforts
prevent the target actor from using space systems to inflict widespread and long-term damage
to the space environment.

These security concerns are compounded by the fact that many key space capabilities are
inherently dual-use. For example, space launchers are required for many ASAT systems;
microsatellites offer great advantages as space-based kinetic-kill vehicles; and space surveillance
capabilities can support space debris collision avoidance strategies as well as targeting for ASAT
weapons.

Soviet and US concerns that early warning satellites be protected from direct attack as a
measure to enhance crisis management were enshrined in bilateral treaties such as the Strategic
Arms Limitation Talks and the Anti-Ballistic Missile treaties (see Space Security Laws, Policies,
and Doctrines). Recent space war games have also underscored the challenges generated by
space negation efforts focused on “blinding” the strategic communications and attack warning
capabilities of an adversary.3
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As noted in Figure 7.1, a variety of American and Soviet/Russian programs during the Cold
War and into the 1990s sought to develop ground-based ASAT weapons employing
conventional, nuclear, or directed energy capabilities.

TREND 7.3: Ongoing proliferation of ground-based capabilities to attack
satellites

While the US Space Surveillance Network is the primary provider of space surveillance data
to all space users, it has limited capabilities to provide real-time data collection. The Space
Situational Awareness Integration Office was created in 2002 within USAF Space Command,
with responsibilities to oversee the integration of space surveillance in order to achieve space
situational awareness.15 Space-based surveillance, demonstrated by the US in the late 1990s
through the Space Visible Sensor experiment,16 is being pursued through the Space-Based
Surveillance System (SBSS), described in the 2003 Transformation Flight Plan as “a
constellation of optical sensing satellites to track and identify space forces in deep space to
enable defensive and offensive counterspace operations.”17 A “Pathfinder” SBSS satellite is set
for launch in 2007.18 The US is planning to develop a geostationary Orbital Deep Space
Imager designed to “provide a predictive, near-real time operating picture of space to enable
space control operations.”

The US explicitly links space surveillance with its space control doctrine and desire to achieve
“space situational awareness.” The 2001 Quadrennial Defense Review Report noted that the US
would “pursue modernization of the aging space surveillance infrastructure, enhance the
command and control structure, and evolve the system from a cataloging and tracking
capability to a system providing space situational awareness.”13 Space Control is defined by
the US Air Force (USAF) as “combat, combat support, and combat service support operations
to ensure freedom of action in space for the United States and its allies, and when directed,
deny an adversary freedom of action in space.”14

Driven by Cold War security concerns, the US and USSR were pioneers in the development
of space surveillance capabilities. Today, a growing number of space actors are investing in
space surveillance to facilitate debris monitoring, satellite tracking, and near Earth object
(NEO) detection, although the US remains dominant. Russia maintains relatively extensive
capabilities in this area, and China and India have significant satellite tracking, telemetry, and
control assets essential to their civil space programs. Canada, France, Germany, and Japan are
all actively expanding their ground- and space-based space surveillance capabilities.

TREND 7.2: US leads in the development of space situational awareness
capabilities to support space negation

budget item seeks to “continue development and demonstration of advanced countercommunications technologies and techniques (…) leading to future generation countercommunications systems and advanced target characteristics.”10 The mission description for
this program element notes that, “consistent with DoD policy, the negation efforts of this
program focus only on negation technologies which have temporary, localized, and reversible
effects.”11 The 2004 Presidential Directive on Space-Based Positioning, Navigation and Timing
Systems calls for development of capabilities to selectively deny, as necessary, GPS and other
navigation services.12
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The US Army invested in ground-based kinetic energy ASAT technology in the late 1980s
and early 1990s. Although its Kinetic Energy (KE) ASAT program was terminated in 1993,
some related research continued and Congress granted funding for the program in FYs 1996,
1997, 1998, 2000, 2001, and 2004.21 In 2002, program administrators reportedly estimated
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kilometers ballistic missile single test of the US
Explorer VI satellite

Description of program

Conventional weapons
Launching a payload to coincide with the passage of a satellite in orbit is the fundamental
requirement for a conventional ASAT capability. A total of 28 actors have demonstrated suborbital launch capabilities, 10 of which have orbital launch ability. With tracking capabilities,
a payload of metal pellets or gravel could be launched into the path of a satellite by sub-orbital
rockets or missiles (for example a SCUD missile).20 Kinetic hit-to-kill technology requires
more advanced sensors to home in on the target. Targeting satellites from the ground using
any of these methods would likely be more cost-effective and reliable than space-based
options.
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FIGURE 7.1: History of ground-based ASAT programs19
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Directed energy weapons
The ASAT potential of high-energy lasers has been extensively explored by the US and to a
lesser degree by the USSR/Russia. All states have access to low-powered lasers, which could be
used to “dazzle” unhardened satellites in LEO. As many as 30 states may already have the
capability to use low-power lasers to degrade unhardened sensors on satellites in LEO.34
According to the US DOD, China has conducted ground tests of directed energy weapons
with potential uses as ASATs. In 1997, the US Mid-Infrared Advanced Chemical Laser
(MIRACL) was test-fired against a satellite in a 420-kilometer orbit, damaging the satellite’s
sensors. Reportedly, it was a 30-watt laser used for alignment that actually damaged the target

There are eight states assessed to possess nuclear weapons: China, France, India, Israel,
Pakistan, Russia, the US, and the UK. North Korea has declared itself to be in possession of
nuclear weapons and has sub-orbital ballistic missile capability.32 Iran is suspected by many of
pursuing a nuclear weapons program and has an active long-range missile program.33

China, the member states of ESA, India, Israel, Japan, Russia, Ukraine, and the US all possess
space launch vehicles capable of launching a nuclear warhead into orbit, although placing
weapons of mass destruction in outer space is prohibited by the Outer Space Treaty. North
Korea, Iran, and Pakistan are among the 18 states that possess medium-range ballistic missiles
that could launch a mass equivalent to a nuclear warhead into outer space without achieving
orbit.

Nuclear weapons
A nuclear weapon detonated in space generates an electromagnetic pulse that is highly
destructive to unprotected satellites, as demonstrated by the 1962 Starfish Prime test.30 Given
the current global dependence on the use of satellites, such an attack could have a devastating
and wide-ranging impact on society. As noted above, both the US and USSR explored
nuclear-tipped missiles as missile defense interceptors and ASAT weapons. The Russian
Galosh ballistic missile defense system surrounding Moscow employed nuclear-tipped
interceptors from the early 1960s through the 1990s.31

US Air Force Doctrine Document 2-2.1 outlines a set of so-called “counterspace operations”
designed to “preclude an adversary from exploiting space to their advantage … using a variety
of permanent and/or reversible means.”29 The 2004 Counterspace Operations describes the
planning for and execution of such operations, including legal considerations and targets,
which include satellites, communications links, ground stations, launch facilities, command,
control, communication, computer, intelligence, surveillance, and reconnaissance systems
(C4ISR), or third-party providers. Among the tools for offensive counterspace operations, the
document lists direct ascent and co-orbital ASATs, directed energy weapons, and electronic
warfare weapons.

The US has deployed a limited number of ground-based exoatmospheric kill vehicle (EKV)
interceptors for ballistic missile defense purposes.24 EKVs use infrared sensors to detect
ballistic missiles in mid-course and maneuver into the trajectory of the missile to ensure a hit
to kill.25 Some experts assess that, with limited modification, the EKV could act as an
ASAT26. With an interceptor capable of launching a kill-vehicle as high as 6,000 kilometers,
this system would likely have the capacity to attack satellites in LEO.27 The total budget for
missile defense grew from $4.8-billion for FY2001 to $9.2-billion for FY2005.28

an on-orbit demonstration of the moth-balled system would cost $60-million.22 Congress
appropriated $7.5-million for the KE ASAT for FY2004 through the Missile Defense Agency’s
(MDA) Ballistic Missile Defense Technology budget.23
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The Airborne Laser currently under development is central to plans for future Boost Phase
Ballistic Missile Defense. Merging a megawatt class chemical oxygen iodine laser with a
Boeing 747-400 aircraft, the system is designed to destroy ballistic missiles in the early boostphase.38 The Airborne Laser project achieved “first light” in 2004 in a ground-based test of
the chemical oxygen iodine laser.39 This technology is also assessed to have ASAT capabilities.
A summary of the technologies that are required to support the development of ground-based
capabilities to attack satellites is provided in Figure 7.2 below.

satellite’s sensors,35 suggesting that even a commercially available low-watt laser functioning
from the ground could be used to “dazzle” or temporarily disrupt a satellite.36 The megawatt
class MIRACL laser system is able to dazzle and blind sensors in GEO and heat to kill
electronics on satellites in LEO – a significant ASAT capability. Until 2004, the US was
developing a Counter Surveillance/Reconnaissance System (CSRS) employing lasers to
temporarily disrupt surveillance satellites by dazzling sensors.37
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The US has a variety of ongoing programs developing advanced technologies that would be
foundational for a space-based conventional ASAT program, including maneuverability,
docking, and on-board optics. The Experimental Spacecraft System (XSS) employs
microsatellites to test proximity operations, including autonomous rendezvous, maneuvering,
and close-up inspection of a target. For example, XSS-10 was launched in 2002 and
performed maneuvers within 40 meters of another satellite. The Near-Field Infrared
Experiment (NFIRE), designed to provide support to ballistic missile defense, would employ
a kill vehicle to encounter a ballistic missile at close range, with a sensor to record the findings.
Although NFIRE is not designed for space systems negation, it could be modified for such
use. Another missile defense technology currently under development which could enable
space systems negation is the space-based interceptor (SBI). The SBI, tentatively scheduled for
a 2011-2012 deployment, will test ballistic missile interception using small, light-weight kill
vehicles from a space-based platform.42

The proliferation of microsatellite technology has involved a wide array of new state,
commercial, and academic actors engaging in satellite research and development. A total of 30
states have at some stage employed microsatellites. The partnership between China and Surrey
Satellite Technology Ltd. of the UK saw the 2000 launch of the Tingshua-1 microsatellite and
companion Surrey Nanosatellite Application Platform to test on-orbit rendezvous
capabilities.40 China, along with Algeria, Nigeria, Thailand, Turkey, Vietnam, and the UK,
has pledged to contribute microsatellites to the Disaster Monitoring Consortium (see Civil
Space Programs and Global Utilities).41 A number of states also employ microsatellites for
scientific remote-sensing and surveillance purposes, with no evidence of links to space
weapons programs.

Space-based weapons targeting satellites with conventional explosives, referred to as “space
mines,” could employ microsatellites to maneuver near a satellite and explode within close
range. Relatively inexpensive to develop and launch, with a long lifespan, microsatellite
technology serves many useful purposes. A microsatellite’s purpose would be difficult to
determine until detonation and, because of their small size, space-mine microsatellites would
be hard to detect.

Deploying space-based ASATs, whether using kinetic-kill, directed energy, or conventional
explosive techniques, would require somewhat more advanced enabling technologies beyond
the fundamental requirements for orbital launch. Many of these technologies could be
advantageous for a variety of civil, commercial, or non-negation military programs, but
microsatellites, maneuverability, and other autonomous proximity operations are essential
building blocks for a space-based negation system. A summary of the existing capabilities of
key space actors that have considered enabling technologies for the development of spacebased ASATs is provided in Figure 7.3.

TREND 7.4: Increasing access to space-based negation enabling
capabilities
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The German space agency’s on-orbit servicing program, Technology Satellite for
Demonstration and Verification of Space Systems (TECSAS), is testing proximity operations
and on-orbit maintenance of satellites. It will explore “in-orbit qualification of the key robotics
elements (both hardware and software) for advanced space maintenance and servicing systems,
especially with regard to docking and robot-based capturing procedures.” Germany’s Spacecraft
Life Extension System project plans a satellite “tugboat” to keep satellites in-orbit beyond their
intended lifespan.77 These technologies could conceivably be modified for space systems
negation purposes.

Autonomous rendezvous capacity is also the objective of NASA’s Demonstration of
Autonomous Rendezvous Technology (DART) spacecraft, relying on the Advanced Video
Guidance Sensor and GPS to locate its target.75 The Defense Advanced Research Projects
Agency’s (DARPA) Orbital Express program will develop on-orbit refueling and
reconfiguring–servicing necessary for maneuvering a space-based ASAT.76 These programs
make use of smaller, lighter components and are consistent with a growing US emphasis on
responsive space programs.

*This figure highlights enabling technologies for space-based kinetic-kill negation capabilities. It does not imply that these actors
have such negation systems or even programs to develop them, merely that they have prerequisite technologies that would make
acquisition of such a system a shorter-term possibility.
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2005: Chinese satellite TV suffers further jamming incidents
China continued to be a target of satellite jamming incidents in 2005. AsiaSat’s 3S satellite’s
television service to China was disrupted on 13 March 2005 when six of its transponders were
jammed, interrupting at least eight television stations with anti-government messages timed
to coincide with annual meetings of the Chinese Communist Party. While AsiaSat promptly
blamed the Falun Gong spiritual movement, representatives denied any involvement in the
attack and the perpetrators have yet to be apprehended. As the satellite’s coverage extends well
beyond China’s borders, the attack could have originated from any number of neighboring
countries.80 China has responded to past jamming incidents by purchasing and developing
“jam-proof” satellites such as the APSTAR VI, launched on 12 April 2005. However, by 3
July 2005, the broadcasts of the CCTV channel to China using the APSTAR VI satellite were
overridden by signals also allegedly from the Falun Gong.81

Iran continued to jam satellite reception in Tehran in 2005. While satellite dishes are
technically banned in Iran, the government has reportedly taken additional steps to prevent
reception of international opposition television stations, including Voice of America’s Persianlanguage programming. The jammers did not affect the uplink, but instead broadcast
microwave signals across Tehran to prevent reception over the local area, a procedure that is
not banned by international law. The US Broadcasting Board of Governors responded on 17
June 2005 in support of Voice of America and other affected stations by providing access to a
third satellite to broadcast their signals simultaneously with the current two (Telstar 12 and
EutelSat’s Hotbird), thus making it more difficult for Iranian authorities to jam the signals.79
This local jamming technique would be applicable to counter-intelligence or battlefield
situations as well, providing the ability to temporarily block satellite reception over specific
areas without damaging space assets or disrupting services outside of the area.

2005: State-sponsored jamming incidents in Libya and Iran
Libya has been accused of blocking broadcasts of two international satellites (Eutelsat’s
Hotbird and Loral Skynet’s Telsat 12), interrupting signals of several TV and radio stations
serving Europe as well as some American diplomatic, military, and intelligence
communications. The primary target is thought to be Sowt Libya (Voice of Libya), a Britishand Arab-owned commercial radio station broadcasting on human rights issues to Libya. The
first jamming incident occurred on 19 September 2005; also jammed were the signals of
CNN International, BBC World, and several other stations using Eutelsat’s Hotbird satellite.
The jamming ended after 50 minutes when Sowt Libya went off the air. The radio station then
began re-broadcasting several days later as Sowt Al-amal (Voice of Hope) from the US using
Loral Skynet's Telstar 12 satellite. Jamming resumed less than an hour after Sowt Al-amal
started broadcasting, blocking several European stations but not affecting Sowt Al-amal itself.
The station voluntarily suspended its broadcasts and the jamming signal, which stopped
broadcasting, was sourced to a transceiver in Tripoli. The issue is reportedly being addressed
by US and UK diplomatic officials who are calling on Libya to investigate and apprehend the
perpetrators and are considering filing a complaint with the International Telecommunication
Union, of which Libya is a member. The jamming succeeded in disrupting US military
communications in the Mediterranean, demonstrating the use of ground stations to
temporarily negate both commercial and military satellite functions.78

TREND 7.1: Proliferation of capabilities to attack ground stations and
communications links
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2005 DEVELOPMENTS

2005: Progress on high-energy lasers in the US and on basic laser research
in China
High Energy Laser (HEL) weapons have the potential to neutralize targets from a distance
rapidly and with precision, and are intended for particular use in missile defense. The US
continues to develop powerful HEL weapons capable of reaching space-based targets, seeking
to make them lighter, more compact, and less service-dependent so that they can be placed on

TREND 7.3: Ongoing proliferation of ground-based capabilities to attack
satellites

Net assessment
US restrictions on space surveillance data could help to thwart space systems negation against
US assets. The negative implications for other actors have yet to be seen, but limiting the
ability of satellite operators to track debris and other satellites to avoid collisions would
undermine space security.82 Ongoing European efforts in 2005 to develop an independent
space surveillance system may have a positive effect on space security by increasing the capacity
and redundancy of space surveillance systems, but could also support space systems negation.

2005: US restrictions on sharing of space surveillance data and European drive
to develop independent capabilities
The new provisions included in the 2004 US Defense Authorization Act that restricts the
distribution of space object tracking data were put into effect in 2005 when a new USAF
website known as Space Track became the primary surveillance data provider for the public.
Downloading data requires approval of a user agreement, with restrictions on redistribution,
and advanced analysis functions will require fees. In spite of protests from the amateur and
professional astronomy community, there has been no major clarification of the agreement for
redistribution of data – an issue of concern for major data redistributors like the Heavens
Above website based in Germany, and for other state and non-state space actors requiring the
data for mission planning, satellite monitoring, and collision avoidance. The effort to protect
US space assets is limited by the nature of satellite tracking; many classified objects are already
tracked independently by hobbyists based on sky observation and trajectory calculation. Partly
as a consequence of US restrictions on space surveillance information, EU member states
indicated their interest in exploring an independent space surveillance capability (see The
Space Environment).

TREND 7.2: The US leads in the development of space situational
awareness capabilities that could support space negation

Net Assessment:
While still relatively infrequent, satellite jamming incidents continued to have a negative, and
at times indiscriminate, effect on the secure use of space in 2005. Radio frequency jamming,
interference, and piracy are also becoming a growing concern for the satellite services industry
(see The Space Environment). Incidents in China and Iran demonstrated the proliferation of
space negation capabilities to both state and non-state actors. The jamming of China’s
APSTAR, a satellite that was specially designed to be jam-resistant, also illustrated the ongoing
vulnerability of space systems to concentrated negation efforts. Jamming incidents in Libya
demonstrated how these capabilities are spreading to new states, with potentially long-term
negative effects on space security. Under the International Telecommunication Union
Convention, the radio frequency spectrum or “airwaves” are considered sovereign to the state.
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While the US is the only state known to be conducting research and development on HEL
with specific ASAT capabilities, it is by no means the only state to conduct research and
development of lasers. Over 30 states continue to have such foundational elements for
developing a laser ASAT as high-powered lasers, high-quality optics, satellite tracking, and
precision telescope pointing and tracking. China, for example, has developed all major laser
types for a variety of industrial, medical, commercial, and military applications.89 Its high

The range of laser weapons could be extended beyond the line of sight with the use of mirrors.
Such possibilities have been explored for battlefield operations using mirrors on unmanned
aerial vehicles, and are being developed using a high-altitude airship in what is called the
Aerospace Relay Mirror System.87 Such mirror systems could potentially be used to direct
lasers toward space objects, allowing for greater global coverage with few ground facilities and
a reduction in atmospheric effects on targeting.88

Since size and the need for refueling limit current laser weapons designs, the US is pursuing
solid state laser (SSL) designs, which are generally lighter, smaller, and of longer operational
life, but have not been able to generate the same level of continuous power as other types. The
Pentagon’s Joint High-Power Solid-State Laser (JHPSSL) program is funding the development
of a 25-kilowatt SSL capable of more than 300 seconds of run-time.85 Twenty-five kilowatts
is the approximate minimum power needed to heat-to-kill electronics on satellites in LEO and
300 seconds is the typical flyover time of a satellite in LEO. JHPSSL contractor Northrop
Grumman announced on 9 November 2005 that it had successfully tested a 27-kilowatt SSL
for 350 seconds, the most powerful continuous SSL to date. The ASAT capabilities of SSLs
could potentially go far beyond simply dazzling sensors to blind or heat the satellite
components themselves. Further, given the absence of any chemical refueling needs, the
potential for use of SSLs on aircraft and spacecraft grows as their size and weight decrease. In
space, which is free of the disrupting effects of weather and atmosphere, satellite-disabling
effects could be achieved at much lower power.86

Northrop Grumman and Raytheon are developing the advanced high-power Chemical
Oxygen-Iodine Laser for the Airborne Laser project of the MDA. The aircraft for the ABL
completed its Low Power System Integration-Passive phase of testing on 26 July 2005. This
8-month period of flight tests included demonstrations of beam control/fire control systems,
missile detection sensors, and laser turret. It then entered its active testing phase, after which
the actual laser installation is expected to take place, with plans for its first test against a missile
in 2008.84

Much of the US work on HEL systems is carried out at the Starfire Optical Range and the
High Energy Laser Systems Test Facility (HELSTF) at the White Sands Missile Range, home
of the megawatt-class MIRACL laser and its partner Sea-lite beam director. Northrop
Grumman was awarded a two-year contract in February 2005 for operations and maintenance
of lasers and support systems used at the HELSTF facility to test effects against physical
threats. The 3.5-meter telescope at Starfire has been fitted with a sodium-beacon laser to
enable atmospheric compensation and beam control experiments in 2005; possible
applications include anti-satellite weapons, relay mirror systems, satellite tests and diagnostics,
and high-resolution satellite imaging. Further funding has been requested for FY2006 and
FY2007.83

aircraft and perhaps eventually on satellites in orbit. Targeting HEL weapons on satellites
could have several effects depending on the power, focus, and exposure time, from temporarily
blinding sensors to overheating and destroying electronic systems or even the physical
structure.
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2005: China, EADS, and UK continue basic research into kinetic kill vehicles
While research and development appear to be most advanced in Russia and the US, a number
of other space-faring nations conducted basic research into kinetic kill vehicles in 2005.
Chinese academic institutions, including Guangzhou University, Harbin Industrial
University, and Hunan Changsha National University of Defense Technology, explored
techniques for kinetic energy interceptors. Open-source journals outlined research focused
specifically on exo-atmospheric interceptors, and while such applications can be used for
ballistic missile defense, they also enable kinetic energy ASATs. Specific topics of research
included optimizing fuel consumption, attitude control, interception orbit determination,
various methods for midcourse and terminal guidance, and atmosphere-to-space transition.100

Russia continued tests of its upgraded A-135 anti-ballistic missile system in 2005 at the Sary
Shagan Missile Range in Kazakhstan. The A-135 system includes 100 Gazelle and Gorgon
interceptor missiles deployed in underground silos around Moscow and became operational
in 1995 to replace the A-35M Galosh system from the 1970s. The Gazelle is a short-range (80
kilometers) missile designed for descent/terminal phase missile defense within the atmosphere,
while the Gorgon is a long-range (350 kilometers) exo-atmospheric missile capable of
intercepting ballistic missiles in midcourse in space. The Gorgon was originally designed to
launch a 1-megaton nuclear warhead for detonation just outside the atmosphere to destroy
incoming warheads. Such a high-altitude nuclear detonation could disable any satellite in
LEO within line of sight. Due to its long range, the Gorgon is also said to have a conventional
anti-satellite capability against targets in LEO.99

2005: Upgrades in US and Russian ground-based anti-ballistic missile systems
Both the US and Russia continue research and development of ballistic missile interceptors
with dual-use potential as ASATs. The tenth interceptor missile of the MDA’s Ground-based
Midcourse Defense system was placed in its silo at Fort Greely, Alaska on 20 December 2005,
joining seven others at Fort Greely and two at Vandenburg Air Force Base, California.96 The
US Senate also re-implemented previous plans for a kinetic kill vehicle on the NFIRE satellite
to be launched in 2006.97 Both the interceptor missiles and the NFIRE kill vehicle could
potentially be used to target satellites in orbit (see Space-Based Strike Weapons).98

2005: US conventional (kinetic-energy) ASAT program continues
The US Army’s small yet long-standing kinetic-energy anti-satellite (KE-ASAT) program is
now part of an Applied Counterspace Technology testbed at Redstone Arsenal after program
restructuring in 2004. Funding for the program totaled $7.5-million in FY2004 and $14million in FY2005, through direct appropriations by the US Congress rather than Army
budget requests. The current contract with Miltec Corporation includes development of three
advanced kill vehicles. No funding is currently allocated for a flight-test program and the
future of the program remains uncertain. Opposition is growing from within the USAF to
kinetic kill maneuvers due to the consequent debris production that can threaten the security
of other space assets.95

power laser program has been operating since as early as 1986, beginning with the LF-12
Shengguang-1 laser at the Chinese Academy of Sciences’ Shanghai Institute of Optics and
Fine Mechanics. China now has multiple hundred-megawatt lasers.90 Research in China
continued in 2005 on laser frequencies and adaptive optics that can help to maintain laser
beam quality over long distances – a condition that is necessary for possible ASAT uses.91
Some sources indicate that China is developing satellite tracking and laser ranging capabilities
as well as fire control systems.92 Research was also carried out in 2005 on the use of solid state
lasers in space, mostly in sensor and altimeter functions,93 and on the operational effectiveness
of laser anti-aircraft weapon systems.94
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NASA also demonstrated similar technologies under its DART program in 2005. DART is an
experimental microsatellite designed to autonomously locate and rendezvous with a retired US
military communications satellite without human assistance. DART was built by Orbital
Services to demonstrate technology with possible future NASA applications in returning Mars
samples, servicing satellites, delivering cargo to the International Space Station (ISS), and
servicing the Hubble Space Telescope. Intended to approach within 5 meters of its target
satellite, DART ran out of fuel earlier than expected and unexpectedly collided with the target
satellite during its 15 April 2005 mission. The premature fuel expenditure was apparently
caused by faulty communication with GPS satellites that helped the spacecraft navigate.106
The accidental collision bumped the target satellite into an orbit several kilometers higher
than normal, and though not intentional, demonstrates a dual-use for kinetically de-orbiting
a target satellite without creating significant debris. The ability to operate autonomously in

2005: US microsatellites demonstrate dual-use rendezvous and surveillance
capabilities
Many close-proximity, in-orbit activities for both protection and negation require highly
sensitive maneuvering capabilities, for which microsatellites play a key role due to their fuel
efficiency, small size, increasing technical capabilities, and relatively low cost. In 2005, both
civil and military space programs in the US demonstrated such capabilities. The USAF
launched the Experimental Satellite System-11 (XSS-11) microsatellite on 11 April and in
September, announced that it had flown successful repeat rendezvous maneuvers with the
upper stage of the Minotaur I rocket that had deposited it into orbit, taking images from as
close as 500 meters. An improvement on the XSS-10 that completed a similar operation in
2003, the XSS-11, during its lifespan of 12 to 18 months, is expected to complete several more
missions. Although the satellite has used manual maneuvering from ground control, an
autonomous planning system was running in the background and is expected to take over in
the future.105

TREND 7.4: Proliferation of space-based negation enabling capabilities

Net assessment:
The ongoing progress in the development of ground-based space negation technologies,
particularly the more advanced laser ASAT programs in the US, could be considered to have
a negative effect on space security. Whether with the intention of hedging for future
contingencies or for related civil research, an ever greater number of states appear to be
developing latent capabilities for directed energy and kinetic ASATs. However, it is also
notable that some technologies, such as high-energy lasers, remain outside the capability of
many space-faring states. Furthermore, none of these technologies was deployed, tested, or
used in 2005, and the case of the US KE-ASAT highlighted the reticence if not outright
opposition from military actors to the use of debris-producing weapons.

EADS Space Transportation continued its research on ground-based exo-atmospheric kinetic
kill vehicles for missile defense. Its “Exoguard” interceptor family, currently under advanced
study, will reportedly be capable of hitting ballistic targets at altitudes higher than 100
kilometers.101 In 2004 EADS worked on design and also began cooperating with Raytheon
for development of European ballistic missile defenses.102 Since 2001 it has participated in
various NATO missile defense feasibility studies in partnership with other European
companies.103 Work by the UK Defence Science and Technology Laboratory on exoatmospheric interceptors, including guidance systems and decoy detection, continued in
2005.104
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The ConeXpress Orbital Life Extension Vehicle (CX-OLEV), currently being developed by
Orbital Recovery, is set to be the first commercial satellite that is specifically designed, using
its own thrusters, to rendezvous with a target satellite in GEO, latch onto it, and provide it
with renewed propulsion, navigation, and guidance capability.111 The CX-OLEV will also use
an extremely efficient electric ion-plasma propulsion system, reducing fuel storage size and
weight. Although this propulsion system is slower than other thruster systems, requiring 4 to
6 months to move from LEO to GEO, it makes docking much safer. Orbital Recovery signed
its first reservation for a servicing mission in October 2005.112

2005: Strengthening of commercial actors in the microsatellite market
Microsatellites are becoming more common in all space sectors. Orbital Recovery made a
major entrance into the commercial microsatellite market in 2005, marketing its “space tug”
services to reposition other satellites.109 UK-based Surrey Satellite Technology, Ltd. continued
to be the leading microsatellite provider. Its high-resolution Earth observation microsatellites,
built for China and the UK, were successfully launched on 27 October 2005. Progress on the
“RapidEye” five-satellite Earth observation constellation continues with a launch contract
signed with Russian-Ukrainian ISC Kosmotras.110

Lastly, ESA continued its mission study for an asteroid deflection experiment called Don
Quixote in 2005. The mission is being designed to improve understanding of asteroids and to
test methods for determining precise characteristics of an asteroid in order to change its
trajectory. Such an asteroid deflection mission will demonstrate enabling technologies for
space-based negation through kinetic energy impact and flyby observation.

Japan’s highly anticipated 2005 mission to collect samples from an asteroid and return them
to Earth apparently failed in the final stages. The Hayabusa spacecraft was launched in 2003
to rendezvous with the Itokawa asteroid. The spacecraft succeeded in landing on 20
November 2005, but apparently failed to collect samples. Its small robot lander, Minerva, was
also lost in November after failing to touch down on the asteroid. While the intended mission
was not a success, it demonstrated autonomous firing and rendezvous technologies which
could potentially serve negation purposes.108

2005: Near Earth Object missions demonstrate dual-use capabilities
In light of concerns about the potential dangers of NEOs, ESA, Japan, and the US led NEO
interception missions in 2005. NASA’s Deep Impact program succeeded on 3 July 2005 in
hitting Comet Tempel 1 with a 372-kilogram impact probe, which was observed from a flyby
spacecraft and from Earth with ground- and space-based telescopes. Labeled a “controlled
cratering experiment,” the goal of this mission was to gain data on the composition of the
comet. Deep Impact demonstrated some key negation-enabling capabilities, including launch
of a projectile from a space asset at another space object and real-time space monitoring.107

close proximity to other satellites is a key enabling step for on-orbit characterization of
unknown objects and verification of payload contents for protection purposes. It also enables
signal reconnaissance and interference, physical manipulation and damage, and closeproximity delivery of kinetic and directed energy weapons.
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DARPA has also expressed significant interest in developing capacity for in-orbit servicing,
repair, and orbit manipulation using space robotics with manipulator/grapple arms. Proposals
appeared in the FY2006 and FY2007 budget requests for the Spacecraft for the Universal
Modification of Orbits program totaling almost $35-million. According to DARPA, the
overall purpose is to extend the life of commercial and military satellites, with specific
objectives in 2006-2007 to develop and demonstrate an autonomous rendezvous and
grappling front end system at low cost for both LEO and GEO. It is also intended to provide

Both ROKVISS and Canadian robotics work are foundational for the TECSAS, a joint
German-Russian-Canadian on-orbit servicing project currently under development. The goal
of TECSAS is to test key robotics and navigation elements for advanced space maintenance
and servicing systems. These include, among others, approach and rendezvous, inspection fly
around, formation flight, capture, flight maneuvers, manipulation of the target satellite, active
ground control via telepresence remote control, and passive ground control during
autonomous operations.117

The Canadarm 2 Mobile Manipulator System on the ISS demonstrated for the first time
remote control of arm motion from the ground on 24 February 2005. Rather than use realtime controls, it initiated several simple preplanned trajectories, which are expected to lead to
more complex ground-controlled maneuvers that could relieve ISS crews from timeconsuming robotics operations. This development is the foundation for the Canadian Space
Agency’s next generation robotic hand called the Special Purpose Dexterous Manipulator or
“Dextre.”116

2005: Robotic technologies for on-orbit servicing demonstrated on International
Space Station
On-orbit servicing is a key research priority for German and Canadian civil space programs
and supporting commercial companies. The Canadian space robotics program has a long
history with the Shuttle and ISS Canadarm robotic arms, while Germany has recently
developed significant capacity for smaller-scale robotics. Robotic Components Verification on
ISS (ROKVISS), the space robot project of the German Aerospace Centre (in cooperation
with the Russian Space Agency and several private companies114), was successfully delivered
to the ISS on 24 December 2004 and mounted to the outer wall of the Russian Zvesda
module during a spacewalk on 26 January 2005. In experiments throughout 2005, ROKVISS
demonstrated light-weight robotics technologies and advanced telepresence remote control. It
also tested the effects of the space environment on robotics, including radiation, micro gravity,
and temperature changes.115

2005: Europe's Automated Transfer Vehicle delayed to 2007
ESA has been developing an Automated Transfer Vehicle (ATV) for supplying the ISS.
Though its first launch was originally planned for 2005 or 2006, due to several recent testing
failures, the launch has been delayed until 2007. The ATV will autonomously navigate to
rendezvous and dock with the ISS to deliver supplies and then dispose of wastes in a selfdestructive re-entry. The ATV is also designed to use its thrusters to adjust the ISS’s orbit,
including attitude control, to perform debris avoidance maneuvers, and to boost the Station's
orbit to overcome the effects of atmospheric drag. While the Russian-designed ATV docking
mechanism is made specifically for the ISS, it employs several technologies that include
precise, autonomous navigation, which could enable negation activities involving orbit
manipulation or rendezvous. There are assertions that the ATV is specifically designed not to
collide with the host, but this technology could still be modified in the future to provide basic
kinetic kill maneuver capability.113
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Net assessment:
The proliferation of microsatellite technology and advances in space robotics in 2005 could
have both positive and negative impacts on space security. Microsatellites may drive down the
cost of space access, but also provide precursor technologies for space negation. The XSS-11
illustrates the potential of microsatellites to serve as capable and cost-effective vehicles for inorbit protection and negation activities, including close-proximity surveillance, inspection,
signal reconnaissance, and signal interference, and also for intercept functions as “space mines”
to destroy incoming objects, or perform kinetic kill maneuvers and close-proximity delivery
of energy weapons.121 Space robotics projects are developing technology that will help increase
the lifespan of space assets and facilitate more efficient use of human resources in space, thus
at least indirectly increasing space security. These technologies, as well as research into homing
sensors, have dual-use potential for space system negation by providing capabilities that could
subsequently be directed at targeting, damaging, disorienting, or de-orbiting satellites. It is
notable, however, that these capabilities remain latent: none of these dual-use technologies
have been explicitly linked to space-based negation programs nor directly used for space
systems negation.

Chinese researchers at the Beijing University of Aeronautics and Astronautics, the Chinese
Academy of Space Technology, and Qinghua University continued research on on-orbit
homing and rendezvous methods in 2005, although it is unclear whether the work is new and
Chinese-led or is merely a review of previously conducted foreign research. This work includes
simulations of transfer control, position keeping, and docking, as well as the use of a
rendezvous lidar sensor system linked to attitude controls.119 Researchers at other Chinese
universities have been investigating multisensor homing techniques (e.g., radar and infrared)
and integration of multiple sensor data streams.120

2005: Research, development, and testing of homing sensors in China, Europe,
and the US.
Homing sensors are a foundational technology for all types of space rendezvous activities, as
well as more negation-oriented actions such as kinetic energy anti-satellite weapons, spacebased ballistic missile interceptors, and on-orbit rendezvous for manipulation or signal
interception. In 2005 a number of dual-use systems demonstrated homing capability,
including the German space robotics experiment ROKVISS, the US and Japanese
asteroid/comet interception missions, and the USAF XSS-11 microsatellite proximity
operation (see above).

“safe and calculated de-orbit” for other satellites, something currently being explored as an
option for re-entry of the Hubble Space Telescope at the end of its life.118
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Because actors may seek to offset space-based threats, the deployment of space-based weapons
would most likely encourage the development of ASAT weapons and legitimize attacks on
space assets. Certain normative restrictions and moratoria upon such attacks could be

The deployment of SBSW would enable an actor to threaten and even attack actors on Earth
with very little warning and would constitute a departure from current practice regarding the
military use of space. It would also raise questions regarding the interpretation of the “use of
outer space for peaceful purposes” as enshrined in the preamble of the Outer Space Treaty,
which remains a point of contention in space law.1 It would also directly threaten space
security since actors would no longer enjoy freedom from space-based threats.

SBSW can have a direct impact on all aspects of space security. An actor with an SBSW
capability, such as an SBI, could use such a system to deny or restrict another actor’s ability to
access space by attacking its space launch vehicles. Moreover, since some space-based
interceptors may also be capable of attacking satellites, SBSW systems could be used to restrict
or deny the use of space assets.

Space Security Impacts

While no SBSW systems have yet been tested or deployed in space, the US and USSR devoted
considerable resources to the development of key SBSW capabilities during the Cold War. The
US continues to develop SBI within the context of its missile defense program. In addition to
assessing the status of these dedicated SBSW programs, this chapter also assesses efforts of
space actors to develop key technologies required for SBSW, even if they are not being pursued
for SBSW purposes. It is generally accepted that only the most advanced space-faring states
could overcome the technical hurdles to deploy effective SBSW within the foreseeable future.

Energy-to-target SBSW, often called directed energy weapons, transfer energy through a beam
designed to generate sufficient heat or shock to disable or destroy a target. This beam could
be generated using lasers, microwaves, or neutral particle beams. An example of an energy-totarget SBSW is the US Space-Based Laser (SBL) concept planned for missile defense. An SBL
would attempt to use a satellite to direct an intense laser beam at a missile during its launch
phase, heating it to the explosion point. An SBL satellite would require an energy source to
power the laser, optical systems to generate the laser, and precise attitude control to point the
laser beam accurately at the target for a relatively sustained period of time.

Mass-to-target SBSW collide with a target, damaging it through the combined mass and
velocity of the weapon; or hit a target with inert or explosive devices. One mass-to-target
SBSW concept is the US missile defense Space-Based Interceptor (SBI), which is designed to
accelerate toward and collide with a ballistic missile in its boost phase. Another mass-to-target
SBSW concept is the hypervelocity rod bundle, an orbital uranium or tungsten rod that would
be decelerated from orbit and re-enter the Earth’s atmosphere at high velocity to attack ground
targets.

This chapter assesses trends and developments related to the research, development, testing,
and deployment of space-based strike weapons (SBSW). SBSW are systems operating from
Earth orbit with the capability to damage or destroy either terrestrial targets (land, sea, or air)
or terrestrially launched objects passing through space (e.g., ballistic missiles), via the
projection of mass or energy. Earth-to-space and space-to-space weapons, often referred to as
anti-satellite (ASAT) weapons, are addressed in the Space Systems Negation chapter.

Space-Based Strike Weapons
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CHAPTER EIGHT

Under SDI in the 1980s, the US invested several billion dollars in research and development
of an SBI concept called Brilliant Pebbles. While the SDI never developed and deployed a fully

The USSR’s neutral particle beam experiments were reportedly halted in 1985. The US SBL
program was concluded in 2000, and the SBL office closed in 2002.8 However, some indirect
research and development continue for SBL through the US Missile Defense Agency (MDA).
For example, over $120-million was allocated to Department of Defense (DOD) Directed
Energy Programs in FY2003,9 and other larger classified budgetary programs are suspected of
continuing work on space-based directed energy technologies.10

The US and USSR both pursued development of energy-to-target SBSW systems in the
1980s, although today these programs have largely been halted. In 1985 the US held
underground tests of a nuclear-pumped X-ray laser for the SBL, under the Strategic Defense
Initiative (SDI). It also performed a Relay Mirror Experiment in 1990, which tested groundbased laser re-directing and pointing capabilities for the SBL.6 In 1987, the USSR’s heavy-lift
Energia rocket launched a 100-ton payload named Polyus, which by some reports included a
neutral particle beam weapon and a laser. Due to a failure of the attitude control system, the
payload did not enter orbit.7

The most advanced SBSW work during the Cold War was primarily focused on the
development of mass-to-target weapons. In the 1960s, the USSR developed the Fractional
Orbit Bombardment System (FOBS) to deliver a nuclear weapon by launching it into a Low
Earth Orbit (LEO) at 135-150 kilometers in altitude, and then de-orbit after flying only a
fraction of one orbit to destroy an Earth-based target.4 FOBS, as such, was not an SBSW,
although it demonstrated capabilities that could be used in the development of a space-based
orbital bombardment system. A total of 24 launches, 17 of which were successful, were
undertaken between 1965 and 1972 to develop and test the USSR FOBS system.5 The system
was phased out in January 1983 to comply with the Strategic Arms Limitation Treaty II, under
which deployment of FOBS was prohibited. It is believed that no nuclear weapons were
orbited through the FOBS efforts.

There have been no known integrated SBSW systems tested or deployed in space.3 While
space negation systems such as the American and Soviet ground-based and airborne ASAT
systems were developed between the 1960s and 1990s (see Space Systems Negation), there has
not been any testing or deployment of space-to-Earth or space-to-missile weapons systems.

TREND 8.1: While no SBSW has yet been tested or deployed in space
the US is continuing the development of a space-based interceptor for
its missile defense system

Key Trends

Some have argued that SBSW may be necessary to protect space systems from attack.2 Indeed,
the protection of satellites and the missile defense potential of SBSW are two of the most
commonly cited justifications offered in support of SBSW development. For example, as
noted in the Space Systems Negation chapter, it has been argued that SBSW could be used to
protect the security of space assets against nuclear space negation attacks that might inflict
long-term and disproportionate damage to the space environment.

undermined. Moreover, the testing and deployment of SBSW and kinetic ASAT systems in
response to SBSW development would likely generate space debris, potentially undermining
the sustainable use of space for all actors over the longer term (see The Space Environment).
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Description

While the development of an integrated SBI vehicle may be possible within years rather than
decades, building a militarily effective SBI system with global coverage remains a significant
challenge. A truly global system would require hundreds or even thousands of SBI vehicles in

Although much of the budget for SBI development is classified, the scale of funding for this
effort can be estimated by examining allocations to a few key programs. For example,
approximately $68-million was being spent in FY2005 on the development of the NFIRE
satellite. A typical technology development and demonstration satellite of this type would cost
several hundred million dollars for research, development, deployment, and operation.
Therefore, while the annual SBI budget is only estimated to be about $100-million within a
broader MDA budget of $10-billion, even at these funding levels, the timeline for developing
the technical capabilities for SBI appears to be decreasing.

Stage

Mission

FIGURE 8.1: Recent and planned US space missions testing SBI technologies or
integrated systems

Longer-term US plans include the deployment of a testbed of three to six integrated SBI by
2011-2012, following tests in 2010-2011.15 While such a system would have limited
operational utility, it could constitute the first deployment of a weapons system in outer space.
A summary of completed and planned US SBI-related missions is provided in Figure 8.1.

One of the first key tests of US SBI-enabling technologies was the 1994 Clementine mission.
This was a lunar mission to test lightweight spacecraft designs “at realistic closing velocities
using celestial bodies as targets.”11 The US Near-Field Infrared Experiment (NFIRE),
scheduled for launch in 2006 or 2007, is projected to include many of the key capabilities
required for an SBI, including appropriate sensors, propulsion, and guidance units.12 There is
ongoing debate within the US Congress on whether the NFIRE system should be allowed to
launch an independent “kill vehicle” to intercept a missile, and the mission has been revised
several times.13 Under no revisions has the kill vehicle included the propulsion unit required
for homing in on a missile, so it could not be called an integrated SBSW. The US has also
completed a phase one study for the Micro-Satellite Propulsion Experiment (MPX) which
would include two two-stage, anti-missile propulsion units – a key requirement for an SBI
capability.14

operational SBSW, the US did test some propulsion and targeting subsystems for Brilliant
Pebbles. Research and development efforts in the US for SBI capabilities declined in the
1990s, but have been revived since 2000 through the MDA. The current US SBI concept was
developed as a contribution to missile defense by providing a capability to intercept missiles
as they pass through space. Like ground-based ASAT systems, SBI capabilities could
conceivably be used for offensive attacks on satellites.
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The advanced enabling capabilities listed in Figure 8.2 are those required for each of the major
SBSW concepts over and above basic space access and use capabilities, such as orbital launch
capability, satellite manufacturing, satellite telemetry, tracking and control, and mission
management. This analysis is based on the characteristics of these weapons systems as widely
described in open source literature.19

Due to the potentially significant effects of SBSW systems upon space security dynamics, it is
important to assess research into various prerequisite technologies that could enable the
development of SBSW capabilities. The SBSW prerequisite technologies described below are
simply dual-use. None are related to dedicated SBSW programs, but are part of other civil,
commercial, or non-SBSW military space programs. While there is no evidence to suggest that
states pursuing these enabling technologies intend to use them for SBSW systems, advances
do bring these actors technologically closer to such a capability.

TREND 8.2: A growing number of countries developing an increasing
number of SBSW precursor technologies, which could be used for
SBSW systems

In summary, there have been no SBSW tested or deployed in space to date, although Cold
War-era SBSW programs did support considerable development and testing of key
technologies. Prohibitive costs and reduced perceived needs led Russia and, to a lesser degree,
the US to drastically cut funding for SBSW programs, especially the energy-to-target types.
More recently, the US has pursued the development of SBI in the context of its ballistic missile
defense program, although challenges to the SBI’s completion remain.

orbit, and thus a launch capacity about five to 10 times greater than the current US launch
capacity.16 An examination of the technical feasibility of an SBI system conducted by the
American Physical Society estimated that launch costs alone for a system covering latitudes
that include Iran, Iraq, and North Korea would likely exceed $44-billion.17 The US
Congressional Budget Office estimated the full cost of an SBI system with a similar coverage
of the globe, but with the capability to intercept only liquid-fueled ballistic missiles with
longer launch timelines, would be 27 to 40 billion dollars for a system that presumed
considerable advances in kill vehicle components. Without such advances, such coverage
would cost between 56 and 78 billion dollars.18
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Accurate global positioning capabilities required for all SBSW concepts are possessed primarily
by the US (with its Global Positioning System) and Russia (with GLONASS), although the
GLONASS system is not fully operational at present. All other actors with space access are

High-G thrusters that provide the large acceleration required for final stages of missile homing
are under development by the US for the SBI. No other state is currently assessed to have such
a capability. A large delta (¨)-V thruster capability that enables a change in velocity required to
maneuver in orbit to reach the target is fundamental for several different SBSW concepts. This
is a relatively common capability that has been demonstrated by all actors with rocket
technology, including the 10 states that have demonstrated orbital space access and the further
18 that have demonstrated suborbital space access.

A precision position maneuverability capability, to ensure that an object can be moved to a
specific location with an accuracy of less than 10 meters, has been demonstrated by only a few
actors. Both the US and Russia have performed a large number of space dockings which
require such capability. The European Space Agency has almost completed the development
of this capability for its Automated Transfer Vehicle, which will dock at the International
Space Station.20
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FIGURE 8.2: Advanced SBSW prerequisite capabilities
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Figure 8.3 International microsatellite capabilities

Microsatellite construction, which reduces the weight and increases the responsiveness of spacebased interceptors, is also a key enabling capability for an effective SBI system. China, ESA,
France, Israel, Russia, the UK, and the US have all developed microsatellites, and 21 other
states have launched a microsatellite, mainly through the launch capability of another state
(see Figure 8.3). India is also developing a microsatellite capability.24

Launch on demand capabilities to maintain an effective global SBI system are provided by
rockets with an operational readiness of less than one week. Russia currently leads in this
capability with the shortest average period between launches, but it does not yet possess a true
launch on demand system. The US is developing responsive launch capability through its
Force Application and Launch from Continental US program (FALCON). Some commercial
actors, in particular Space-X, are aiming to provide more responsive and less expensive space
launches. No other space actors have such launch on demand capabilities (see Space Systems
Protection).23 Military space planes, currently only in the conceptual stage in the US, could
also serve launch on demand purposes.

Relatively extensive global missile warning and missile tracking capabilities, required for SBI and
SBL concepts, were developed by the US and the USSR during the Cold War (see Space
Support for Terrestrial Military Operations). Early warning of missile launches is currently
provided by the US Defense Support Program satellites and the Russian Oko and Prognoz
satellites, and both states are currently working on upgrades and/or replacements for these
systems. The US Space-Based Infrared System (SBIRS)-High and Space Tracking and
Surveillance System are designed to be the most advanced in this regard (see Space Systems
Protection). No other states currently have such capabilities, but France is developing two
early-warning satellites called Spirale-1 and -2 for this purpose, scheduled for launch in
2008.22

involved to some degree in the development of navigation systems, for example the planned
EU Galileo system, the Chinese Beidou constellation, or the Japanese Quazi-Zenith Satellite
System (see Civil Space Programs and Global Utilities). It is also noteworthy that many actors
could make use of the global positioning afforded by the US and Russian systems. Missile
homing sensors, which provide real-time directional information during the missile homing
phase required for SBI concept, are a capability common to most advanced military powers,
including the US, Russia, and Israel, which have developed such systems for their groundbased missile defense capabilities. Japan is also currently developing this capability.21
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Figure 8.4 provides a schematic overview of the SBSW prerequisite capabilities possessed, or
under development, by key space actors, as discussed above. Only actors that have developed
orbital space access are included, since this is a prerequisite for all SBSW systems.

Precision re-entry technology, needed for hypervelocity rod bundles and other space-based
munitions delivery concepts, has been developed by states with a human spaceflight capability
– China, Russia, and the US. ESA has this capability under development with its Applied Reentry Technology program and through the joint US National Aeronautics and Space AgencyEuropean Space Agency Crew Return Vehicle (X-38).28 France’s Centre National d’Etudes
Spatiales (ONERA) has announced the development of a new re-entry vehicle program for
civil space purposes.29 In addition, the Japan Aerospace Exploration Agency has some
experimental re-entry vehicle programs.30 Nuclear weapons states have also developed
precision re-entry technologies for their nuclear warhead re-entry vehicles.

Large deployable optics and precision attitude control, both needed for the SBL concept, have
been developed by a number of actors, including China, ESA, France, Japan, Russia, and the
US, for military reconnaissance or civil astronomical telescope missions.26 India and Israel are
currently developing such capabilities (see Civil Space Programs and Global Space Utilities).
China has announced plans for a civilian telescope that will demonstrate precision attitude
control capabilities.27

High-power laser systems, suitable for an SBL, have only been developed to any extent by the
US, initially through its SBL effort, and more recently through its Airborne Laser and
MIRACL programs (see Space Systems Negation). High-power generation systems for space,
suitable for the SBL concept, in particular nuclear reactors, have been developed and deployed
both by the US and Russia. For example, the US System for Nuclear Auxiliary Power-10A
mission launched in 1965 had a 45-kilowatt thermonuclear reactor. Between 1967 and 1988,
the USSR launched 31 low-powered reactors in Radar Ocean Reconnaissance Satellites.25
While no other states have developed such capabilities for space, all states with a launch
capability also have nuclear power programs.
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2005 Development of precision re-entry technology in US, Russia, China,
and Europe
Precision re-entry technology is required for space-based munitions delivery, though to date,
few states have developed such technologies. In 2005, Russian and US officials announced
developments in next-generation missile technology. Russia announced that its military had
tested a hypersonic missile system that allows missiles to change both their altitude and the
direction of flight, demonstrating precision re-entry capabilities that can be used to evade
missile defense interceptors.39 The US Air Force (USAF) Space Command has said that
engineers are applying the same principle used by Russia to give US missiles maneuverability.
US forces are also seeking to develop a new conventional ICBM warhead that can shape its
own trajectory on re-entry, greatly improving its accuracy.40

TREND 8.2: A growing number of countries developing an increasing
number of SBSW precursor technologies, which could be used for
SBSW systems

Net assessment:
The ongoing absence of space-based strike weapons testing or deployment continued to bode
well for space security in 2005. The controversial NFIRE program, however, may eventually
demonstrate the capabilities of an integrated SBSW system. The debates in the US over
NFIRE highlight the challenges of balancing terrestrial missile defense requirements with the
need to maintain freedom from space-based threats.

Despite the recommendation of the Senate Appropriations Committee, the MDA has
removed the kill vehicle portion of the planned test, saying it posed a risk of technical failure.37
This freed up room on the satellite for a German laser communications terminal, to be used
in joint US-German experiments to determine the effectiveness of laser communications that
could replace existing radio frequency forms of communication.38

2005: US NFIRE Kill Vehicle test currently cancelled
Maintaining the status quo, no space-based weapons were tested or deployed in 2005. In the
US, the question of whether the MDA should deploy and test a “kill vehicle” for NFIRE once
again came under US Congressional scrutiny. In 2004, the US House of Representatives
instructed the MDA to remove the kill vehicle from the planned 2006 NFIRE test. The US
Senate Appropriations Committee reviewing the NFIRE program, however, urged the MDA
to return the missile defense interceptor (“kill vehicle”) to the originally scheduled test, despite
the concern of some that doing so might lead to the deployment of weapons in space. The
committee, which approved $13.7-million for the NFIRE program, told the MDA to
“complete development and mission integration of the deployable NFIRE Kill Vehicle.”33
Critics, however, suggest NFIRE is an actual weapons system, and that recommendations to
move NFIRE into a new budget category (Ballistic Missile Defense Technology Program) only
confirm the intended use of NFIRE as a space weapon.34 The MDA, for its part, claims its
2006 test would not have allowed the kill vehicle to strike the target, but instead was to collect
data on the in-flight ballistic missile.35 There are suggestions that NFIRE might test MDA’s
hypertemporal imager, a device that could potentially detect a hostile missile shortly after its
launch.36

TREND 8.1: While no space-based strike weapons have yet been tested or
deployed in space, the US continues to develop a space-based interceptor
for its missile defense system
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2005 DEVELOPMENTS

Russia continues to maintain its missile attack warning system (MAWS), despite concerns of
disrepair and age. One of the key 2005 MAWS objectives identified by the Russian Defense
Minister Sergei Ivanov was the modernization of the antiballistic missile (ABM) system.49
Plans to test a new early-warning radar (EWR) station near St. Petersburg in 2005 were
announced by Russia in 2005. The new-generation EWR is described as smaller, lighter, and
less expensive than Russia’s previous EWR stations, requiring minimal on-site preparation
while covering all likely avenues of missile approach.50 Russian analysts claim that these
capabilities substantially exceed those of the US and other Western states.51 The Okno opticelectronic complex, in particular, is meant for automatic detection of high-orbit objects in
space, at altitudes to 40,000 kilometers; tracking their orbits; and determining their class,
destination, state, and origin.52 The status of future Russian use of the Qabala MAWS radar
station in Azerbaijan, which has the capability of detecting anything larger than a football in
LEO, remains uncertain as Russian officials voiced concerns over Azerbaijan’s increasingly
close relationship with the US.53 There are similar apprehensions over Russia’s two MAWS
stations in Ukraine. Russia also maintains a strategic ABM System around Moscow. However,
this system is based on the use of nuclear technology to intercept attacking missiles (see Space
Systems Negation).54

2005 Upgrades in US and Russian global missile tracking and warning
A key component for any future SBSW systems, especially as such systems may be applied to
space-based ballistic missile defense interceptors, will be missile tracking and warning
capabilities. A number of countries are working towards establishing or improving these
capabilities, primarily in the context of missile defense. USAF is seeking congressional
approval to begin work on a new missile warning satellite to follow SBIRS, which is being
scaled back to three satellites from the five originally sought.47 The new system will take
advantage of more up-to-date sensor and software technology. Nevertheless, the SBIRS system
does offer significant upgrades to the current Defense Support Program (DSP): each SBIRS
satellite will employ two sensors, one for scanning large swaths of territory in a sweeping
fashion, and another for staring continuously at smaller areas identified as likely missile launch
facilities.48 Currently, DSP does not have staring capabilities. While the US is committed to
fielding missile defense systems, congressional pressure concerning cost overruns for spacebased missile defense components may threaten these initiatives.

Researchers in Chinese academic institutions continued work in 2005 on re-entry techniques
for “space-based ground attack weapons systems.”45 However, the scope, funding, and
political support for such basic research remain unclear. Also relevant to precision re-entry
technology, in 2005 China launched a pair of FSW-3 satellites (JianBing-4A3 and JianBing4B3) four weeks apart. Both were later successfully recovered after re-entry.46

Both the US and ESA continued to develop hypersonic flight programs. Under the aegis of
Prompt Global Strike, the US continued work on the Common Aerothermodynamic Vehicle
(CAV) and the FALCON programs. If completed, the CAV will be an unpowered,
maneuverable, hypersonic glide vehicle capable of carrying 455 kilograms of munitions, with
a range of approximately 4,830 kilometers.41 The FALCON will be a reusable hypersonic
cruise vehicle that can strike targets approximately 14,500 kilometers away in less than two
hours, while carrying a payload close to 5,500 kilograms comprised of CAVs, cruise missiles,
small diameter bombs, or other munitions.42 FALCON could also conceivably be used for
launch-on-demand of SBSW or other space assets. The European Union (EU) has begun
work on the European Experimental Re-entry Testbed (EXPERT), which is an in-flight
aerothermodynamic research program.43 France’s ONERA has proposed measurement
techniques to be employed on EXPERT in order to continue the studies on re-entry
aerothermodynamics, as well as thermal protection systems.44
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Net Assessment
Space-based weapons designed to strike terrestrial targets will require sophisticated
technological developments that, at present, few space-faring states seem able to exploit. The
development of dual-use capabilities which also provide enabling technologies for SBSW
systems continued in 2005 although there was no evidence that states were developing such
capabilities for SBSW purposes. Research and development into re-entry technologies as well
as missile tracking could eventually facilitate the development of orbital bombardment
systems and SBI. While the integration of such technologies into an SBSW capability could
be very difficult and take many years, their development does bring states closer to an SBSW
capability, should a future decision be made to pursue it.

The European Galileo satellite navigation system saw significant development in 2005. On 28
December, the first satellite of Galileo’s testing phase was launched.60 India, Israel, Morocco,
Saudi Arabia, and Ukraine announced that they would participate in the Galileo project,61
while negotiations continued with Argentina, Australia, Brazil, Canada, Chile, Malaysia,
Mexico, Norway, and South Korea.62

2005 US, Europe, China, Russia, and India continue research and development
of global positioning systems
A number of countries continued to develop, upgrade, or sign-on to global positioning
systems in 2005 (see Civil Space Programs and Global Utilities). Global positioning
capabilities are required for all SBSW concepts. In 2005, the US continued its program of
modernizing GPS.57 Russia made plans to cooperate with China and India on GLONASS.58
A new generation of GLONASS satellites (Glonass-M) will have longer in-orbit lives that
should ease pressure on the system. They are designed to have a seven-year service life,
compared to three years for the current GLONASS. While India will cooperate with Russia
on GLONASS, it is also developing a separate GAGAN civilian satellite navigation system.59

Finally, Chinese researchers are currently working on target tracking technologies that may be
used as key components for any future Chinese missile tracking system. Present basic research
revolves around obtaining greater tracking precision and real-time accuracy.56

There is discussion in Moscow of Russian-Western cooperation in deploying a low-orbit
satellite target designation system (STDS). An STDS would considerably enhance the
capabilities of a potential Russian-American joint-ABM system that was envisioned during the
September 1998 discussions about establishing a Joint Data Exchange Center in Moscow to
share information on ballistic missile and space launches. STDS spacecraft, about 650
kilograms each, with infrared and visible-band sensors, are to be orbited at 1,350-1,400
kilometers in altitude. The Russian-Ukrainian Dnepr Project, could be used to launch the
sensor craft.55
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2006 Space Security Survey
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14.55%
4.55%
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47
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0.93%
13.08%
43.93%
28.97%
13.08%

4
37
41
19
6

Enhanced
Somewhat enhanced
Little or no effect
Somewhat reduced
Reduced

7
32
43
18
2

4. Commercial Space
Overall, how have developments related to commercial space in 2005 affected
space security?

Enhanced
Somewhat enhanced
Little or no effect
Somewhat reduced
Reduced

6.86%
31.37%
42.16%
17.65%
1.96%

3.74%
34.58%
38.32%
17.76%
5.61%

3. Civil Space Programs and Global Utilities
Overall, how have developments related to civil space programs and global utilities
in 2005 affected space security?

Enhanced
Somewhat enhanced
Little or no effect
Somewhat reduced
Reduced

2. Laws, Policies and Doctrines
Overall, how have developments related to space security laws, policies, and doctrines
in 2005 affected space security?

Enhanced
Somewhat enhanced
Little or no effect
Somewhat reduced
Reduced

1. The Space Environment
Overall, how have developments related to the space environment in 2005 affected
space security?

The 2006 Space Security Survey was open for participation between 1 February and 1 March
2006. Invitations to participate in the Survey, along with a set of background briefing notes,
were sent to over 600 international space security experts. In extending invitations to national
space experts from the civil, commercial, and military space sectors, the hope was to achieve
a representation that broadly reflected the international space community. One hundred and
twenty experts from 25 countries completed the 2006 online survey. While not considered
scientific, the quantitative assessments and qualitative comments provided by the 2006 Space
Security Survey respondents were used to inform the development of Space Security 2006.

Methodology
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1
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0.97%
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Somewhat enhanced
Little or no effect
Somewhat reduced
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3
6
61
20
14

2.88%
5.77%
58.65%
19.23%
13.46%

8. Space-Based Strike Weapons
Overall, how have developments related to space-based strike weapons in 2005 affected
space security?

Enhanced
Somewhat enhanced
Little or no effect
Somewhat reduced
Reduced

7. Space Systems Negation
Overall, how have developments related to space systems negation in 2005 affected space
security?

Enhanced
Somewhat enhanced
Little or no effect
Somewhat reduced
Reduced

6. Space Systems Protection
Overall, how have developments related to space systems protection in 2005 affected space
security?

Enhanced
Somewhat enhanced
Little or no effect
Somewhat reduced
Reduced

5. Space Support for Terrestrial Military Operations
Overall, how have developments related to space and terrestrial military operations in 2005
affected space security?
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26/12/2004

26/12/2004

20/01/2005

25/12/2005

25/12/2005

25/12/2005

25/07/2002

05/08/1994

24/05/1995

09/04/1997

14/05/1997

07/05/1998

27/12/1999

24/08/2001

01/04/2002

24/12/2002

18/02/2004

02/04/1992

14/07/1992

27/11/1992

25/03/1993

30/09/1993

28/10/1993

18/11/1993

20/01/1994

Launch date

Proton-K/DM-2

Kosmos-2375

Zenit-2
Tsiklon-2
Zenit-2
Zenit-2
Zenit-2
Zenit-2

Kosmos-2405
Kosmos-2369
Kosmos-2360
Kosmos-233
Kosmos-2322

Kosmos-2362

Kosmos-2406

Proton-K/DM-2

Kosmos-2363

Kosmos 11K65M

Proton-K/DM-2

Kosmos-2364

Kosmos 11K65M

Proton-K/DM-2

Tsikada

Nadezhda

Kosmos 11K65M

Kosmos-2310

Nadezhda

Kosmos 11K65M

Kosmos-2315

Proton-K/DM-2

Kosmos 11K65M

Kosmos-2321

Proton-K/DM-2

Kosmos 11K65M

Kosmos-2327

Kosmos-2317

Kosmos 11K65M

Kosmos-2334

Kosmos-2323

Kosmos 11K65M

Kosmos-2336

Proton-K/DM-2

Kosmos 11K65M

Kosmos-2341

Proton-K/DM-2

Kosmos 11K65M

Kosmos-2346

Kosmos-2324

Kosmos 11K65M

Nadezhda

Kosmos-232

Kosmos 11K65M
Kosmos 11K65M

Kosmos-2361

Kosmos 11K65M

Proton-K/DM-2

Kosmos-2376

Kosmos-2366

Kosmos 11K65M

Kosmos-2378

Proton-K/DM-2

Proton-K/DM-2

Kosmos-2382

Kosmos 11K65M

Proton-K/DM-2

Kosmos-2381

Nadezhda

Proton-K/DM-2

Kosmos-2380

Kosmos-2374

Launch vehicle

Satellite name

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Russia

Launching
state

LEO**

LEO*

MEO*

MEO*

MEO*

MEO*

MEO

MEO

MEO

LEO**

LEO**

LEO*

LEO*

LEO

LEO

LEO

LEO

LEO

LEO

LEO

LEO

LEO

MEO

MEO

MEO

LEO

MEO

MEO

MEO

Orbit

Signals Intelligence LEO*

Signals Intelligence LEO

Signals Intelligence LEO

Signals Intelligence LEO

Signals Intelligence LEO

Signals Intelligence LEO

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Function

31/10/1995

04/09/1996

28/07/1998

03/02/2000

28/05/2004

10/06/2004

04/07/1989

12/03/1991

24/07/1995

14/12/1995

14/12/1995

14/12/1995

30/12/1998

30/12/1998

30/12/1998

24/01/1995

22/03/1995

05/07/1995

06/10/1995

16/01/1996

05/09/1996

20/12/1996

17/04/1997

23/09/1997

10/12/1998

24/12/1998

26/08/1999

28/06/2000

13/10/2000

13/10/2000

13/10/2000

08/06/2001

01/12/2001

01/12/2001

01/12/2001

Launch date
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Ariane 44LP

STRV 1A

US
US
US

FLTSATCOM F4 SLV-3D Centaur
FLTSATCOM F1 SLV-3D Centaur
Titan IIIC
Titan 402B/IUS

LES 9
DSP F21
(USA 159)

Atlas IIAS

Atlas IIA

Atlas IIAS

Atlas 3B

Delta 4M

Atlas IIA

Atlas IIA

Pegasus XL/HAPS

Space Shuttle

Atlas IIA

Atlas II

Atlas IIA

USA 153

USA 179

UHF F/O F11
(USA 174)

DSCS III B-

USA 148

UHF F/O F10

MUBLCOM

PANSAT
(PO-34)

UHF F/O F9

UHF F/O F8

CAPRICORN

US

US

US

US

US

US

US

US

US

US

US

US

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

HEO

GEO

GEO

LEO

LEO

GEO

GEO

GEO

GEO

HEO

GEO

HEO

GEO

29/01/1998

16/03/1998

20/10/1998

29/10/1998

18/05/1999

23/11/1999

21/01/2000

29/08/2003

18/12/2003

31/08/2004

20/10/2000

06/12/2000

27/02/2001

11/10/2001

US

Titan 402B/IUS
Titan 402B/IUS
Titan 402A/IUS

DSP F22
DSP F18
DSP F17

Titan 34D/IUS

DSCS III A-1

Titan 402B/IUS

Space Shuttle

DSCS III B-4

DSP F20
(USA 149)

US

Space Shuttle

DSCS III B-5

US

US

US

U

U

US

US

US

FLTSATCOM F7 Atlas G Centaur

Titan 34D/Transtage

DSCS III A-2

US
US

Space Shuttle

FLTSATCOM F8 Atlas G Centaur

USA 67

USA 155

US

HEO

16/01/2002

11/03/2003

Titan 401B/Centaur

Communications

UKN

GEO

US

USA 157

US

Communications

Communications

NATO 4A

Atlas IIAS

US

US

Atlas II
Delta 7925

USA 78

US

US

US

US

US

US

US

US

US

US

US

US

US

USA 162

Atlas II

Space Shuttle

Atlas II

Atlas I

Atlas II

Delta 7925

Titan 401A/Centaur

Atlas I

Atlas II

Atlas II

Atlas IIA

Atlas II

Titan 401B/Centaur

USA 82

USA 89

USA 93

UHF F/O F2

USA 97

NATO 4B

Milstar DFS 1

UHF F/O F3

UHF F/O F4

UFO 5

USA 113

UFO F6

USA 164

08/04/2003

17/06/1994

17/06/1994

16/11/2000

16/11/2000

27/10/2005

30/08/1990

10/01/1998

26/02/1999

07/02/2001

10/07/1998

Delta 4M

GEO

GEO*

GEO*

HEO

HEO

LEO

GEO**

GEO

GEO

GEO

LEO

US

US

DSCS III A-3

Communications

Technology

Technology

Technology

Technology

Imaging

Communications

Communications

Communications

Communications

Communications

Titan 401A/Centaur

Titan 401B/Centaur

US

France

France

France

France

Russia

France

US

France

France

Russia

Milstar DFS 2

US

US

Launching
state

USA 169
(Milstar 6)

US

Ariane 44LP

STRV 1B

Kosmos 11K65M

Topsat

Ariane 5G

Ariane 44LP

Skynet 4C

Ariane 5G

Delta 7925-9.5

Skynet 4D

STRV 1c

Ariane 44L

Skynet 4E

STRV 1d

Ariane 44L

Skynet 4F

UK

Thai Puht (TO-31)Zenit-2

12/02/2005
Titan 405A

HEO
USA 125

Thailand

Communications

Atlas II

France

Atlas IIA

Ariane 5ECA

UFO F7

Launch date
USA 135

Orbit

XTAR-EUR

Function

Spain

Launching
state
Launch vehicle

Launch vehicle
Satellite name

Satellite name

Space Security 2 0 0 6

Early Warning

Early Warning

Early Warning

Early Warning

Early Warning

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Communications

Function

UKN*

GEO

GEO

GEO

GEO

GEO**

GEO**

GEO**

GEO**

UKN**

UKN**

GEO**

UKN**

GEO**

LEO**

GEO*

UKN*

GEO*

LEO*

UKN*

GEO*

GEO*

GEO*

GEO*

GEO*

GEO*

GEO*

UKN*

GEO*

GEO*

LEO

GEO

GEO

Orbit

22/12/1994

23/02/1997

14/02/2004

08/05/2000

06/08/2001

15/03/1976

09/02/1978

31/10/1980

30/10/1982

03/10/1985

03/10/1985

05/12/1986

04/09/1989

25/09/1989

15/11/1990

08/01/1991

11/02/1992

02/07/1992

02/12/1992

19/07/1993

03/09/1993

28/11/1993

08/12/1993

07/02/1994

24/06/1994

29/01/1995

31/05/1995

31/07/1995

22/10/1995

06/11/1995

03/07/1996

25/07/1996

25/10/1997

Launch date
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US

US

US

US

US

US

Titan 405B

Titan 404B

Titan 403B

Titan 404B

Titan II SLV

Titan II SLV

Titan 403A

Titan 404

Titan 403A

Delta 7925-9.5

Delta 7925-9.5

Delta 7925-9.5

Delta 7925-9.5

Delta 7925-9.5

Delta 7925-9.5

Delta 7925-9.5

Delta 792

Delta 7925

Delta 7925

Delta 7925

USA 152

USA 144

DMSP 5D-3
F-16

DMSP 5D-3
F-15

USA 133

USA 129

USA 69

Navstar GPS
IIR-M1

Navstar GPS
IIR-13

Navstar GPS
IIR-12

Navstar GPS
IIR-11

Navstar GPS
Delta 7925-9.5
IIR-9 (USA 168)

Delta 7925-9.5

USA 161

Navstar GPS
Delta 7925-9.5
IIR-10 (USA 175)

Delta 7925-9.5

USA 182

GPS IIR-6

GPS IIR-5

GPS IIR-4

GPS SVN 46

GPS SVN 38

GPS SVN 43

Navstar SVN 30

Navstar SVN 4

US

Delta 6925

Navstar GPS 15

US

US

US

US

US

US

US

US

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

MEO

MEO

MEO

MEO

MEO

MEO

MEO

MEO

16/07/1996

12/09/1996

23/07/1997

06/11/1997

07/10/1999

11/05/2000

16/07/2000

10/11/2000

30/01/2001

USA 11

USA 120

USA 12

USA 122

USA 136

USA 139

USA 160

USA 160 P/L 2

Titan 403

Titan 403A

Titan 403A

Titan 403A

Titan 401A/Centaur

Titan 401B/Centaur

Atlas IIAS

Atlas IIAS

Titan 401B/Centaur

Atlas IIAS
USA 171

MEO

29/01/2003

USA 173
Navigation

MEO

GPS IIR-7

Navigation

Navstar GPS
Delta 7925-9.5
IIR-8 (USA 166)

Atlas 3B

USA-181 P/L 2

Scout G-1

NNS O-32

Scout G-1

NNS O-31

NNS O-29

Delta 692
Scout G-1

Navstar GPS 16

Delta 6925

Delta 7925

Navstar GPS 23

Delta 6925

Delta 7925

Navstar GPS 24

Navstar GPS 19

Delta 7925

Navstar GPS 25

Navstar GPS 17

Delta 7925

Navstar GPS 26

Delta 7925
Delta 7925

Navstar GPS 32
Navstar GPS 27

Delta 7925

Delta 7925

Delta 7925

Delta 7925

Delta 7925

Delta 7925

Delta 7925

Delta 7925

Delta 7925

Launch vehicle

Navstar GPS 29

Navstar GPS 22

Navstar GPS 31

Navstar GPS 37

Navstar GPS 39

Navstar GPS 35

Navstar GPS 34

Navstar GPS 36

Navstar GPS 33

Satellite name

Atlas 3B

31/03/2003

21/12/2003

20/03/2004

23/06/2004

06/11/2004

26/09/2005

08/03/1991

20/12/1996

24/10/1997

12/12/1999

18/10/2003

22/05/1999

17/08/2000

05/10/2001

30/04/2005

19/10/2005

29/11/1987

13/11/1990

24/11/1991

Launch date

Atlas IIAS

MEO

MEO

MEO

MEO

HEO

MEO

LEO*

LEO

LEO

LEO

LEO

LEO

LEO

LEO

LEO

LEO

UKN**

MEO**

GEO*

Orbit

USA 173 P/L 2

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Imaging

Imaging

Imaging

Imaging

Imaging

Imaging

Imaging

Imaging

Imaging

Imaging

Early Warning

Early Warning

Early Warning

Function

USA 181

US

US

US

US

US

US

US

US

US

US

US

US

US

Titan 34D/Transtage

Titan 404B

US

USA 186

DSP F15

Launching
state

DSP F13

Space Shuttle

Titan 402A/IUS

DSP F16

Launch vehicle

Satellite name

Space Security 2 0 0 6

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

Launching
state

LEO**

LEO**

LEO**

MEO**

MEO**

MEO**

MEO**

MEO**

MEO*

MEO*

MEO*

MEO*

MEO*

MEO*

MEO*

MEO*

MEO*

MEO*

MEO*

MEO*

MEO*

MEO

Orbit

Signals Intelligence LEO

Signals Intelligence LEO

Signals Intelligence LEO

Signals Intelligence LEO

Signals Intelligence HEO

Signals Intelligence GEO

Signals Intelligence LEO

Signals Intelligence LEO

Signals Intelligence GEO

Signals Intelligence LEO

Signals Intelligence LEO

Signals Intelligence LEO

Signals Intelligence LEO

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Navigation

Function

12/05/1996

12/05/1996

12/05/1996

12/05/1996

08/11/1997

09/05/1998

08/09/2001

08/09/2001

09/09/2003

02/12/2003

02/12/2003

03/02/2005

03/02/2005

16/09/1987

26/04/1988

25/08/1988

18/08/1989

21/10/1989

11/12/1989

01/10/1990

26/11/1990

04/07/1991

23/02/1992

07/07/1992

09/09/1992

22/11/1992

18/12/1992

03/02/1993

30/03/1993

13/05/1993

26/06/1993

30/08/1993

26/10/1993

10/03/1994

28/03/1996

Launch date

169

Annex Three

170

Pegasus XL

Pegasus XL

Minotau

Minotaur

Athena-1

Delta 7925-9.5

Pegasus XL

Delta 7920-10

Pegasus

Pegasus/HAPS

ARPA Taurus

FORTE

REX I

STP-

XSS-11
(USA 165)

SAPPHIRE
(NO-45)

GeoLITE

TSX-5

MSX

APEX

STEP M2

STEP M

* = Older than 10 years

Taurus 2210

GFO

Key:

Delta 7920-10

Orbit

Technology

Technology

Technology

Technology

Technology

Technology

Technology

Technology

Technology

Science

Science

Science

Science

Science

Science

Meteorology

Meteorology

Meteorology

Calibration

LEO*

LEO*

LEO**

LEO**

LEO

GEO

LEO

LEO

LEO

LEO**

LEO

LEO

LEO

LEO

LEO

LEO*

LEO**

LEO

LEO

Signals Intelligence UKN**

Signals Intelligence GEO**

Signals Intelligence LEO*

Signals Intelligence HEO*

Signals Intelligence UKN*

Signals Intelligence UKN*

Signals Intelligence HEO*

Signals Intelligence LEO*

Signals Intelligence GEO

Function

** = Older than 15 years (or suspected of being dead)

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

US

Taurus 111

US

ARGOS

Scout G-1

RADCAL

US

MTI

Titan 34D/Transtage

USA 37

US

Titan II SLV

Space Shuttle

USA 48

US

US

Coriolis

Titan II SLV

USA 8

US

Titan 401A/Centaur

USA 103

US

Atlas E

Titan 401A/Centaur

USA 105

US

US

Atlas E

Titan401A/Centau

USA 110

DMSP 23545

Titan 401A/Centaur

USA 112

US

DMSP 24547

Titan 404A

USA 116

US

US

Titan 401A/Centaur

USA 118

Launching
state

DMSP 5D-2 F-14 Titan II SLV

Launch vehicle

Satellite name

Space Security 2 0 0 6

13/03/1994

19/05/1994

03/08/1994

24/04/1996

07/06/2000

18/05/2001

30/09/2001

11/04/2005

23/09/2005

09/03/1996

29/08/1997

10/02/1998

23/02/1999

12/03/2000

06/01/2003

29/08/1994

24/03/1995

04/04/1997

25/06/1993

10/05/1989

23/11/1989

25/04/1992

03/05/1994

27/08/1994

14/05/1995

10/07/1995

05/12/1995

24/04/1996

Launch date
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